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The Hadopi Departement of Legal, European and 
International Affairs has been monitoring international 
trends since 2011 and, for the third time, its findings 
have been compiled into a dedicated report. 

Its purpose is to examine the various models imple-
mented abroad to combat piracy, share best practices 
and inform the French public authorities, in particular 
with a view to strengthening public action in favour of 
the protection of rights on the Internet.

With the aim of offering greater visibility on different 
regions of the world, for the first time, 32 countries were 
analysed (instead of 23 for the previous edition), inclu-
ding France, which has its own fact sheet created for 
our international readership. Each fact sheet includes 
quantified data, obtained from the British company 
MUSO, relating to visits to illegal services offering 
cultural content (music/films/series/software (inclu-
ding games)/publishing) for the three main modes of 
access (streaming, direct download and peer-to-peer). 
MUSO provides global indicators of infringing practices 
in different countries around the world based on traffic 
data provided by SimilarWeb. These figures are used 
in this report to provide comparable data between the 
different countries studied, including France. 

The international survey is divided into two parts: an 
analysis of the key points and current challenges in 
the fight against piracy worldwide, with reference to 
the most emblematic national systems; and a set of 
appendices comprising detailed fact sheets on each of 
the countries studied, and presenting the legal mecha-
nisms in force there and any reform being considered.

The analysis is essentially carried out on the basis 
of information highlighted in the sheets, which are 
updated periodically, covering the period from January 
2019 to January 2021, thanks to online monitoring and 
exchanges with Hadopi’s network of local contacts. 

Accordingly, the information obtained is sourced from 
both public documents (press articles, case law, legal 
texts, etc.) and documents sent to us by a network of 
contacts made up of a mix of public institutional players 
and private sector players. This network of contacts 
has been developed and strengthened over the years 
through Hadopi’s monitoring activities on the latest 
developments in the fight against piracy (quantitative 
reports, legal analyses, public statements, etc.), and 
in some cases with the support of French embassies 
or consulates. 

The information gathered as part of our monito-
ring activities has been verified and supplemente 
wherever possible by a substantial number of interviews 
with qualified local contacts. However, the information 
obtained for each country studied is not always as 
precise as we would have liked.

 METHODOLOGY 

It	should	be	noted	that,	given	the	language	
barrier	and	the	differences	in	legal	systems,	
the	fact	sheets	may	contain	approximations	
or	misunderstandings.	
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  ANALYSIS  
PART 1

The complexity of the Internet piracy ecosystem, which is  
accompanied by an easy circumvention of court decisions and 
a proliferation of actors involved, mobilises all public authorities 
in Europe and internationally in the search for diversified and 
modernised anti-privacy systems.

Being aware that is is essential for anti-piracy solutions to be 
international in scope and of the importance of a comparative 
approach to draw upon foreign experiences, Hadopi quickly 
seized upon this international monitoring and collaboration 
mission and, in this context, developed fruitful collaborations 
both with its foreign counterparts and with the organisations in 
charge of piracy abroad.

This monitoring exercise for initiatives undertaken abroad, 
initiated ten years ago, is proving to be fundamental because 
of both the transnational nature of the piracy phenomenon and 
certain ecosystem players, and the similarity of the challenges 
faced internationally in order to fight it. 

Anti-piracy actions currently seem to focus on three 
major areas: direct action against commercial counterfeiting 
via criminal proceedings against illegal sites and, failing that,  
administrative or judicial blocking orders, (I); involving Internet 
intermediaries (II); measures aimed at creating a culture of res-
ponsibility among Internet users (III). 

The challenges emerging from this monitoring work are  
multiple: engage in work on service characterisation in order to 
understand the evolving and multi-faceted offer of services that 
can be used for piracy; provide flexible and agile systems to 
prevent strategies to circumvent blocking measures implemented 
by illegal service operators; involve all Internet actors in the fight 
against piracy, such as domain name system services so-called 
“alternative DNS”; create a specific system to combat piracy of 
sporting events.
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I BLOCKING MEASURES AIMED AT ILLEGAL SITES AND THEIR 
VARIOUS ACCESS ROUTES 

From the outset, it must be noted that the type of 
services engaged in the piracy of protected content 
is increasingly varied, and tackling this evolving and 
multi-faceted offer necessarily requires prior charac-
terisation work with regard to the technical and legal 
characteristics of these services.

Among the measures likely to be obtained against 
these services, shutdown has the most impact. This 
is a coercive measure taken following legal action 
for counterfeiting brought by the right holders and 
which relate to the direct legal liability of the site and 
its administrators. These criminal proceedings against 
administrators of illegal sites generally involve seizure 
of web servers hosting the sites, thus leading to the 
disappearance of the illegal services targeted and sanc-
tioned by the proceedings.

However, it is not always possible to act at source to 
achieve shutdown of services, due to the impossibility 
of identifying their administrators or because they are 
located abroad. Where such legal action cannot be 
taken, right holders in many countries now have the 
option of introducing injunctive proceedings against 
technical intermediaries without having to file a lawsuit 
against the illegal service itself. These are alternative or 
subsidiary schemes which are mainly aimed at ordering 
Internet service providers to implement measures to 
block illegal services. 

The illegal service thus continues to exist but is no 
longer accessible in the territory via the main Internet 
service providers. Blocking orders against technical 
intermediaries may be ordered by a judge or by a public 
authority without seeking their liability. 

However, these measures, since they do not directly 
affect the administrator or the resources or service 
infrastructure, can be circumvented. This results in 
blocked sites being accessible again fairly quickly 
after a blocking measure has been issued, either via a 
redirection or another means of access to an identical 
new site (these are commonly referred to as “mirror 
sites”), or in a slightly different form. 

This matter of circumvention of blocking measures is 
even more crucial for right holders within the sporting 
events streaming ecosystem, as preventing piracy of 
live streams of this content requires further innovation 
to find tools capable of meeting the need to be able 
to block illegal live streams of this content in real time. 

1.1 | A DIVERSE AND EVOLVING ILLEGAL 
OFFER OF CULTURAL AND SPORTS 
CONTENT  

The constant evolution of the ecosystem of the illegal 
content offer on the Internet means that today both 
cultural and sports content are available via different 
services, each playing a distinct role in this complex 
ecosystem. An analysis of actions taken by the bene-
ficiaries against these services provide an overview 
of their diversity. 

1.1.A	|	LINK	SITES	OFFERING	CULTURAL	
CONTENT

Until recently, right holders were concentrating their 
actions against link sites, i.e. sites centralising links to 
files available on peer-to-peer networks or networks 
hosted on third-party sites, known as cyberlockers. 
The various links present on these sites are organised 
and categorised in the same manner as legal offer 
services. Numerous lawsuits around the world have 
been and are still being filed against these services, 
either legal proceedings directly against their directors 
or proceedings to obtain the blocking of these services. 

In	France, it can be noted that legal actions intended 
to obtain blocking measures are no longer limited – as 
was the case for the first proceedings – to the do-
main names of a single galaxy of sites, i.e. sites for 
which it could be assumed that they have the same 
administrators, but encompass several link sites, 
grouped together for the purposes of the procee-
dings. This development reflects two phenomena: 
firstly, the fragmentation of the illegal offer through a 
myriad of small sites with lower capacity and audience, 
as a consequence of blocking measures, with the 
audience of illegal sites no longer being concentrated 
on a few large sites with a very high level of notoriety, 
and, secondly, the very strong dynamic of illegal 
sites that seek to circumvent blocking measures by 
increasing avatars.
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In	Europe, the Court of Justice of the European Union 
has established its case law on hypertext links, mainly 
since the so-called Svensson ruling[1] in 2014. GS Media[2] 
case law from end 2016 establishes the principle of a 
presumption of illegality of (professional) links sites 
pointing to illicit sites, which facilitate the possible 
characterisation of massively infringing websites as well 
as the probatory process in the courts. A legal decision 
finding a website hosting protected content to be illegal 
would then make it easier to prove that the link sites 
pointing to the content of such a site are illegal. Two 
other judgements apply these criteria and include in 
particular the specific role played by multimedia players 
or the platform The Pirate Bay to provide access to the 
works to Internet users.

1.1.B	|	CYBERLOCKERS	

Platforms hosting files containing infringing works are key 
players in the direct download and streaming ecosystem.
They host content, referenced on third-party services, 
which can be consumed via one or more modalities: 
direct download and/or streaming.They may also 
have servers that occasionally or continuously 
restream live streams or TV, sports or other programmes. 
Generally, it is the specialised link sites or aggregation 
services that redirect Internet users to these specialised 
hosting providers.

Since these services are not editorialised, it is often 
considered difficult to act against them, in particular 
due to the limited liability regime for hosting providers. 

Recently, however, several successful legal actions have 
been taken against cyberlockers, both by the music 
industry and by audiovisual media actors. 

In 2019, actions by music right holders in France, Italy 
and Russia resulted in the blocking of cyberlockers.

In October 2019, following settlement, action by the 
Alliance For Creativity and Entertainment (ACE)[3], led 
to the shutdown of one of the largest cyberlockers, 
Openload , and related sites such as Streamango.

[1] CJEU, 13 February 2014, C-466/12, Svensson e.a. This judgement found that when the content was initially distributed with the agree-
ment of the right holder, it is necessary to determine whether the link pointing to that content was also subject to authorisation or not, to 
check whether this content was already freely available or whether it was reserved for subscribers. If the content was already accessible, 
the link is free and does not constitute a communication to the public that would require authorisation. On the other hand, if the content 
was reserved for subscribers, it must be checked whether this link is such as to make this content available to a "new public" in which 
case a new authorisation should be obtained.
[2] CJEU, 8 September 2016, C-160/15, GS Media.
[3] The Alliance For Creativity and Entertainment (ACE), created in June 2017 under the umbrella of the Motion Picture Association, brings 
together audiovisual right holders from different countries as part of a coalition to combat piracy internationally. To date, it has 35 members 
including Apple TV+, Disney, Amazon, Netflix, Warner Bros, NBCUniversal, Canal+ Group, Sky, the BBC, etc.
[4] In Italy, AGCOM issued blocking orders for 16 stream ripping sites. In a decision dated 2 August 2019, the court of Lazio upheld the 
injunction to block the stream ripping website Yout issued by AGCOM.
[5] https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2019/2019fca0751, the first decision to block stream ripping 
sites was handed down in April 2019. Commercial Court of Madrid, AGEDI v Telefonica 29 April 2019, 201910269787429.

At the end of 2019, following legal action brought 
 by Netflix and Warner Bros, a settlement was reached 
with one of the larges cyberlockers, Rapidvideo, leading 
to its shutdown, and also the payment of large sums 
in damages and transfer of the relevant domain names 
to the Motion Picture Association. 

In addition, the US administration, via the United States 
Trade Representative (USTR), a Government agency  
coordinating U.S. trade policy, regularly lists cyberlockers 
on its annual list of illegal services, including the 1Fichier 
service, located in France, which has been listed by the 
USTR for several years. 

Also, in January 2019, the Italian Government agency 
AGCOM, which has the power to order blocking  
measures, ordered the blocking of the file hosting  
service 1Fichier.

1.1.C | STREAM RIPPING ILLEGAL SERVICES

Stream ripping is a practice that consists of making a 
permanent copy (ripping) of content streamed on the 
Internet. The act of stream ripping can be carried out 
by software, installed directly on the user’s computer, 
when receiving data via streaming. However, this act 
may also be delegated to a third party, in particular to 
remote online services that read and record a desired live 
stream on behalf of the user, then store it to distribute 
it to other users in the future. 

Actions undertaken by the music industry, in particular  
represented internationally by the International 
Federation of the Phonographic Industry (IFPI), present 
in 59 countries, have recently focused on illegal stream 
ripping services, and decisions targeting these services 
have recently been handed down for the first time in 
many countries. 

Since 2018, actions against this type of service have 
been increasing, particularly in Germany, Australia, 
Denmark, Spain, Italy[4] and Russia[5].
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1.1.D | SERVICES DISSEMINATING PROTECTED 
LIVE CONTENT

The piracy of live content, and in particular online sports 
content has grown considerably in recent years in many 
countries. 

Live content offers often take the form of sites dedicated 
to pirating of sports content, known as live streaming 
services, and illegal packages of television channels, 
known as illegal IPTV services. 

“Live	streaming” services are mainly used to watch live 
sporting events. These services present their content in 
the form of links organised by event or by type of sport, 
independently of the television channels broadcasting 
these events. These links point to content hosting 
platforms that can be exclusively dedicated to piracy 
and in some cases operate using intermediary sites. 

Illegal	IPTV	services give access to a large number 
of television channels and, in particular, to pay-TV 
sports channels or channels that broadcast sports 
content on a regular basis. The services that supply 
channel’s packages do not necessarily have a website 
and simply have servers that distribute the channels 
through streaming. 

A study published in November 2019 by the European 
Observatory on Infringement of Intellectual Property 
Rights attached to the European Union Intellectual 
Property Office (EUIPO) – to which Hadopi contributed 
– estimated that 941.7 million euros of illegal revenue 
was generated by illegal IPTV service providers in the 
European Union in 2018 and that these services were 
used by 13.7 million people (or 3.6% of the population 
of the Union)[6]. 

It should also be noted that IPTV services are now 
listed on the list of entities facilitating counterfeiting 
and piracy published by the European Commission 
at the end of 2020 (see below). 

A specific category for these services has been created, 
following the many responses from broadcasters or 
sports events organisers to the public consultation prior 
to drawing up the list, showing the growing concern 
about the proliferation of such services. 

[6] “Illegal IPTV in the European Union, Research on online business models infringing intellectual property rights -phase 3”, EUIPO, 
November 2019, https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2019_Ille-
gal_IPTV_in_the_European_Union/2019_Illegal_IPTV_in_the_European_Union_Full_en.pdf
[7] https://magid.com/mentions/the-netflix-sharing-problem/

In Europe, under the coordination of Europol, several 
important IPTV services have recently been shutdown 
as a result of cooperation between police services from 
different countries. The ACE’s involvement notably led 
to the shutdown of the popular IPTV service Utlan-
go TV, which provided free access to thousands of 
unlicensed TV streams. 

The domain name was transferred to ACE at the 
beginning of 2020. In 2019, the fight against illegal IPTV 
services by ACE also caused many of them to close. 

Finally, actors in the distribution of sports content have 
obtained various blocking measures around the world, 
adapted to varying degrees to the specific concerns 
of fighting piracy of this type of content (see below).

1.1.E | PASSWORD SHARING ON THE LEGAL 
OFFER WEBSITES

The practice of password sharing facilitates access to 
unauthorised content and is therefore one of the current 
concerns of ACE. According to a study published by 
Magid[7], password sharing could result in a loss for 
Netflix of approximately $135 million in subscriptions.  

ACE recently announced that a new working group would 
address the issue in order to define “best practices” 
and deal with unauthorized access to content. 
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1.1.F | THE CHALLENGE OF CHARACTERISING ILLEGAL SERVICES

To ensure that proposed measures against illegal 
websites do not become obsolescent, ineffective (or 
even inapplicable), the assumptions and criteria used 
to characterise a site or service as illegal should be 
quite flexible.

In some countries, the criteria for qualifying sites as 
illegal are predefined by law, case law or the adminis-
tration. In most cases, a body of evidence is created 
based on a system of thresholds (the number of works 
or links in question) or on the percentage of illegal 
content identified. 

This characterisation is first and foremost crucial 
at national level in order to facilitate and streamline 
the use of blocking measures, but it is also an issue 
at international level with the aim of facilitating the 
actions of right holders to obtain blocking measures 
against the same site in another country. Therefore, the 
question now arises, in particular at the European level, 
of the consideration by the judicial or public authority 
of a given country of previous judicial or administrative 
decisions rendered in a third country concerning the 
same site. 
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In	Australia, the law providing for the use of court-ordered blocking measures was amended at the end of 
2018 to broaden its scope to include all sites that merely have the effect of infringing copyright or facilitating 
copyright infringement. Previously, the law had applied only to sites that aimed expressly to infringe or enable 
the infringement of intellectual property rights. 

	In	Canada, the court may use the following factors to qualify services as illegal, as provided for by law: whether 
the person in charge of the said service marketed it as one that could be used to commit acts of copyright 
infringement; whether the person was aware that the service was used to enable copyright infringement; 
whether the service has any other significant uses besides enabling acts of copyright infringement; measures 
taken to limit copyright infringement; the benefits derived from copyright infringement and/or the economic 
viability of providing the service were it not used to commit acts of copyright infringement. 

In	South	Korea, the previously adopted criterion, according to which 70% of the content of the sites must 
have been illegally made available for the communication regulator, the Korea Communications Standards 
Commission, to order the blocking of these sites, ceased to be used in 2019.

In	France, the plan to reform the anti-piracy scheme currently being contemplated involves tasking the regulator 
with drawing up a blacklist of illegal services aimed at objectifying and securing “Follow the money” agreements,  
signed between right holders and economic actors, such as in particular those involved in advertising 
and online payment. Another possible use of this new mission to characterise illegal services is that it is 
a clarification factor in determining how to assess an illegal site that can be useful to the general public,  
economic actors and judges. 

In	Denmark and the United	Kingdom, right holders must demonstrate that the content available on the site 
belongs to them and that they have not directly or indirectly consented to it being made available. There is 
no predefined threshold to ascertain the infringing nature of a website. In principle, one offence is sufficient. 
However, right holders focus their actions on sites that provide a substantial number of infringing works. 

In	Lithuania, the criteria for determining if a site is illegal are: the ratio of illegal content present on the site; the site has 
been created and is used to distribute illegal content; if the site only distributes content protected by copyright or if it also  
makes other types of content available; if users are directly or indirectly encouraged to promote, download, 
reproduce or otherwise use the unlawful content; specific measures are implemented to remove the unlawful 
content; the audience of the site; if the site has a profit-making activity; whether the copyright-protected content 
for which the applicant is requesting removal is accessible on legal offer websites.

In	Portugal, two criteria are used by the Inspectorate General for Cultural Affairs (IGAC),attached to the 
Ministry of Culture, to determine the infringing nature of a site and order its blocking: either the number of 
infringing links notified by right holders must be greater than 500, or the percentage of infringing content on 
the site is at least 66%.

In	Singapore, the law provides for a set of criteria to determine whether a site actually infringes copyright 
and must therefore be blocked if the main purpose of the site is to commit or facilitate copyright infringement; 
if the site provides content or directories, indexes or categories of links to content to facilitate copyright 
infringement; if the operator of the site demonstrates a general disregard for copyright; if the site has already 
been subject to blocking measures in another country due to or in connection with copyright infringement; 
if the site contains guidance or instructions to circumvent measures, or court decisions aimed at preventing 
access to illegal sites; the website’s audience.
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[8] “Member States shall ensure that right holders are in a position to apply for an injunction against intermediaries whose services are used 
by a third party to infringe a copyright or related right. ”
[9] “Article 12 […] 3. This article shall not affect the possibility for a court or administrative authority, in accordance with Member States' 
legal systems, of requiring the service provider to terminate or prevent an infringement. ”

1.2 | CONSOLIDATION OF JUDICIAL OR 
ADMINISTRATIVE	BLOCKING	ORDERS

In many countries, right holders can refer the matter to 
the judge or public authority to have blocking measures 
ordering Internet service providers to prevent or bring 
to an end copyright infringements, independently of 
seeking the liability of the access provider. 

BLOCKING MEASURES MAPPING – WORLDWIDE SITE BLOCKING MEASURES

34   NUMBER OF COUNTRIES

7,592   NUMBER OF SITES BLOCKED

20,150   

16,958   

Source: Motion Picture Association - 2020 figures

At	the	global	level, it can be seen that the use of 
judicial injunctions is almost as frequent as the use 
of administrative injunctions. Of the seven countries 
with the most blocked domain names, three have 
introduced an administrative blocking system 
(Russia, Portugal, Italy). The other four countries have 
a judicial blocking system, three of which are governed 
by common law (Australia, Ireland, UK) – the UK 
having implemented the oldest and most proven judicial 
blocking procedure. 
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For	 the	 countries	 of	 the	European	Union,
Article 11 of Directive 2004/48/EC of the European 
Parliament and of the Council of 29 April 2004 on 
the enforcement of intellectual property rights, 
known as the “IPRED” Directive, opens up the 
possibility for right holders to request an injunction 
against intermediaries whose services are used by 
a third party to infringe an intellectual property right.  

A provision similar to Article 11 was already contained 
in Directive 2001/29/EC on the harmonisation of certain 
aspects of copyright and related rights in the information 
society, also known as “InfoSoc” (Article 8.3)[8]. 

In Italy, Greece, Spain and Portugal, in addition to the 
administrative proceedings based on the transposition 
of the so-called “e-commerce” Directive[9] there are also 
cease and desist legal proceedings. In each of the three 

NUMBER OF DOMAIN  
NAMES BLOCKED

NUMBER OF DOMAIN NAMES 
ACTUALLY BLOCKED
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aforementioned countries, the administrative procedure 
becomes null and void if the right holders refer the 
matter to the courts through injunctive proceedings 
against the same contentious sites.

1.3 | COMBATING THE CIRCUMVENTION OF 
BLOCKING	MEASURES	

Throughout the world the generic expression 
“mirror site” has come into being. It encompasses 
in a very heterogeneous manner the phenomena 
of reappearance and replication of blocked sites as well 
as the creation of new pathroutes to these sites. These 
practices to circumvent measures implemented against 
them by the administrators of illegal sites highlight the 
scale of piracy and the need to find a flexible solu-
tion so that the effects of blocking measures can be 
retained over time. 

The graphs below illustrate the fact that today, on 
average, for each illegal service blocked, at least 
two domain names relating to this service must be 
blocked. According to some, 30% to 40% of blocked 
sites reappear. 
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The knock-on effects of the blocking measures in place 
in France are on the one hand fragmentation of the 
illegal offer through a myriad of small sites with lower 
capacity and audience, with the audience of illegal 
sites no longer mostly concentrated on a few large, 
well-known sites, and on the other hand, the very strong 
trend of illegal sites seeking to circumvent blocking 
measures through the proliferation of avatars.

AUDIENCE SHARE IN % OF THE TOP 10 ILLEGAL 
SITES IN FRANCE
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1.3.A | LEGAL CHALLENGES RELATED TO THE 
ORDERING OF PREVENTIVE MEASURES IN 
EUROPE  

Circumvention practices are by their very nature unpre-
dictable in terms of their concrete manifestations, and 
the technology behind them changes frequently. These 
practices are difficult to get to grips with from a legal 
standpoint, meaning that States are confronted with 
two recurring questions:

•	 What powers do the judiciary or the public authorities 
tasked with combating piracy already have to prevent 
such practices, for example through framework or 
dynamic injunctions?

•	 Should these new procedures or injunctions be 
enshrined in legislation or another legal framework 
and, if so, how precise or general in scope should 
that legislation or legal framework be to enable swif-
ter and more effective action against circumvention 
practices? 

In Europe, Article 8.3 of Directive 2001/29 of 22 May 
2001 on the harmonisation of certain aspects of 
copyright and related rights in the information 
society (InfoSoc) and the final paragraph of Article 11 of 
Directive 2004/48 of 29 April 2004 (IPRED), provide 
that right holders can apply for a preventive injunction 
against intermediaries associated with the initial 
blocking measures. 
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European case law has interpreted these texts as 
allowing preventive measures to be obtained from the 
courts or the public authorities[10].

In its guidance on application of the IPRED Directive[11], 
the Commission encourages the use of preventive 
injunctions and specifies that the objective of combating 
the reappearance of mirror sites can also be achieved 
through the intervention of a public authority or the 
police[12]. 

1.3.B | FINDING EFFECTIVE SOLUTIONS TO 
COMBAT MIRROR SITES 

The	rise	of	voluntary	agreements	on	the	basis	of 
dynamic	blocking	orders	

The major difficulty with judicial blocking measures is 
that right holders must return to court to update the 
original decision with additional website addresses 
(and the new domain names used) or IP addresses 
enforceable against Internet service providers. 

One of the solutions already explored in some 
countries is to allow or introduce greater flexibility in the 
ordering of court orders, and to include flexible legal 
mechanisms enabling blocking measures to be updated 
more quickly as illegal sites migrate and change. This 
also saves time and money for the parties involved 
and for the courts. 

In practical terms, this means that the court may – in 
addition to blocking the infringing sites referred to in 
the original decision, and in the context of a dialogue 
between the parties following that decision – order a 
block on the domain names and, where applicable, the 
IP addresses identified by the right holders and notified 
to Internet service providers (and/or search engines) 
for the purpose of updating the decision.

[10] CJEU, 12 July 2011, C-324/09 L’Oréal SA and others against eBay International AG and others, ruling on the basis of Article 11 of the 
IPRED Directive; CJEU, 24 November 2011,C-70/10, Scarlet Extended SA against Sabam, ruling on the basis of Article 8.3 of the InfoSoc 
Directive.
[11] ec.europa.eu/docsroom/documents/26582
[12] “Furthermore, injunctions may in certain cases lose some effectiveness because of changes in the subject matter in respect of which 
the injunction was ordered. This may be, for example, the case of website injunctions, where a competent judicial authority grants the 
injunction with reference to certain specific domains, leaded websites allowed under other domain names and thus remain unaffected by 
the injunction. Dynamic injunctions are a possible means to address this. These are injunctions which can be issued for instance in cases in 
which materially the website immediately becomes available after issuing the injunction with a different IP address or URL which is drafted 
in a way that allows to also cover the new IP address or URL without the need for a new judicial procedure to obtain a new injunction. The 
possibility of issuing such injunctions exists, inter alia, in the United Kingdom and Ireland. This objective could also be considered through 
intervention of a public authority or the police, as it occurred in a specific case in Belgium”. ”

In	Australia,	a new law adopted in November 
2018 enables the ordering of dynamic judicial 
orders and encourages dialogue and agreement 
between right holders and intermediaries involved 
in the procedure (Internet service providers and 
search engines). 

In	Canada, in July 2019, the first court order to 
block infringing material provided that, faced 
with the appearance of so-called mirror sites, 
the parties may return to the court with a new list 
of domain names and/or IP addresses. Internet 
service providers may then oppose the updating 
of the blocking measure but, in the absence of 
a dispute within ten days, the court may order 
updating of blocking measures. 

In	Denmark, the code of conduct between 
access providers and right holders organising the 
blocking of mirror sites following legal injunction 
was amended in 2020 to further facilitate 
and accelerate the blocking of these sites. 
Furthermore, recent case law allows right holders 
to instruct Internet service providers to block not 
only sites identified by their domain name but 
also sites identified by their content and interface, 
regardless of their domain name. 

In	India, in April 2019, the Delhi High Court 
ordered the blocking of some of the largest peer-
to-peer and streaming sites, as well as alternative 
domain names and proxies used. The decision 
provides that right holders may transmit the 
information relating to the appearance of mirror 
sites for Internet service providers so that they 
are immediately blocked. 

In	Ireland, since 2013, decisions expressly order 
Internet service providers to subsequently block 
workaround sites that allow access to blocked.
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In	the	UK, blocking decisions allow sites and 
IP addresses to be updated. Updates are car-
ried out by Internet service providers at the 
request of right holders, who provide updated 
lists of addresses to be blocked, without going 
back to court. The cost of implementing these 
measures is borne by the Internet service pro-
viders. 

In	Singapore, at the end of 2018, the Singapor 
High Court ordered the dynamic blocking for 
the first time of 153 domain names considered 
manifestly unlawful. Internet service providers 
must therefore upon simple notification by right 
holders demonstrating that the initial domain 
name has been redirected, for example, block 
mirror sites of the sites referred to in the judgement. 

In	Sweden, following the issuance in December 
2019 by the Stockholm Patents and Markets 
Court of a dynamic blocking injunction, right 
holders may request updating of measures to 
block domain names and IP addresses without 
going before the judge.

Examples	of	administrative	follow-up	of	blocking	
measures

Depending on the situation, involving a public authority 
in monitoring the emergence of workaround sites can 
have several advantages. For example, it may:

•	 establish a methodology or a reference framework 
for identifying and characterising workaround 
services that facilitate or contribute to the accessibility 
of massively infringing sites, which have previously 
been subject to blocking measures; 

•	 limit or, failing that, simplify and shorten procedures 
leading to the court-ordered blocking of workaround 
sites and services;

•	 facilitate and secure the implementation of such 
court orders by Internet service providers, and extend 
them to other voluntary actors (other Internet service 
providers, search engines, etc.); 

•	 ensure more systematically that end users are 
redirected to a Government information page explai-
ning the reasons for the blocking measure and referring 
them to the legal offer.

In	France, the reform project seeks to create 
a system that would allow the public authority, 
upon petition by the right holders, to be able 
to request the updating of blocking measures 
ordered by a judge, for the remaining duration 
of the injunction.

In	Spain, administrative blocking orders must 
be approved by a judge but it is not necessary 
to go back to court in order for right holders to 
obtain the blocking of mirror sites, as they can 
simply inform Internet service providers that a 
new site is a mirror site.

In	Greece, since a law of July 2020, the public 
authority may order any measure to prevent or 
put an end to an infringement of copyright or 
a related right. However, if after the adoption 
and enforcement of one or more decisions, the 
violation persists, the injured right holder may 
file an application to request the adoption of a 
new decision, without paying additional costs. 

In	Italy, the regulation that came into force on 
16 October 2018 contains a new provision on 
repeat offence scenarios that have already been 
subject to an administrative order, which provides 
for an accelerated procedure. 

In	Lithuania, the commission responsible for 
implementing the blocking procedure carries out 
monitoring of the reappearance of mirror sites. 
In 2019, it blocked five mirror sites. 

In	Russia, the regulator is also responsible 
for maintaining the list of blocked sites. A law 
adopted on 1 July 2017 introduced a simplified 
system for blocking workaround sites through 
an accelerated administrative procedure that 
does not require right holders to return to court. 
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1.3.C | ACTIONS IN RELATION TO CERTAIN 
DOMAIN NAME SYSTEM SERVICES 
(ALTERNATIVE DNS)

The Domain Name System, or DNS, is a key web system 
that provides the correspondence between the domain 
name of a site and the address of the server where 
this site is hosted. Subscribers of an Internet service 
provider use the DNS service that it makes available 
to them by default. When this Internet service provider 
implements a domain name blocking measure (known 
as DNS blocking), it generally configures its DNS 
service so as to provide users with an invalid hosting 
address for the site to be blocked or so as to redirect 
connections to a substitute server (which for example 
displays an alert or information message).

However, it is possible for Internet users – rather than 
using their Internet access provider’s DNS system 
– to configure their web browser, the operating sys-
tem of their device (computer, mobile device, etc.) 
or even their Internet box (home router) for the pur-
pose of using an alternative DNS system offered by 
a third party such as Google, Cloudflare, etc. Since 
these alternative services are not currently brought 
before court in blocking procedures targeting illegal 
services, their use allows Internet users to circumvent 
the blocking measures implemented by national  
Internet service providers. This is why discussions 
are currently underway to involve these services more 
in the implementation of blocking measures. 

These considerations are all the more important 
since the effectiveness of blocking measures is  
likely to be reduced by the recent development 
of DNS over HTTPS (DoH) – a technical develop-
ment of the DNS system which aims to improve the 
security and level of protection of users’ privacy, 
by encrypting exchanges between Internet users’  
applications or equipment and DNS servers. Indeed, 
the use of DoH most often involves use of an alternative 
DNS service. However, its use could quickly become 
widespread because it can be offered by default, or 
through a simple configuration, by browsers, operating 
systems and Internet routers.

One way to avoid circumventing DNS blocking measures, 
subject to the proportionality of these measures with 
regard to the level of use of these services, could be 
to require DNS blocking of illegal sites not only to 
Internet access providers but also to operators offering 
alternative DNS services. 

[13] https://eur-lex.europa.eu/legal-content/fr/TXT/?qid=1608117147218&uri=COM%3A2020%3A825%3AFIN

The proposal for a regulation on Single Market For 
Digital Services (Digital Services Act [13] or DSA) 
presented by the European Commission in December 
2020, which is intended to update the provisions of the 
so-called “e-commerce” Directive (which determines 
the liability regime for technical intermediaries) could 
facilitate such steps. Recital 27 of this text lists the 
Internet intermediaries that exist today but were not 
expressly covered by the text of the “e-commerce” 
Directive – among which are domain name systems, to 
state that they should be able to benefit from the liability 
regime for technical intermediaries if it is possible to 
link them to one of the categories provided for in the 
Directive and supported by the proposed regulation, 
namely services offering network infrastructure, caching 
services and hosting providers. Therefore, if it appears 
that the DSA confirms the possibility of obtaining 
measures in Europe against domain name system ser-
vices, it would however be valuable to have the status 
of alternative DNS expressly specified.

In	Italy, the local public authority concluded 
a voluntary agreement concerning CISCO’s 
DNS service in 2019. Under its terms, CISCO 
committed to blocking, for Internet users using its 
service from Italy, the sites covered by a blocking 
order issued by AGCOM and intended solely for 
local Internet service providers. 

In	Lithuania, discussions took place between 
representatives of the local public authority and 
Google in 2019 to discuss the removal of blocked 
sites and their mirror sites from search engine 
results and Google's alternative DNS service.  
Google representatives responded positively to 
the commission's first request.

In	Russia, a law adopted on 29 July 2017 provides 
for sanctions against anonymisation services, 
which may be subject to blocking measures if 
they fail to comply with their new obligations. 
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1.3.D | THE SPECIFICS OF STRATEGIES 
AGAINST PIRACY OF LIVE SPORTS EVENTS: 
THE	EMERGENCE	OF	A	DYNAMIC	BLOCKING	
SCHEME	KNOWN	AS	“LIVE	BLOCKING”

With regard to piracy of live sbroadcasts of sporting 
events, it is even more essential to be able to update 
blocking measures quickly, or even in real time, given 
that the value of this content is concentrated in the 
time of the live broadcast. 

Proposals in this regard are currently being discussed 
in the European Parliament, which had undertaken to 
work on combating piracy of sports content, while the 
creation of a related right for sports events organisers 
was not included in Parliament Directive 2019/790 of 
17 April 2019.

In this regard, on 26 January 2021, the European 
Parliament’s Committee on Culture and Education 
adopted a report on the challenges facing sports events 
organisers in the digital environment[14]. This text must 
now be referred to the Committee on Legal Affairs, 
which will have to vote, on the basis of the report of 
one of its members[15], on a parliamentary resolution 
which is then intended to be discussed by Parliament, 
the European Parliament will decide whether to ask 
the Commission to submit a legislative proposal, at 
the heart of which could be removal or disabling mea-
sures within a period appropriate to tackle piracy of 
live content (in real time or no later than 30 minutes). 
The conclusion of private agreements between the 
stakeholders is also one of the scenarios envisaged.

In	France, the holders of audiovisual exploitation rights 
for sporting events and competitions do not, under 
the current law, have a sui generis legal procedure 
enabling them to obtain live blocking measures (during 
the streaming of a match) in order to effectively combat 
piracy of their content. 

[14] https://www.europarl.europa.eu/doceo/document/CULT-PA-658792_FR.pdf
[15] https://www.europarl.europa.eu/doceo/document/JURI-PR-657490_EN.pdf

The proposed reform should make it possible to:

•	 obtain, as part of a single procedure, the ordering 
of a dynamic decision making it possible to extend 
the effectiveness of blocking and delisting measures 
concerning sites or services identified on the day 
of the decision to other sites or services likely to 
appear during the duration of the competition, it being 
specified that the measures may be implemented 
according to a provisional schedule modelled on 
the official competition calendar; 

•	 relying on a regulator acting as a trusted third party 
to facilitate the identification of sites or services 
illegally streaming the sporting event in question and 
in particular mirror services. 

Around the world, several blocking schemes de-
signed to combat sports piracy have recently been 
implemented in different countries. These different 
schemes can be categorised according to the 
blocking mode used (either Domain Name System or 
“DNS blocking” of the domain name of a website, or  
Internet Protocol or “IP blocking” of the address of the 
server used by the illegal service) and the authority that 
ordered the blocking measure. 

Due to the way in which illegal streams of sporting 
events are disseminated and the ecosystem of sporting 
events, the question arises in different countries of 
which type of blocking measure to implement. Most 
of the legislation in force concerning content blocking 
and in particular cultural content blocking does not 
specify the type of technical measures that Internet 
service providers should implement. 

In Europe, the Court of Justice of the European 
Union ensures that intermediaries are not required to 
implement excessively large-scale and costly filtering 
mechanisms. 

In some countries, mostly common law countries 
(Australia, Ireland, United Kingdom), DNS and IP blocks 
may be implemented alternately depending on the 
circumstances. When IP blocks are implemented, 
a few upstream checks are undertaken to counter the 
risk of over-blocking and ensure that the IP address to 
be blocked is not shared (a single IP address can host 
various services, both legal and illegal). Notifying the 
hosting provider is a means of making sure that the 
address to be blocked is not shared. 
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DNS	BLOCKING	ORDERS

DNS	blocking consists in blocking a website’s domain name to prevent end users from accessing it via their 
Internet service provider. Consequently, when the user attempts to access the site either by directly entering 
the domain name or through a link (in some cases referenced by a search engine), the connection fails. This 
blocking measure is implemented on the DNS servers of Internet access providers. It blocks access to any 
service with a domain name, i.e. an address such as sitename.com.

In the event of DNS blocking, it takes approximately 24 hours to create a new domain name and make its 
address known to Internet users (search engines, social medias, etc.). The administrators of illegal sites have 
developed a strategy for bypassing DNS blocks, which consists in reserving several similar domain names 
in order to make the blocked site (or a copy of the blocked site) accessible under one or more new domain 
names, either during legal proceedings and even before they even begin. Alternative domain names can be 
connected to the original servers of the blocked site, which are still online and remain accessible via their IP 
address, since only the domain name is blocked.

DNS BLOCKING: BLOCKING OF DOMAIN NAMES

No	passing	on 
of	information

USER

www.site.com

Without the IP address,  
access to the site is impossible

DNS

WEB SERVER 
IP: 236.87.123.21

Request for identification of IP 
corresponding to the domain name

Internet service providers configure their DNS 
services to block the transmission of informa-
tion on the IP address corresponding to the 
domain name. It is also possible to change 
this information to another IP address that 
instead displays an educational information 
page. If the IP address of the server hosting 
the website whose domain name is blocked 
is not known, the user will no longer be able 
to access the site via the DNS of its Internet 
service provider. On the other hand, the DNS 
will always transmit this IP when asked about 
unblocked domain names that are hosted on 
the same server.

1
2

3

DNS blocking measures may concern the long-term or temporary blocking of domain names of link site 
dedicated to live streaming of sporting events as well as domain names of content hosting platforms dedicated 
to illegal live streaming or their intermediary sites.

Court	orders	for	DNS	blocks

In	Denmark, in April 2019, the Spanish football league 
La Liga, in cooperation with RettighedsAlliancen, the 
anti-piracy association, obtained a dynamic DNS 
blocking order against nine illegal sporting events 
streaming services. 

In	India, in June 2019, the Delhi High Court[16] issued 
an interim order, in the context of proceedings initiated 
by a group holding the exclusive rights to radio broad-
casts of matches of the Cricket World Cup – which was 
due to end in early July 2019. Under the order, search 
engines are also required to remove from their results 
websites/URLs that provide access to these sites upon 
notification by the defendant. 

[16] High Court of Delhi, 03 June 2019, CS (COMM) 326/2019 & I.A. 8510/2019 & 8508/2019: https://torrentfreak.com//images/Channel2-
blocking-order-Delhi-High-Court.pdf

In	Singapore, in a case brought at the end of 2018 
by Singtel, a telecommunications operator and pay 
television service provider of the Fox group, which broad-
casts several pay channels, and the English Football 
Association Premier League, the High Court of Singapore 
issued a dynamic restraining order against server 
domain names that are used by services streaming 
channel bundles illegally (these authentication servers 
allow illegal services to check that the user who wants 
to access the offer has a valid subscription).



19

In	Spain, on 11 February 2020, as part of an action 
initiated by the broadcaster Telefónica Audiovisual 
Digital, the Commercial Court of Madrid[17] issued a 
decision ordering the dynamic blocking of 44 services 
enabling the illegal streaming of live football matches, 
and in particular authentication and referral servers. 
Right holders can notify new addresses to be blocked 
to Internet service providers every week without having 
to go back to the courts. Blocking measures must be 
implemented within three hours from notification of 
the addresses to be blocked. The decision runs until 
25 May 2022, for three football seasons.

 

[17] Commercial Court of Madrid, 11 February 2020, 28079470072020100001: https://www.poderjudicial.es/search/AN/openDocument/
d1ecc270d29d6605/20200219
[18] A dedicated platform has been created to enable the operation of the scheme provided for by the technical procedure. The service 
provider of the right holders (or the right holders themselves) enter the URL of the page of a links site via which the sporting event is ac-
cessible and attaches screenshots of this page proving that it is being streamed. This evidence is reviewed by the Portuguese anti-piracy 
association and then by the public authority, which orders the real-time blocking for the duration of the event.

Administrative	DNS	blocking	orders

In	Italy, AGCOM can order blocking measures with 
regard to sites offering live streaming. However, these 
injunctions are not updated in real time.

In	Peru, in 2018, the National Institute for the 
Defence of Competition and the Protection of Intellectual 
Property (INDECOPI) ordered access providers to block 
Rojadirecta, a live streaming site for sports content, 
following a request from Fox Sports Latin America.

FOCUS ON PORTUGAL: FROM THE PREVIOUS ADMINISTRATIVE AND 
MEMORANDUM-BASED	DNS	BLOCKING	MODEL 

In Portugal, an administrative blocking (DNS) scheme which enables the blocking of sites making illegally 
available cultural and sports content is implemented under two memoranda (MoU) concluded mainly 
between the General Inspectorate of Cultural Affairs (IGAC, body reporting to the Ministry of Culture), the 
Portuguese Association of Telecommunications Operators (APRITEL) and the right holders grouped within 
MAPINET (multi-sectoral anti-piracy association).

The MoU, dedicated to the implementation of real-time one-off blocking measures, entitled “Technical proce-
dure for live streaming of events”, was signed at the end of 2018. It allows the temporary blocking each week 
during football competitions of a maximum of 50 illegal sites per day for the duration of the match. Sites that 
can be blocked are services that offer links to unauthorised sports content distributed by [18]live streaming 
platforms. These real-time blocking measures take place within 15 minutes and apply for the duration of the 
match. Requests to block may only be made during the following hours: from Monday to Friday, from 17:30 
to 22:45 and on Saturdays, Sundays and public holidays, 11.15 to 13.30 and 15.30 to 22.00.

In addition to this system, each month, MAPINET requests permanent administrative blocking, as part of the 
first MoU, of blocked sites that were targeted by temporary measures in the previous weeks. Thus, live blocking 
measures are less numerous over time and are not aimed at new illegal services that have not been identified.

...	TO	DYNAMIC	IP	BLOCKING	INJUNCTIONS	

However, the ecosystem has already evolved in Portugal since 2019 with growth in illegal IPTV offer and a 
significant circumvention of DNS blocking measures by Internet users. In this context, Nos Telecom, one of 
the main Portuguese telecommunications operators and co-owner of the sports channel Sport TV, obtained 
two temporary real-time IP blocking injunctions in court following proceedings initiated in March and October 
2019: the first injunction states that the blocking measures only apply to the streaming of matches involving 
the four main Portuguese football teams streamed by Sport TV; the second injunction allowed for the extension 
of these measures for the 2019/2020 season to be ordered. 
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DYNAMIC	IP	BLOCKING	INJUNCTIONS

The so-called IP (Internet Protocol) blocking measures consist of preventing traffic from or to a defined IP 
address, which is that of the server that disseminates illegal content.

“IP” BLOCKING: BLOCKING OF TRAFFIC TO AND FROM THE SERVER

2
Transmission of the relevant IP address: 
236.87.123.21 

No	passing	on 
of	information

USER

www.site.com

Without the IP address,  
access to the site is impossible

DNS

WEB SERVER 
IP: 236.87.123.21

Request for identification of IP 
corresponding to the domain name

For the Internet service provider, IP blocking 
consists of allowing or blocking exchanges 
between users of its network and the IP 
address of a web server. Prior to IP blocking 
measures, certain checks are required to 
ensure that the server in question is only used 
by the targeted illegal service. If other genuine 
services are also hosted on the server (and 
therefore use the same IP address), they will 
also be blocked as a consequence.

1

3

IP blocking works regardless of the domain names and URLs used to access the targeted IP address. 

Only an observation under real conditions over a 
significant period of time makes it possible to quantify 
the number of IP addresses to be blocked and avoid 
the risk of overblocking. In addition, IP blocking and 
the circumvention phenomena it gives rise to, which 
are faster, may entail greater monitoring and updating, 
particularly during live streaming of sporting events, so 
as to implement protective blocking measures.

The use of this type of blocking is more relevant to 
block access to servers streaming bundles of illegal 
IPTV channels that have no domain name and whose 
access to a server is made directly from the IP address.

The	UK’s	standard	model

Football Association Premier League (FAPL), which is 
the entity that administers the Premier League, the main  
professional football championship for UK clubs, 
obtained in 2017 the first decision requiring major UK 
Internet service providers to block in real time, on an 
ad-hoc basis, the servers of services illegally streaming 
recordings of football matches. The injunction is limited 
to the duration of matches and is likely to be repeated 
over a period corresponding to a season. 

Pursuant to the framework injunction ordered by the 
judge, the FAPL (through its service providers) detects 
the servers that stream sports content every week. It 
lists the addresses to be blocked which are sent to 
Internet service providers. In agreement with the parties, 
the confidential protocol for detecting and selecting the 
addresses to be blocked is presented to the judge and 
updated as necessary. 

On match days, the Internet service providers block 
the servers on the list at the time of the match, and are 
aware that the list may be updated in real time, manually 
if necessary. In practice, the list of servers to be blocked 
is circulated via a secure platform and is updated at 
least twice on each match day. The decision specifies 
that Internet service providers can only be expected 
to do their best to block notified services, depending 
on their network set-up and their resources.

Within ten working days of implementing the aforemen-
tioned decision, Internet service providers must inform 
their subscribers by electronic means that access to a 
number of servers involved in the illegal streaming of 
matches has been blocked by a court decision, and that 
similar measures will be taken for the current season.  

End users are also informed of the identity of the party 
that obtained the blocking order and of the fact that 
they can refer the matter to court.
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Ireland 

The High Court of Ireland, based on the case law deve-
loped in the United Kingdom, rendered on 15 July 2019[19] 
a dynamic, real time, IP blocking order limited to the du-
ration of matches, to block access to the sports content 
of the Premier League. The injunction applies until 30 
June 2020, to cover the 2019/2020 football season.  

The Premier League may ask the judge to renew this 
injunction. In September 2020, UEFA obtained a similar 
injunction for the 2020/2021 season[20].

[19] Hight Court Commercial, 15 July 2019, the Football Association Premier League Limited v eircom limited trading as eir, sky ire-
land limited, sky subscribers services limited, virgin media ireland limited, vodafone ireland limit: http://www.courts.ie/Judgments.
nsf/09859e7a3f34669680256ef3004a27de/65ee8c8d1c26c939802584580041e0a7?Open
[20] High Court Commercial, 29 September 2020, Union of European Football Associations v eircom limited t/a eir, sky ireland limited, sky 
subscribers services limited, virgin media ireland limited and vodafone ireland limited
https://www.bailii.org/cgi-bin/format.cgi?doc=/ie/cases/IEHC/2020/2020IEHC488.html & query=(uefa)
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II THE NEED TO MOBILISE ALL DIGITAL ACTORS 

The pervasive, multifaceted nature of piracy means that 
a wide variety of tools and strategies are needed to 
combat it. It also calls for the involvement of all digital 
actors, which cannot go on avoiding - either through 
indifference or inertia - the challenges associated with 
the profusion of illegal online content. Some actors, 
particularly in the advertising sector and, to some 
extent, search engines, have embarked on an active 
approach consisting in improving the processing of 
notifications sent to them by right holders. 

Beyond the involvement of these various intermediaries 
of the piracy ecosystem, another approach – implemented 
in Europe by the Directive of 17 April 2019 on copyright 
and related rights in the digital single market – involves 
including in this participatory approach user-gene-
rated sharing platforms, with a view to either removing 
works whose dissemination has not been authorised or 
monetising them using content recognition tools.

2.1 | INVOLVING THE VARIOUS 
INTERMEDIARIES IN THE FIGHT AGAINST 
PIRACY 

2.1.A | ONLINE ADVERTISING ACTORS

While there is widespread consensus on the 
utility of measures to identify and cut off the 
funding sources of infringing sites (based on the 
“Follow the money” approach), questions are now 
being raised about their implementation, impact 
and effectiveness. There is also the question of 
how to secure and increase the scope of these 
systems so that such sites are not only deprived of 
earnings but actually disappear. The goal therefore 
is to “bridge the gap” between the observations 
made during the cut-off process and the legal actions 
to be taken against the listed sites to allow for a 
greater number of blocking decisions in the future. 

In France, the proposed reform thus provides for the 
possibility for the regulator to encourage the conclusion 
of voluntary agreements that may help to remedy 
infringements of copyright, related rights and the rights 
of sports events organisers. It is also planned that the 
regulator will be responsible for drawing up of a list 
designating illegal services, which could be used by 
signatories of voluntary agreements to secure their 
actions. 

Measures	based	on	a	voluntary	approach	by	the	
sector's	actors

In several countries (such as Australia, the United 
States, Japan, the Netherlands, Sweden and France), 
these agreements rely on the contractual freedom 
of the signatories within a framework of voluntary 
self-regulation. They are limited strictly to the private 
sector; there is no real public intervention. 

Therefore, the signatories commit primarily to implement 
measures to cut off the flow of funds to services that 
are regarded as infringing intellectual property rights 
Specifically, they introduce into their contracts 
commercial guarantee clauses excluding distribution 
of advertising on infringing websites.

This type of arrangement, besides draining the resources 
of infringing sites, has the additional advantage that 
it damages the service standards and brand image of 
the site, thus making it easier for honest consumers 
to identify it as illegal.

Nonetheless, some massively infringing sites, both in 
France and abroad, continue to operate for a few years 
after such arrangements are put in place because they 
turn to networks that offer poor quality advertising 
(pornography and online games), other means of payment 
(virtual currency) or other sources of financing.

The	rise	of	mechanisms	involving	public	intervention	

Public intervention is provided for in some countries to 
more effectively guarantee the reliability and control of 
sites subject to measures to cut off their income stream, 
and to better assess the impact and effectiveness of 
such measures. Generally, these arrangements are 
part of a much broader global system that confers 
greater powers on public authorities with regard to the 
administrative blocking of sites (Spain), or on the police 
in the event of criminal proceedings (United Kingdom).
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This approach of drawing up a list of illegal services must 
not be confused with the so-called “Name and Shame” 
approach (see below) which consists of publishing 
lists of bad actors to stigmatise their disrespect for 
intellectual property rights (including industrial 
property and literary and artistic rights), which has 
several objectives.

[21] https://ec.europa.eu/growth/industry/policy/intellectual-property/enforcement/memorandum-of-understanding-online-advertising-ipr_en 
[22] https://www.wipo.int/wipo-alert/en/

Likewise, in countries that implement administrative 
blocking measures (such as Italy and Portugal), lists 
are not published for the purpose of cutting off the 
sites’ income streams, since they are blocked anyway.

International	initiatives	

In addition, the European Commission has pointed 
out the legal implications of using such self-regulatory 
mechanisms with regard to competition law, freedom 
of enterprise and online communication, as well as 
the need to assess their effectiveness and improve 
the follow-up of complaints under the responsibility 
of an independent third party. The Commission’s legal 
analyses (conducted during the drafting of the Memo-
randum of Understanding on Online Advertising and 
IPR [MoU] signed at European level on 25 June 2018) 
suggest that, to overcome the legal obstacles, restric-
tions and safeguards should be introduced henceforth 
to prevent private actors from becoming judges of the 
infringing nature of websites. 

In August 2020, the European Commission published 
a report on the first year of implementation of the MoU 
on online advertising and intellectual property rights. 
This report revealed that the signatories generally 
believe that the system created by the MoU had worked 
well and that it had had an impact on the willingness 
of brands not to have their ads on illegal services[21]. 

Among the avenues for development and projects 
mentioned in this report, some signatories would 
like to tackle advertising actors who have not signed 
up to voluntary initiatives in the sector and who lack 
diligence in placing advertisements. These actions 
could be carried out in cooperation with national or 
international authorities responsible for drawing up 
lists of illegal services.

Finally, the proposed DSA provides for an obligation of 
transparency on advertisements disseminated by online 
platforms, which is in line with the measures taken 
under the so-called “Follow the money” approach.

It is also important to note the broader initiative of the 
World Intellectual Property Organization (WIPO), which 
created the “WIPO ALERT[22]” system, which offers 
authorised bodies in Member States, first and foremost 
including local public authorities, the opportunity to 
contribute to a centralised database listing infringing 
websites worldwide, which will be made available to 
online advertising actors.

In	Brazil, in December 2019, the National Council 
for the Prevention of Piracy and Crimes against 
Intellectual Property, a public-private sector 
organisation reporting to the Ministry of Justice 
 signed a memorandum of understanding with 
the main advertising actors to implement a com-
pliance mechanism to prevent advertising on 
illegal sites. As a result, Brazil has also signed 
an agreement with the UK and the US. 

In	Denmark, in particular to ensure the 
compatibility of the blacklist with the issues re-
lated to the protection of personal data, it has 
been agreed to entrust the Ministry of Culture to 
manage the list of sites. An agreement to this 
effect was approved in January 2020.

In	India, the new draft regulation on e-commerce 
published in early 2019 provides for the 
implementation of measures such as “Follow 
the money”. 

In	Spain, a “Follow the money” system was 
imposed by law on advertising players. The 
public authority responsible for blocking 
measures may also identify the payment and 
advertising organisations that are partners of 
the infringing site and ask them to stop working 
with this site under the threat of an administrative 
penalty of up to €600,000. 

In	the	United	Kingdom, in support of reports by 
right holders of massively infringing sites, PIPCU 
(a specialised unit of the City of London Police) 
maintains a list of infringing sites likely to face cri-
minal prosecution (the “Infringing Website List”). 
The list is available on an automated interface, 
accessible to nearly 250 voluntary partners in 
the scheme. 
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After signing an agreement with WIPO, authorized 
users receive a seal of membership that they can use 
to publicly show their commitment to combatting on-
line piracy, preventing the misuse of advertising in the 
digital ecosystem, and protecting the interests and 
reputation of brands. 

At the end of 2020, the first countries to join the “WIPO 
ALERT” scheme were: Brazil, South Korea, Spain, 
Ecuador, Italy, Japan, Peru, Russia and Ukraine. 
Logically, given the organisation of the system, many of 
these countries have a public authority with missions 
to combat piracy. 

2.1.B	|	“NAME	AND	SHAME”	INITIATIVES	

The so-called “Name and Shame” stigmatising 
initiatives undertaken by the United States and the 
European Union consist of drawing up public lists of 
illegal services with the aim of stigmatising bad actors 
or unscrupulous marketplaces. Although one of the 
objectives is to conduct advocacy actions with regard 
to the countries in which listed services are domiciled, 
the objective is also to involve all digital players, illegal 
services targeted by the lists as well as their business 
partners, and to raise awareness among end users 
of the risks inherent in the use of the listed services. 

Every year, the	US	administration publishes two lists 
via the United States Trade Representative (USTR), a 
Government agency that coordinates US trade policy. 
The sole purpose of these lists is to “name and shame" 
the worst actors:

•	 the Special 301 List, which is issued under a law 
and which identifies countries that do not provide 
effective protection of intellectual property rights[23];

•	 The Notorious Markets List, which is established 
independently of any legislative text, identifies web-
sites and physical marketplaces worldwide - except 
in the United States - that clearly engage in or enable 
infringement of industrial property rights or copyright. 
It should be noted that while the list so far only tar-
gets marketplaces outside the United States, the 
2020 list targets local Amazon businesses, even 
though the company is based in the United States. 
The primary motivation of the Government agency 
is to force operators of these marketplaces to react, 
and to mobilise local Governments. It also aims to 
warn consumers to avoid illegal services and the 

[23] https://ustr.gov/sites/default/files/2020_Special_301_Report.pdf
[24] http://trade.ec.europa.eu/doclib/press/index.cfm?id=1952
[25] For the purpose of drawing up the list, the Commission launched a public consultation. The findings were verified by DG Trade, EUIPO 
and Europol. The marketplaces to be included in the list were then selected.
[26] https://trade.ec.europa.eu/doclib/docs/2020/december/tradoc_159183.pdf

risks they could incur if they use them. The list is 
published and updated every year. Above all, the 
most significant impact of the list is on legitimate 
services who tolerate this type of activity and with 
whom the American administration is now working to 
get them to enter into licensing agreements. The list is 
also used to prompt discussions with intermediaries 
involved in infringements such as payment services.

Each year, the report highlights a specific issue, which 
may be a particular challenge in the fight against piracy 
or a new piracy method such as illegal stream ripping, 
which was a dedicated focus of the 2018 report. 

The 2019 list highlights the complexity the piracy 
ecosystem and the decisive role played by each of 
these actors (domain name registrars, hosting service 
providers, advertisers and advertising networks, 
payment actors, social media and search engines), 
which can greatly contribute to facilitating or reducing 
piracy. For example, for the first time this year, an ad 
placement network, Propeller Ads, was identified as 
a notorious marketplace for its role in the financing of 
piracy sites.

In December 2018, the European Union followed 
in the footsteps of the United States, publishing its 
first “Counterfeit and Piracy Markets Watch List”[24]  
of websites and physical marketplaces outside of 
the European Union that have been reported to the 
Commission as infringing or enabling the infringement 
of intellectual property rights[25]. The second edition of 
the list was published on 14 December 2020[26]. The 
aims of this list are to step up action against commercial 
counterfeiting to safeguard European interests and to 
encourage both local authorities and private operators 
to take anti-piracy measures. The list is drawn up on 
the basis of the contributions received for the public 
consultation organised by the Commission and the 
investigations carried out by the services with the 
assistance of the Office of the European Union for 
Intellectual Property (EUIPO) and Europol. Searches 
for popular titles or brands were carried out on the 
listed services. Finally, voluntary measures taken by 
the platforms to combat the presence of illegal content 
were reported by stakeholders and this was taken into 
account. Above all, the Commission sought to contact 
all listed services. 
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Where possible, the Commission specifies, for each 
actor, the role played in the ecosystem, the country in 
which it is hosted, the country in which its operator is 
domiciled, its means of financing, the number of visits 
in June 2020, its ranking on the most popular websites, 
the country(ies) in which the service is particularly 
popular and whether it has been the subject of a court 
decision in some States. 

Regarding copyright, a very diverse range of actors are 
targeted across the entire ecosystem: cyberlockers, 
stream ripping services, link sites, peer-to-peer link 
sites, applications sites, illegal downloading paying sites 
and hosting service providers. For this second edition, 
the Commission has created two new categories: illegal 
IPTV services and social media. 

In France, the proposed reform plans to entrust the 
public authority with responsibility to draw up a list of 
illegal services, which will be “named and shamed” 
and made known to the public. 

However, it will not be likely to prohibit or by itself limit 
the activity of the site or service in question. Therefore 
the point is that it will be used by economic actors in 
the context of voluntary initiatives to combat piracy, 
or even by judges in the context of legal proceedings 
initiated by right holders.

2.1.C | HOSTING SERVICE PROVIDERS 

Hosting service providers are essential links in the 
ecosystem and a liability regime is provided for them 
in most countries, often based on the US Digital 
Millennium Copyright Act (DMCA), dating from 1998 
or Directive 2000/31/EC of 8 June 2000, known as 
the “Directive on Electronic Commerce”. These texts 
essentially provide that these actors cannot be held 
liable if they ensure that they withdraw or block unlawful 
content notified to them at short notice.

Updating of the legislative framework in the light of 
current challenges seems to be gaining consensus 
in Europe, as the so-called “Directive on Electronic 
Commerce” has not achieved all of its objectives and 
is insufficient in the face of new challenges related 
to digital transformation. On 15 December 2020, the 
European Commission presented the aforementioned 
DSA draft . 

It emerges from the draft regulation that the main 
principles of the “Directive on Electronic Commerce” 
are not really overhauled, but merely adjusted and 
made explicit, in particular with regard to hosting 
service providers. 

Regarding the notification and removal system, a stan-
dardised, accessible and user-friendly mechanism is 
provided for, without any deadline for processing being 
imposed. However, the deadline for the withdrawal of 
illegal content by hosting services is one of the key 
factors in the fight against piracy of sporting content. 

Proposals in this regard are currently being discussed 
in the European Parliament, with a view to asking the 
Commission to table a legislative proposal, at the heart 
of which could be the introduction of include removal 
or disabling measures within a period appropriate to 
tackle illegal live streaming (in real time or no later than 
30 minutes). The conclusion of private agreements 
between the stakeholders is also one of the envisaged.

Finally, as things stand, the DSA proposal did not 
respond to the right holders “know your customer” 
request, promoted in particular by the Motion Picture 
Association, which requires technical intermediaries, 
and in particular hosting service providers, to implement 
a proportionate and effective protocol to verify 
the identity of their customers based on validated 
documents, data or information (such as registration of 
the company or any other sufficient proof of identity).  

An obligation to this effect appears in the DSA proposal 
but it only concerns marketplaces – and therefore above 
all trademark holders. 
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2.1.D | SEARCH ENGINES

Under	US	law, search engines also have a reduced 
liability regime called “safe harbour” based on the 
“Notice and Take down” principle. 

En	Europe,	the “electronic commerce” Directive does 
not specifically address the role of search engines. 
When the Directive was adopted, search engines were 
not as sophisticated as they are now[27]. Currently, the 
European Commission, in its communications, places 
search engines in the same category as actors more 
generically known as content hosting “platforms”. 

To enable right holders to report links to infringing 
content, search engines implement an automated 
“takedown notice” mechanism. Google, for example, 
publishes a “Transparency Report” [28] that is updated in 
real time and shows the number of take down notices 
it has received from right holders, the authors of the 
requests and the websites concerned. 

The vast majority of countries studied mention the role 
that search engines play in the fight against piracy, firstly 
 by delisting or demoting the services offering content 
illegally, and secondly by promoting the services 
offering content legally. While the involvement of the 
search engines in these different respects increasingly 
involves agreements concluded as part of a voluntary 
approach, there may be a need to consider the creation 
of a specific liability regime for search engines. These 
same provisions could also encourage the signing of 

[27] Article 21 of the Directive (re-examination) provided that, every two years, the Commission would draw up a report on the application 
and adaptation of the Directive, particularly with respect to the liability of search engines. Such a report was submitted to the European 
Parliament on 21 November 2003. It stated that “Whilst it was not considered necessary to cover [...] search engines in the Directive, 
the Commission has encouraged Member States to further develop legal security for Internet intermediaries”. The report also mentioned 
that the Commission would continue to “examine any future need to adapt the present framework in the light of these developments, for 
instance the need of additional limitations on liability for [...] search engines”.
[28] www.google.com/transparencyreport/removals/copyright/?hl=fr

voluntary agreements between stakeholders and search 
engines, under the aegis of the public authority where 
applicable, to enable the implementation of a flexible 
joint strategy for delisting illegal sites – particularly in 
the context of updating blocking measures ordered by 
a judge or public authority – or even demoting of the 
services offering content illegally. The above-mentioned 
Digital Services Act proposal does not expressly 
address search engines. It was only specified that this 
text did not call into question existing specific sectoral 
instruments such as Regulation 2019/1150 of 20 June 
2019 promoting fairness and transparency for com-
panies using intermediation services online, which 
specifically concerns search engines. However, there 
have been calls for this text to be clarified. 

The search engines could thus be targeted by provision 
creating a general framework for the regulation 
of platforms in connection with the fight against 
illegal and harmful content and establishing a new 
standard of transparency for them. These new 
obligations include in particular the obligation for 
the most important platforms to give access to their 
algorithms and to provide explanations about them, in 
response to an order from the European Commission.  

Furthermore, the regulation system envisaged by the 
DSA gives a preponderant role to the local regulator, 
with which the engines will be required to collaborate 
(on platform regulation, see also 2.3 below). 

In	the	Netherlands, the anti-piracy association, 
BREIN promotes the need for Dutch technical 
intermediaries to verify the identity of their 
customers and contractually require the same 
from their customers who resell their services. 
In 2020, BREIN filed, in collaboration with the 
Motion Picture Association, proceedings against 
three technical intermediaries to implement 
measures enabling them to have reliable infor-
mation on the identity of their customers, which 
they could pass on to the rights holders in the 
event of intellectual property infringement, and 
demand the same from their resellers.
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Delisting	of	links	pointing	to	infringing	content	

Copyright holders seem to have relatively little difficulty 
in having links to infringing works delisted. However, 
this type of action alone has no effect on the indexing 
of the site itself or on its position in the search results’ 
to a user’s request.

It also means that right holders must request that a work 
be de-listed link by link, and therefore that a website 
with thousands of pages be taken down page by page. 
Such notifications are long and costly. 

It is to overcome these difficulties that voluntaryagree-
ments between right holders and search engines are 
proliferating in order to streamline and facilitate the 
delisting of links pointing to a copyright-infringing work. 

Involving search engines is a challenge, not only 
because of issues regarding the transparency of their 
operating methods, but also because it is difficult for 
right holders to have an illegal site demoted without 
having to individually report a huge number of links to 
illegal works on the said site.

Demoting	of	infringing	sites

Demoting lowers the site’s ranking (and that of its pages) 
in search results but does not remove it from the index.  

Voluntary agreements between right holders and search 
engines appear to make it easier for the latter to demote 
illegal sites upon notification by right holders. However, 
these agreements do have limitations, particularly if 
the domain name or sub-domain name is changed, as 
it then takes a while for the new site to be demoted.
In its report “How Google fights piracy”[29], Google 
explains that it has been using a “demotion signal” for 
several years to make take down notices from right 
holders more effective. The demotion signal establishes 
a correlation between the take down notices concerning 
a website, and its ranking in the search results. 
In the context of local discussions, Google has recently 
improved the effectiveness of the tool. One of the issues 
identified is the difference in the number of notifications 
submitted per sector. The music sector is quite 
active (because it can, for example, submit a take down 
notice for each individual song on an album), 
whereas right holders in the audiovisual and publishing 
sectors request the take down of just one film or book. 
Google has indicated that it now gives greater priority 
to take down notices concerning, for example, audio-
visual works that have not yet been released or are still 
showing in cinemas.

[29] https://blog.google/documents/27/How_Google_Fights_Piracy_2018.pdf

In	the	United	States, the administration is 
supporting the development of best practices 
with a view to finding appropriate solutions to 
demote massively infringing websites in search 
engine results. Google is now implementing a 
tool to prioritise take down notices, just like in 
the United Kingdom. 

In	the	United	Kingdom, the commitments made 
by the engines at this stage mainly focus on 
demoting infringing offers in the UK version of 
their engines. In February 2017, an agreement 
was reached under the aegis of the Government, 
between search engines [1] and right holders[2]. 
This agreement is a legally non-binding code of 
conduct. Its purpose is to oblige search engines 
to comply with rules leading to the demotion 
or deranking of massively infringing websites 
in their search results (and thus remove such 
sites from the first few pages of results). It seeks 
to optimise both the results of neutral keyword 
searches carried out by consumers who are not 
specifically looking for illegal offer, as well as 
top-ranked search results (the most relevant in 
terms of generating traffic to websites). Within 
the framework of this agreement, discussions 
took place on the need to prioritise take down 
notices and on ways to improve the effectiveness 
of demotion measures in relation to take down 
notices. 

[1] Google, Microsoft (Bing) and Yahoo search engines
[2] The British Phonographic Industry (BPI) and the Motion 
Picture Association (MPA).
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Delisting	of	infringing	sites

When a website is delisted, the search engine deletes 
it completely from the search index and therefore from 
the results. Unless required to do so by a public or 
judicial authority or by specific legislation, generally, 
search engines do not implement an internal policy 
of delisting websites, for reasons of impartiality with 
regard to content, pluralism, freedom of expression, 
freedom of enterprise and free competition.

In this context, only a few countries have expressly 
introduced a provision in their legal corpus to obtain 
the delisting of entire sites (Australia, Spain, France, 
Russia, Vietnam).

However, there has recently been a proliferation of 
voluntary agreements concerning the delisting of 
infringing sites between right holders and search 
engines. Where applicable, these agreements may be 
concluded under the aegis of the public authority. Some 
of these agreements have been officially communicated 
but it seems that they are often intended to remain 
confidential. Another strong trend is that even in countries 
that had adopted legislation expressly allowing for 
delisting as part of a procedure also seeking an order 
to block sites to be delisted, the use of agreements is 
now also being prioritised.

Another limitation is that this type of measure must, in 
any event, be accompanied by an improvement in the 
ranking of legal content. Thus in the United Kingdom, 
as a counterpart to the commitments made by search 
engines, right holders must ensure that legal content 
is ranked higher in search results by implementing a 
Search Engine Optimisation strategy. 

The	promotion	of	legal	offer

Promoting or presenting legal offer in a separate 
section has long been ruled out by the search engines 
themselves, mostly for reasons of impartiality and free 
competition.

However, two types of initiative can be taken to promote 
legal offer, which would most likely be acceptable to 
the search engines:

•	 improve the coordination of “Search” functions 
with “AutoComplete” functions, in such a way as 
to prevent suggestions that direct consumers to 
illegal sites; 

•	 more specifically for Google, develop “Watch and 
listen” type initiatives to highlight legal offer within 
the framework of commercial partnerships.

In	Australia, the (Copyright Amendment (Online Infringement) Bill adopted in November 2018 allows right 
holders to have a site delisted or demoted However, this provision does not appear to have been implemented: 
in May 2019, Google voluntarily agreed to delist 832 illegal sites. The delisting followed an agreement between 
right holders and Australian Internet service providers. 

In	Spain, the administration would also like to implement a voluntary code of conduct between right holders 
and Internet intermediaries, and in particular search engines.

In	France, Article L. 336-2 of the French intellectual property code provides for a sui generis procedure that 
allows the judge to order “all measures to prevent or put an end to an infringement of copyright […] against any 
person likely to remedy it”. This system therefore allows right holders to request an injunction against search 
engines to delist illegal sites. However, recent case law shows that blocking decisions are no longer aimed 
at search engines at the same time as Internet service providers, with requests for injunctions to delist sites 
being, where appropriate, made by right holders under simplified procedures dedicated to this request alone. 

In	Japan, in July 2019, Google and the representatives of right holders signed an agreement to discuss the 
listing of illegal sites, under which the parties undertake to discuss the fight against piracy under the auspices 
of the Cultural Affairs agency. 

In	Russia, an agreement in force since 2018 between right holders, platforms and search engines obliges 
them to take measures with regard to sites on a centralised database, created by the local regulator. Every 
five minutes, search platform operators must query the database for updates. They must then delete the URLs 
obtained from their results in Russia within six hours. In the event of a conflict between the signatories, the 
agreement provides for a mediation procedure, with the assistance of the regulator.
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2.1.E	|	SERVICES	THAT	OPTIMIZE	THE 
DELIVERY OF INTERNET CONTENT OR 
CONTENT	DELIVERY	NETWORKS

Content delivery networks provide their customers 
with network infrastructures capable of optimising 
the delivery of content to users, particularly when 
customers of the service are domiciled in various 
different countries. These services are used by both 
legal and illegal actors and in particular by actors 
disseminating audiovisual content on a massive scale, 
an operation requiring significant bandwidth that 
justifies the use of CDN services. One of the most 
important CDNs in this sector is the US-based technical 
operator Cloudflare, whose services are used by many 
infringing sites – but also by lawful services. 

This service, in addition to its CDN services, also offers 
several technical services including a “reverse proxy” 
service, which consists of centralising all incoming 
or outgoing connections to/from a site with a view to 
protecting the site against possible attacks. However, 
this has the effect of hiding the IP address and 
the identity of the true host of a site. The resulting 
anonymisation of illegal sites thus considerably hinders 
anti-piracy operations because it obfuscates the precise 
location of the website.

As such, it was included on the first edition of the list of 
physical and digital markets reported to the European 
Commission as infringing or facilitating infringement of 
intellectual property rights – “Counterfeit and Piracy 
Markets Watch List” – published by the European 
Commission in December 2018. The second edition 
of this list, published in December 2020, no longer lists 
Cloudflare among the illegal actors. 

Rather, the Commission refers to the debate on its role 
in combating piracy and the importance of cooperation 
with right holders, discussed in many contributions 
to the public consultation prior to creation of the list. 
It reports that stakeholders have asked Cloudflare to 
improve its cooperation with right holders, including its 
responsiveness to notifications and its practices when 
opening accounts to prevent illegal sites from using its 
services. It reports that Cloudflare, for its part, indicated 
that the general provision of IP addresses of sites 
using its services would compromise the protection 
of its customers’ sites against threats or cyberattacks. 
The company has also indicated that it is taking 
appropriate measures, through an abuse reporting sys-
tem and a programme that facilitates notifications for 
trusted actors, so that right holders have the necessary 
information to initiate proceedings with hosting 
providers and site operators able to respond to their 
complaints.

In conclusion, the Commission calls on CDNs and right 
holders to cooperate more in order to help facilitate the 
enforcement of rights violated by CDN clients.

In	France, the most recent case law notably highlights,  
in order to characterise the illegality of the sites to be 
blocked, the full anonymisation of these sites, particularly 
through the service provider Cloudflare, various 
elements that “tend to demonstrate knowledge of 
the completely illegal nature of the links posted on 
the disputed sites by the persons who play a role in 
dissemination and the fact that it is not possible for 
authors and producers to sue the persons responsible 
for these sites”. 

In the context of the Digital Services Act, given the role 
played by the CDNs and the multiplicity of services 
they offer, the question arises of encouraging these 
players to fight against the use of their services for 
illegal purposes by various means such as, for example, 
the possibility of implementing geographical blocking 
measures for sites recognised as illegal; the communi-
cation of the IP address of sites to public authorities and 
recognised organisations in the private sector within time 
frames and under conditions that enable effective action 
to be taken against illegal sites. Recital 27 of the Digital 
Services Act only specifies that content delivery 
networks may be brought under the same liability 
regime as other technical intermediaries, provided 
that it is possible to link them to one of the categorie 
 provided for in the Act, namely services offering 
network infrastructure, and hosting providers. It can 
therefore be deduced that termination measures may 
be taken against them but there are already calls for 
their status and obligations to be expressly clarified, 
for all their activities and in particular those referred to 
as reverse proxy.

In	the	Netherlands, in February 2017, the film 
industry - after creating a portal with links to 
legal online offer- launched a search engine for 
legal offer that directs end users looking for a 
specific audiovisual work. This search engine is 
unique in that it also targets end users looking 
to access the work made available illegally. The 
description of each work includes keywords such 
as “torrents” or “illegal download”, so that end 
users who enter these words can be redirected 
to legal offer. Then, the description of each 
audiovisual work contains a message to deter 
end users from accessing infringing content, 
for example “Do not download illegal content”; 
“Look for legal offer, it's safe and fast too”.
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In	Germany, in the context of proceedings brought by music right holders, the Cologne court found on 30 
January 2020[30] that a provider of a content delivery network or CDN (in this case Cloudflare) could be held 
liable if it did not take measures against the illegal site in question. 

The court ordered it to cease facilitating access to the protected content referred to in the proceedings by 
blocking access under penalty of having to pay a fine of up to €250,000 per offence or, alternatively, the CEO 
of Cloudflare could be sentenced to six months in prison. 

In	Italy, in connection with proceedings brought against Cloudflare by Reti Televisor Italiane s.p.a. (RTI), the 
Commercial Court of Rome, in a decision in July 2019[31], upheld on appeal that some of Cloudflare’s activities 
were similar to hosting services as opposed to simple caching, which included the function by which Cloudflare 
copies part of the sites onto its server, in order to make them accessible in the event of technical problems 
with the hosting providers of the sites.

The decision also states that Cloudflare was aware of the existence of the illegal activities of its customers 
and therefore was not entitled to the benefit of the limited liability regime provided for technical intermediaries. 

In 2020, Cloudflare also entered into a voluntary agreement with the local public authority, AGCOM, allowing 
the latter access to the IP address and therefore the actual host of an illegal service or, if the site is hosted by 
Cloudflare, guaranteeing that notification from AGCOM is sent to the service operator for action. 

In	Russia, in October 2019, concerted action by ACE, BREIN and MPA resulted in shutdown of the Moonwalk 
content delivery network delivering audiovisual content to approximately 80% of Russian illegal websites.

[30] Cologne Court, 30 January 2020, no. 140 171/19,
http://www.hadopi.info/dj/news/ressources/20200316%20Cloudflare%20judgment%20Cologne%20first%20instance%20ENGLISH_re-
dacted.pdf
[31] CloudFlare - CloudFlare Inc. and Reti Televisor Italiane s.p.a. (RTI) R.G.26942/2019, July 2019.
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2.1.F | DOMAIN NAME REGISTRIES AND REGISTRARS

Involving domain name registries and registrars can 
also serve as an anti-piracy tool. 

Both registries and registrars can in principle suspend 
or order the transfer of domain names if an account 
has been linked to unlawful activities, which, for 
example, forces massively infringing sites to change 
their domain names. 

Some registrars have introduced policies banning 
the use of domain names for unlawful purposes. 
They respond quickly to complaints and act swiftly to 
suspend the domain names of infringing sites. 

Following the adoption of the European General Data 
Protection Regulation (GDPR) of 23 May 2018, however, 
the delicate question arose of the link between the 
personal data protection requirements and the publication 
of the identification and contact information of the 
holders and managers of domain names contained in 
the “WHOIS”, essential for the purposes of identifying 
the holders of domain names used for illegal purposes. 

Furthermore, the European Commission apparently 
considers the registries regime to be similar to the 
regime for Internet service providers as emerges from 
the aforementioned DSA proposal. 

The fact remains that these actors are often based outside  
of the European Union, so getting them to implement 
cease and desist measures will probably be less easy 
and slower than taking action against local actors. 

Registries are organisations that manage the 
database of top-level domain names or IP 
addresses for a given region. Registrars are 
accredited organisations that add new domain 
names to registries and provide hosting services 
for paying customers. In practice, registrars 
enable the registration of so-called generic 
top-level domains (.com, .net, .org, etc.). They 
must be accredited by the Internet Corporation 
of Assigned Names and Numbers (ICANN). 
National top-level domains (.fr, .eu, .uk, etc.) are 
managed by local organisations, which usually 
accredit registrars able to register the related 
domain names. 

“WHOIS” is a directory listing the technical 
and contact data for domain names primarily 
administered by registries and registrars.
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In	Germany, it was found in proceedings brought by music right holders that a registry could be held liable for 
offences committed by an infringing site if it has not suspended its domain name even though it has received 
a notice informing it of the manifestly unlawful nature of this site[32].

In	Belgium, registries have been fully recognised by case law as being information society services against 
which right holders may request measures[33].

In	Denmark, a 2014 code between right holders and Internet service providers set out the conditions for 
site blocking. This was amended in 2020 on various points, in particular to allow the blocking of local “.dk” 
domain names. These were previously excluded from the code because right holders should in principle be 
able to obtain their deactivation via the registries – but it turned out that obtaining this deactivation was a 
complicated process. 

In	the	United	States, it is not possible under current law to obtain blocking measures. However, domain names 
can be seized via actions carried out by the National Intellectual Property Rights Coordination Center, an entity 
responsible for combating piracy that reports to the US Customs and Immigration Office, in particular as part 
of an operation known as “In Our Sites”, conducted in conjunction with Europol and Interpol. When end users 
attempt to open these sites, they are taken to an information page. 

In	Spain, the public authority responsible for anti-piracy may, under court supervision, request that a hosting 
provider stop hosting a website, or request that the site's domain name be suspended if it ends in “.es” or 
another extension managed by the national registry. 

In	the	United	Kingdom, if the City of London Police identifies an infringing site, a letter is sent to the relevant 
registrar or to the organisation that manages the extension under which the domain name is registered, requesting 
that the domain name be suspended. 

In	Peru, the local public authority, Indecopi, is seeking an agreement with GoDadddy, one of the world’s leading 
domain name registries, based in the United States, to provide a framework for the informal collaboration that 
has already been established between the two entities, with the aim that Indecopi can request the suspension 
of domain names registered in the United States but aimed at the Peruvian public. 

[32] Sarrebruck Superior Court, 19 December 2018, No. 1 U 128/17 IFPI decision.
[33] Brussels Court of First Instance, 9 August 2013, no. 2012/12072/A.

2.2 | INVOLVING ONLINE  
CONTENT-SHARING	PLATFORMS

2.2.A | THE CENTRAL QUESTION OF THE STATUS 
OF PLATFORMS

For several years now, the development of the major 
digital platforms has raised questions among public 
authorities about the regulatory framework to be 
applied to these new actors in order to establish healthy 
competition while respecting the specific characteristics 
of the Internet. 

In competition with services such as music or 
audiovisual streaming service publishers, Internet 
intermediaries are challenging the very foundations of 
copyright and related rights, which are notably intended 
to allow their holders to authorise – by negotiating the 
terms – or otherwise refuse the exploitation of their 
protected works and objects. For more than a decade, 
right holders have been powerless against platforms. 

In the absence of contracts authorising the use of 
protected content, these services – invoking the status 
of hosting provider – claimed that their only obligation 
was to promptly remove infringing content once they 
had actual knowledge of its clearly unlawful nature.

In practice, some platforms whose content is created by 
users, known as “User Generated Content” or “UGC”, 
such as YouTube, have deployed content recognition 
tools to facilitate the identification of content present on 
platforms and ensure either that content is monetised 
for right holders or that it is removed. 

The procedures for notification of right holders is 
facilitated by the content recognition technologies 
provided by the platform: the right holder provides 
fingerprints, the site or service compares these 
fingerprints with online content and alerts the right 
holder, who can choose either to remove the content 
or to monetise it, for example by sharing the advertising 
revenues it generates. 
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2.2.B | ADOPTION OF THE EUROPEAN 
DIRECTIVE ON COPYRIGHT AND RELATED 
RIGHTS	IN	THE	DIGITAL	SINGLE	MARKET

It is in this context that Article 17 of Directive 2019/790 
on copyright and related rights in the digital single market 
of 17 April 2019 created a specific regime for the 
liability of digital platforms, which are now considered 
to communicate content or make content available to 
the public for which they must obtain authorisation from 
the right holders or, in the absence of authorisation, 
make their “best effort” to prevent the availability of 
their protected works and objects on their service.

By adopting this provision, the European legislature 
wanted to promote a fair distribution of value between 
the cultural sector and the digital world, while 
encouraging the development of legal content 
sharing and that of the licensing market. Furthermore, the 
European legislature has taken care to take into account 
the concerns of various stakeholders, for example 
by reducing obligations on “small” platforms or by 
providing guarantees that users could benefit from in 
their relations with platforms and right holders. Thus, 
Article 17 protects existing exceptions, in particular 
with regard to quotation and parody, and establishes 
an out-of-court dispute resolution mechanism allowing 
users to challenge any blockages that are considered 
unjustified.

Member States have until 7 June 2021 to adopt the laws, 
regulations and administrative provisions necessary 
to comply with this Directive.

At the same time, the European Commission is organi-
sing, in cooperation with the Member States, dialogues 
between interested parties to examine best practices 
for cooperation between online content-sharing service 
providers and right holders. 

Several Member States have already initiated the 
transposition process and in particular: 

•	 the Netherlands adopted their law transposing the 
Directive on copyright and related rights in the digital 
single market in December 2020; 

•	 the German Ministry of Justice and Consumer 
Protection has also unveiled its draft transposition 
law, which has been the subject of significant 
discussion, in particular with regard to the exceptions 
and authorisations that would be granted to users; 

•	 stakeholder consultations have been initiated in Austria, 
Denmark and the Czech Republic; 

•	 in France, on 3 December 2020, a law was adopted 
enabling the Government to transpose by order-
various Directives, in particular the Directive on 
copyright and related rights in the digital single 
market.
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FRENCH MISSION ON CONTENT RECOGNITION TOOLS ON ONLINE SHARING PLATFORMS  

In France, Hadopi, together with the Higher Council on Literary and Artistic Property (CSPLA) and the French 
National Center for Cinema and the Moving Image (CNC) conducted a mission to draw up an updated inventory 
of content recognition tools, some of which are already used by these platforms to recognise the content of 
right holders and block or monetise access to it. 

The mission was entrusted with:

• evaluating the effectiveness and relevance of existing technical tools, both by assessing their performance 
and by measuring their possible limits, as well as their level of detail, whilst analysing the risks of unjustified 
content removal;

• making recommendations on the use of these technologies in the context of the Copyright Directive.

After nearly sixty hearings and the meetings of more than 200 public figures coordinated by Hadopi, the CSPLA 
and the CNC, the mission report[34], published in April 2020, drew upon detailed technical tests to offer an 
in-depth assessment of the relevant technologies and existing recognition tools. It concluded that they were 
effective, while highlighting possible areas for improvement and offering a forward-looking approach to the 
subject. Based on the hearings conducted in France and abroad as well as quantitative and qualitative opinion 
surveys, the report provides an overview of the perceptions and expectations of actors, be these users, right 
holders or platforms.

Finally, the report outlines the first avenues for the ambitious and concerted implementation of this Article 
17. Although initially the subject of fierce debate, Article 17 actually seems to remove the risk of widespread 
filtering and instead aims to perpetuate and regulate a pre-existing situation by allowing enhanced protection 
of copyright but also better consideration of the balance between protection and uses.

Following on from this report, a new joint mission was launched in April 2020, with the aim of publicising the 
conclusions of the first report and developing the proposals contained therein. The report published on 19 
January 2021[35] emphasises the role that automatic content recognition tools already deployed on the largest 
platforms will have to play. It specifies the procedures for using these preventive tools that are essential for the 
protection of copyright and describes the conditions for ensuring a balance with the exceptions to this right 
and with freedom of expression, respect for which can and must be ensured without paralysing the operation 
of automatic tools. The report argues for a rigorous reading of the text of the Directive and gives the regula-
tor a role to guarantee the balance to be established between the rights of the various stakeholders: users, 
right holders and platforms. Only such a reading, which makes room for the technological tools available, will 
enable the Directive to produce all its effects with legal content more widely available for the benefit of everyone.

The proposals presented form part of this approach by developing the transparency of practices and the 
responsibility of all stakeholders: inclusion in the law of the benefit of exceptions, rapid and effective processing 
of complaints, definition of the role of the regulator, transparency of the algorithms implemented by platforms 
and the rules for managing rights applied, fine-tuning of the implementation of the Directive in the various 
areas, including image and written content. 

[34] https://hadopi.fr/sites/default/files/sites/default/files/ckeditor_files/Rapport_CSPLA_Hadopi_CNC%20Outils_de_reconnaissance_VF.pdf
[35] https://www.hadopi.fr/sites/default/files/sites/default/files/ckeditor_files/2021_01_19_Rapport_CSPLA_Hadopi_CNC_Outils_de_re-
connaissance.pdf
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In May 2019, the Republic of Poland requested the 
cancellation of certain provisions of Article 17, by 
invoking recourse based on the violation of the right 
to freedom of expression and information guaranteed 
by Article 11 of the Charter of Fundamental Rights of 
the European Union[36]. 

2.2.C | CASE LAW OF THE EUROPEAN COURT  
OF JUSTICE AND THE DIGITAL SERVICES ACT 
PROPOSAL

Among the relevant case law regarding the fight against 
piracy, two rulings can be highlighted which have 
specified the content and scope of what can be 
requested from content-sharing platforms: 

•	 With regard to the scope of the removal measures 
that a platform may be ordered to take by judicial 
injunction, a decision of 3 October 2019[37] of the 
Court of Justice of the European Union found that 
the so-called “electronic commerce” Directive does 
prevent the judicial authority instructing a host such 
as Facebook to delete “identical” or, under certain 
conditions, “equivalent” comments to a comment 
previously declared unlawful. This decision also found 
that such an injunction could produce effects world-
wide in accordance with relevant international law, 
which it is up to the national courts to assess.

•	 With regard to the identification information of their 
infringing users, a ruling of 9 July 2020 of the Court 
of Justice of the European Union specified the scope 
of the concept of “addresses” contained in Article 
8(2)(a) of Directive 2004/48. The Court ruled that, in 
the context of the uploading of a film to an online 
video sharing platform (YouTube) without the consent 
of the copyright holder, Directive 2004/48 does not 
oblige the judicial authorities to order the operator 
of the video platform to provide the email address, 
IP address or telephone number of the user who 
uploaded the film in question. Directive 2004/48, 
which provides for the provision of the “addresses” 
of persons who have infringed an intellectual property 
right, therefore only concerns postal addresses.

After these judgements, the Digital Services Act (DSA) 
proposal, which is intended in particular to update the 
legal framework currently in place for digital services, 

[36] The Republic of Poland asserts, in particular, that the obligation for online content-sharing service providers to make their best efforts 
to ensure the unavailability of specific protected works and other objects in respect of which the right holders have provided the service 
providers with the relevant and necessary information (Article 17(4)(b) of Directive 2019/790) and the obligation for online content-sharing 
service providers to make their best efforts to prevent the works and other protected objects, for which right holders have provided a 
sufficiently reasoned notification, from being uploaded in the future (Article 17(4)(c), in fine, of Directive 2019/790), has the consequence 
– in order to avoid calling into question their responsibility – that service providers must carry out automatic prior verification (filtering) of 
content shared online by users, which therefore requires the implementation of preventive control mechanisms. Such mechanisms call into 
question the very essence of the right to freedom of expression and information and do not comply with the requirement of proportionality 
and the need for any infringement of this right.
[37] CJEU, 3 October 2019, C-18/18, Eva Glawischnig-Piesczek v. Facebook Ireland Limited.

provides for a regime that is adapted to platforms, 
within which the text distinguishes between platforms 
and very large platforms. The very large platforms, 
within the meaning of the DSA proposal, are those that 
represent the highest level of systemic risks for the 
European Union and which, as such, have the capacity 
to assume a greater role in the fight against illegal 
content and online societal risks: the DSA proposal 
therefore makes them bear additional and heavier 
obligations related to the assessment of the risks 
they generate and requires them to take measures to 
mitigate these risks. 

These new rules applicable to platforms as a whole 
do not call into question existing specific sectoral 
instruments such as Article 17 of the Copyright 
Directive of 17 April 2019. Among the provisions of this 
text that supplement the existing anti-piracy scheme, 
of particular note are those providing that: 

•	 the platforms must deal first and foremost with 
notifications made by “trusted flaggers” whose status 
has been certified by the new local public authority 
responsible for the application of the regulation as a 
whole, known as the “Digital Services Coordinator”;

•	 like the provisions of Article 17 of the Copyright 
 Directive, platforms and very large platforms will have 
to provide for an internal complaint-handling system 
which will enable complaints to be lodged against 
decisions to suspend or terminate an account; 

•	 platforms must also allow access to an out-of-
court dispute resolution body certified by the new 
dedicated local regulator created by this text.  
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Generally speaking, the DSA proposal aims to establish 
a higher standard of transparency, under which new 
obligations will weigh on platforms regarding the 
transparency of their algorithms. This issue is indeed es-
sential in the management of content recognition tools 
and the implementation of the provisions of Article 17 of 
the Copyright Directive. This transparency would make 
it possible to verify that the tools and algorithms used 
do not include any bias against right holders or users. 
Accordingly, one of the recommendations of the report 
on content recognition tools on digital sharing plat-
forms published in January 2021 seeks to increase the 
transparency of the algorithms and technical solutions 
implemented by platforms to protect copyright, by 
providing for appropriate intervention by the regulator.

2.2.D	|	INITIATIVES	OUTSIDE	EUROPE	TO	MAKE	
PLATFORMS	TAKE	RESPONSIBILITY

With a view to making platforms liable, initiatives already 
exist or discussions are being conducted in certain 
countries to have a provision similar to that of Article 
17 of the European Copyright Directive of 17 April 2019.
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In	Canada, in a June 2019 report on copyright law of the Standing Committee on Industry, Science and 
Technology[38], this committee recognised the value gap that is to the detriment of right holders and states 
that it supports a balanced approach. Without making any concrete proposals, the Committee initially intends 
to observe implementation in other jurisdictions of the granting of extended collective licences as well as 
legislation making the platforms’ limited liability regime dependent on measures being taken by these actors 
against copyright infringement.

In	South	Korea, in 2009, the law established a so-called “graduated response” system whereby warnings are 
issued, via platforms, to end users who share content on these platforms. 

In	the	United	States, the report of the Copyright Office published on 21 May 2020[39] reveals that right holders 
have expressed a desire to have a provision similar to that of Article 17 of the new Copyright Directive. The 
Copyright Office considered that such an amendment would involve a substantive reform of the current liability 
regime requiring research work for Congressional review. An initial draft reform was published by a congressperson 
in December 2020, which in particular provided for the introduction of a “stay down” obligation for platforms, 
without specifying the means to be used for this purpose. 

A bill tabled in October 2020 provides that a body attached to the Copyright Office could be tasked with 
handling “small claims” copyright disputes. Some take the view that this body could in particular be tasked 
with resolving disputes relating to the unlawful use of photographs on the Internet, or the removal of content 
from platforms such as YouTube.

In	India, a new draft regulation on e-commerce was published in early 2019. It invites platforms to put in place, 
on a voluntary basis, measures to tackle the online distribution of pirated content. 

In	Russia, in November 2018, right holders, local platforms and search engines signed a cooperation agreement 
obliging them to take measures with regard to content appearing on a centralised database, created by the 
local regulator, the Roskmonadzor, that is continuously updated. 

Switzerland did not previously have a specific legal regime for technical intermediaries. However, a new law 
has introduced provisions to frame the activities of hosting providers by imposing a specific obligation on 
those which “due to [their] technical processes or [their] economic objectives enable legal violations or create 
a specific risk of such a violation occurring”. They must now prevent the re-uploading of copyright-protected 
content that has previously been subject to a Notice and Stay down obligation by taking “any measures that 
may reasonably be expected [of them] of a technical and economic nature, bearing in mind the risk of violation”. 

In	Taiwan, a legislative graduated warning mechanism provides in particular that platforms must send 
notifications to Internet users and have a system to suspend or terminate the accounts of Internet users who 
have infringed copyright several times. Otherwise, they would not be covered by the limited liability regime.

In	Vietnam, a circular requires intermediate service providers, i.e. Internet service providers, hosting service 
providers, search engines, platforms and social networks, at the request of the Ministry of Information and 
Communication, the Ministry of Culture, Sports and Tourism or any other Governmental authority, to remove 
or disable access to disputed content and to stop the provision of their services when copyright and related 
rights are threatened.

[38] https://www.ourcommons.ca/DocumentViewer/en/42-1/INDU/report-16/page-285
[39] https://www.copyright.gov/policy/section512/section-512-full-report.pdf
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III MAKING END USERS TAKE RESPONSIBILITY  

In addition to the issue of liability of the sites responsible 
for creating the illegal offer, there is also the issue of 
how to address the role played by Internet users as 
recipients and, in some cases, active participants in 
these services.

Depending on the country, measures that are additional 
to or alternatives to sanctioning include promoting legal 
offer and developing awareness-raising and commu-
nicationtools aimed at the general public or at specific 
categories of the public.

3.1 | TOOLS AIMED AT INTERNET USERS 
WHO	SHARE	WORKS	ON	PEER-TO-PEER	
NETWORKS

Measures aimed at making end users take responsibility 
have historically been divided between two tendencies: 
warning systems and solutions involving formal notice 
of a fine, which may coexist in the same country. 
Experiments with warning mechanisms originally 
designed primarily to combat illegal peer-to-peer 
use have often encountered significant limitations or 
implementation difficulties that led to their ultimate 
decline or abandonment (United States, New Zealand, 
United Kingdom). Therefore, the debate focuses on 
the need to better target this type of procedure with 
regard to peer-to-peer Internet users and strengthen 
the associated sanctions.

The tools that can be used against end users have 
essentially been confined to peer-to-peer file sharing 
alone and do not cover streaming or direct downloading, 
given the technical constraints involved in establishing 
the end user's role. The case of the Netherlands and 
South Korea, which target end users making content 
available on platforms, should be noted.

In	the	Netherlands, BREIN, the association of right 
holders that fights piracy, is implementing a compensation 
scheme that focuses on end users who share large 
files (known as uploaders) on certain social networks 
or on so-called UGC platforms in particular. 

South	Korea introduced a system in 2009 for sending 
notifications to uploaders who upload content on UGC 
platforms without authorisation.

3.1.A | WARNING MECHANISMS 
FOR END USERS

The warning mechanisms intended for end users 
consist of reminding them of the law and the risks 
involved. They may be combined with a sanction system.  

Feedback from graduated warning systems imple-
mented by other countries highlights three key points: 

•	 the need for Internet service providers to cooperate, 
especially where their involvement is not required by 
law, insofar as they are not - or are only marginally 
- held liable for their failings;

•	 it is difficult to control and share costs (between 
Internet service providers and right holders) due to 
the wide range of subscribers likely to be targeted; 

•	 the challenges of implementing effective sanctions 
in addition to purely educational measures. 
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3.1.B | COMPENSATION MECHANISMS

Right holders instruct vendors specialised in the 
monitoring of peer-to-peer networks to collect the IP 
addresses of copyright-infringing end users. According 
to personal data protection rules, the right holder must 
then obtain a ruling from a judge authorising the Internet 
service provider to disclose, from an IP address, the 
identity of the owner of the Internet connection being 
used. Once these contact details have been provided, 
it is the responsibility of the legal counsel of the right 
holders to send a formal notice to the person in question, 
stating the amount of compensation requested and the 
risk of legal proceedings in the absence of an amicable 
solution. 

Besides its low level of acceptability to the general 
public, this type of action - depending on the legal 
traditions specific to each country - raises questions 
regarding the risk of abuse, the role of courts, and the 
protection of personal data. 

This approach also raises financial issues, which are 
one last impediment to its wide scale deployment. The 
costs incurred by right holders are multiplied (network 
monitoring costs, legal costs and lawyer's fees for 
seeking a court order to identify the subscriber - and, 
in particular, serve formal notice on him or her - and 
identification costs paid to Internet service providers 

[40] CJEU, C-597/19, M.I.C. Mr Mircom International Content Management & Consulting Limited/Telenet BVBA.

where applicable). Now, the burden of legal fees that 
can be charged to the subscriber has in many cases 
been capped by the law or the court itself. In any case, 
the chances of right holders recovering the requested 
sums are uncertain at the formal notice stage, unless 
they subsequently take legal action against the end 
user in the event that the settlement procedure fails.

Despite these pitfalls, attempts to implement such  
mechanisms are increasing. However, such actions 
appear to be pursued more by audiovisual right holders 
than by music right holders, with the IFPI favouring civil 
and criminal actions against illegal sites, or blocking 
measures. 

It should be noted that questions referred for a 
preliminary ruling relating to this procedure were 
submitted in 2019 to the Court of Justice of the Eu-
ropean Union. In the context of a dispute in Belgium 
between an Internet service provider and a service 
provider specialised in sending compensation claims 
to Internet users sharing pornographic films via Bit-
Torrent, on 6 August 2019, a court located in Antwerp 
referred several questions to the Court of Justice of 
the European Union.

These questions related in part to the case at hand, 
namely the possibility for a service provider that has 
acquired the rights to disseminate via BitTorrent 
pornographic films and does not disseminate them by 
this means, to simply make claims for compensation. 
They also concern compatibility with the general data 
protection regulation of the collection and processing 
of IP addresses of Internet users who share content[40]. 

In	the	Netherlands, BREIN, the association of 
right holders that fights piracy, implements a 
compensation scheme that focuses on Internet 
users who share a large number of files and 
for this purpose has dedicated software that 
makes it possible to identify the IP addresses 
of primo-uploaders on peer-to-peer networks. 
It recently adapted this software to detect 
frequent or prolonged uploaders and at the end 
of 2020 launched a campaign to send six mon-
ths of educational warnings to these end users, 
during which a maximum of 1,000 accounts per 
month will receive a warning by email. 

In	the	United	Kingdom, a mechanism for 
sending emails to end users, without any sanctions 
(“Voluntary Copyright Alert Programme”), operated 
between 2017 and 2019. The decision was taken 
to terminate the programme for reasons that have 
not been made public.
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Germany has attracted a lot of attention, having enacted legislation to set up a broad-scope compensation 
system. German right holders instruct anti-piracy vendors specialised in peer-to-peer networks mo-
nitoring to collect the IP addresses of end users that have infringed copyright. In accordance with 
personal data protection rules, right holders must then obtain a court order authorising the ISP to identify - via 
an IP address - the subscriber whose Internet connection was used to infringe copyright, and to hand that 
information over to the right holder. The aim is not to bring action against the subscriber directly, but to issue 
prior formal notice. 

In	the	Netherlands, some right holders (including the film distributor Dutch FilmWork – “DFW”) would like 
to send compensation claims to all Internet users. At the end of 2017, the personal data protection authority 
authorised right holders to collect personal data for the purpose of issuing demands for financial compensation. 
However, DFW was dismissed in the first instance proceedings and on appeal in proceedings initiated against 
Internet users. The judges took the view that the protection of the personal data of account holders should 
prevail insofar as DFW’s claims were not clear and only one copyright infringement was involved[41]. DFW filed 
an appeal with the Dutch Supreme Court in late 2019. 

In	the	United	Kingdom, considering the large number of infringements reported, a court decision referred to 
as “Golden Eye” provides a legal framework for right holders to issue indemnification notices to end users. 
Under the decision, the right holder’s letter must explain that, despite the injunction to reveal the end user’s 
identity, the latter is not yet regarded as a counterfeiter; the end user must respond without undue delay. 

In	Sweden, right holders may refer the matter to the courts to obtain the identity of an end user who has 
illegally shared cultural content on peer-to-peer networks and whose IP address has been identified. Once 
the Internet user’s contact details have been obtained from the Internet service provider by virtue of the court 
decision, the beneficiaries may send him/her a letter of formal notice to pay them a sum of money in respect 
of their damages. In the event of non-payment of the said damages and interest, the end user is informed that 
he or she is liable to prosecution. However, these practices are highly controversial. 

In	Switzerland, the law that came into force on 1 April 2020 introduced a new provision concerning the collection 
of personal data in order to facilitate the implementation of copyright in cases of unauthorised works made 
available (downloading from unlawful sources remains covered by the exception of private use). Concerning 
works made available without authorisation, the new regulation provides that copyright owners whose rights 
have been infringed may take legal action and are therefore entitled to: “process personal data [...] for the 
purpose of filing a criminal complaint or reporting an offence [...]. They may also use the data to file incidental 
civil actions, or to file such actions at the end of criminal proceedings. They are required to declare publicly the 
purpose, the type of data processed, and the extent of data processing”. The reform proposal takes a stance 
opposite to the 2010 “Logistep” ruling, which focused strongly on protecting personal data. The ruling caused 
uncertainty as to whether it was legal for right holders to collect IP addresses for the purpose of taking legal 
action against copyright infringement. Consequently, it created uncertainty regarding the admissibility of IP 
addresses as evidence in the prosecution of copyright infringement cases. 

[41]  https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2019:9352

3.2 | RAISING PUBLIC AWARENESS 

3.2.A | COMMUNICATION PROGRAMMES 

End users awareness campaigns focus in particular 
on the various risks incurred by users when they share 
or consume content illegally. These communication 
campaigns may target specific populations, particularly 
young audiences. 

Other anti-counterfeit strategies include communicating 
- where appropriate with the support of previously 
convicted end users - about the actions taken to tackle 
counterfeiting and the convictions obtained on numerous 
media, including those used by end users to illegally 
share content (UGC platforms, social networks, etc.). 
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In	Australia, several campaigns were launched via an organisation bringing together audiovisual rights holders 
called “Creative Content Australia”. A dedicated website has been created, including explanatory videos on 
the dangers of illegal consumption and advertisements. The 2020 campaign “Piracy – You’re exposed” once 
again highlights the risks incurred by end users who use illicit material.

In	Spain, in October 2017, the Spanish Government launched an awareness campaign entitled “No  
piratees tu futuro” (don’t pirate your future) aimed at young audiences in order to raise awareness by showing 
the consequences of piracy on the future careers of young people without insisting on criminal repression 
of these practices. 

In	France, Hadopi has developed many awareness-raising tools, particularly for young people. In December 
2020, Hadopi launched a communication campaign entitled “We all have good reasons to stop pirating”[42]. 
In January 2021, Hadopi also joined forces with other public authorities (CNIL, the CSA and the Defender of 
Rights) to create an educational kit, which brings together all the resources designed for educating digital 
citizens, for educators and parents who support young people in the digital sphere[43]. Finally, the reform project 
was intended to endorse Hadopi’s pro-active approach to awareness-raising, expressly entrusting the public 
authority with a mission of prevention and providing information to all audiences, particularly the youngest, 
on the risks and consequences of piracy.

In	Greece, the public authority in charge of combating piracy, the OPI[44], has over time developed a global 
strategy on copyright and education through the implementation of educational programmes aimed at primary 
and secondary education teachers and students. With regard to primary education, the actions carried out 
have received the support of the European Union, while the programme has also received (and still receives on 
an annual basis) the support of the Ministry of Education. A dedicated website has been created[45]. The most 
recent initiative in this area concerns the implementation of the European Union-funded programme “Educa-
ting youngsters and secondary school teachers about copyright in Greece and Cyprus”. This programme was 
selected for funding by the EUIPO and is being conducted with Cyprus. It provides for various actions including, 
among other things, the production of information and educational material on copyright for young people 
and secondary school students, and the organisation of educational seminars for secondary school teachers.

In	the	Netherlands, right holders provide educational materials to schools, with a grant from the Ministry of 
Culture, Science and Education and the EUIPO. 

In	Peru, a bill to strengthen the protection of intellectual property rights was submitted for consultation in 
January 2020. 

In	the	United	Kingdom, the Government is considering sharing more anti-piracy data with stakeholders and 
public authorities. For example, it is thinking about publishing court rulings to assess their impact.

In	Sweden, the Patent and Trademark Office conducted a Government-led communication campaign in May 
2018, during which it was reported that the owners of illegal streaming sites make a lot of money and are 
involved in other illegal networks (selling counterfeit medicines, drugs, etc.). 

In	Switzerland, the Federal Office of Communication regularly carries out communication campaigns for 
raising awareness of the dangers of the Internet and in May 2020 released a digital comic strip as part of 
these campaigns[46]. 

[42] https://www.hadopi.fr/actualites/campagne-nationale-tous-de-bonnes-raisons-darreter-de-pirater
[43] https://hadopi.fr/ressources/kit-pedagogique-du-citoyen-numerique-retrouvez-toutes-les-ressources
[44] Hellenic Copyright Organisation.
[45] https://copyrightschool.gr/index.php/en/
[46] https://www.websters.swiss/fr/
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Outside Europe, we can in particular identify the 
following initiatives: 

In	Australia, a campaign to promote legal offer 
and educate the public on copyright has been 
organised by right holders in the audiovisual 
sector, who have set up an organisation called 
“Creative Content Australia”. 

In	South	Korea, the “Copyright OK” initiative, 
a system for certifying the legality of a platform 
making cultural content available, is administered 
by the local public authority, the KCOPA. 

In	Japan, the “manga-anime guardians anti- 
piracy project” aims to step up the protection 
of manga, a very popular cultural product in 
Japan that generates a lot of income for the right 
holders. As part of the project, a website has 
been created listing the mangas legally available 
online. The music industry has created a label 
to help end users identify legitimate content. 

3.2.B | ACTIONS TO PROMOTE LEGAL OFFER 

Generally speaking, and today in particular in countries 
that have more recently committed to combating the 
piracy of protected content on the Internet, the arrival of 
platforms offering content legally is often accompanied 
by a positive effect on the level of piracy. 

National portals listing various sources of legal offer 
are increasingly being created taking a cross-sectoral 
approach or targeting the audiovisual sector alone. 
Awareness campaigns are being organised to promote 
legal offer, and are one of the methods used to drive 
change in end user behaviour.

In Europe, this initiative was led by the European 
Observatory on Infringements of Intellectual Property 
Rights of the Office of the European Union for Intellectual 
Property (EUIPO) as part of the Agorateka project, 
which led to the creation of a European aggregator of 
the legal offer. By the end of 2020, the platform had 31 
portals listing sites legally offering music, films and TV 
series, digital books, video games and sporting events 
in 21 member states. An awareness campaign was 
launched by the EUIPO on 26 April 2020 in 18 European 
countries that already have one or more online content 
portals connected to Agorateka.

The EUIPO had once considered creating a search 
engine for each type of work on Agorateka, but given 
the complexity of this undertaking, the project was 
abandoned. Indeed, it has emerged that for several 
types of content such as music and video games, 
consumers are aware of local legal offers and search 
for the desired content. A global search engine, which 
would be expensive and complex to create and then 
update, does not make sense for these markets. However, 
such an engine could be useful for audiovisual 
works but only at the national level. The EUIPO is 
therefore examining the different options possible in 
this regard with the stakeholders. 

3.2.C	|	DISSEMINATION	OF	USER-TARGETED	
MESSAGES	ON	BLOCKED	WEBSITES	

It is being seen that more and more Internet service 
providers are required to accompany blocking 
measures with messages raising awareness among 
Internet users. These messages explain why the website 
they are trying to access is not working, and in some 
cases redirect them to legal offer. In countries where 
there is already a high degree of cohesion between 
right holders (Denmark) or significant state involvement 
in the implementation of blocking measures (Italy and 
Portugal), work is being done on harmonisation and 
education the drafting of disseminated messages.
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2020	KEY	FIGURES
DEMOGRAPHICS

45.2    POPULATION[1]

in millions 74.3 %     INTERNET PENETRATION RATE 
(2017)[2] 

ILLEGAL USES[3]

1.7    NUMBER OF VISITS TO ILLEGAL SERVICE 
in billions 50     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

64.9 24.4 10.7

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

In Argentina, the legal musical and audiovisual offer 
is becoming increasingly diverse (Spotify, Deezer, 
Netflix, etc.) but illegal uses remain significant 

and are carried out using different technologies: 
streaming, peer-to-peer, configured box with greater 
use of direct download and illegal stream ripping. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

JUDICIAL	BLOCKING	MEASURES

Argentina is the leading country in South America to 
have announced such measures in 2014. Following 
an action initiated by a representative of record 
producers, Cámara Argentina de Productores de 
Fonogramas, a favourable judgement of the 67th Federal 
District Court in 2014, the local public authority, the 
national communication commission, ordered the 
blocking of The Pirate Bay website for Internet service 
providers (12 domain names and 256 IP addresses).

In December 2018, US studios also obtained an 
injunction to block Internet service providers from a 
well-known illegal website, Cuevana, which offered 
Internet users the chance to watch films and series 
via streaming. This is a preventive suspension 
provided for by Article 79 of the Argentine Intellectual 
Property Law which allows judges, upon payment of a 
deposit by the interested party, to order the preventive 
suspension of theatre, cinematographic, philharmonic 
or any other similar type or work in order to effectively 
protect copyright.

 ARGENTINA 



46

2020	KEY	FIGURES
DEMOGRAPHICS

25.5    POPULATION[1]

in millions 86.6 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

1.6    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 73     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

55.9 25.1 19

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

Australia is currently implementing essentially 
educational actions for end users. In 2015, however, 
Australia adopted a law allowing the blocking 
of massively infringing sites located abroad.  

An additional law was adopted in November 2018 to 
allow the blocking of local sites, have sites delisted 
or demoted, and facilitate the blocking and 
delisting of workaround services within the 
framework of agreements referred to in the court 
order. Discussions have also been conducted 
to increase the responsibility of platforms 

ACTIONS TARGETING END USERS

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

2016 saw the end of a very high-profile case, during 
which permission was sought to issue indemnification 
notices to Australian end users who had shared the 
film “Dallas Buyers Club” on peer-to-peer networks.  

The proceedings were initiated by a right holder, with 
the aim of compelling five Internet service providers to 
identify the owners of 4,700 IP addresses. 

The Australian court ruling clarified the boundaries of 
this type of action, indicating that the identities of the 
end users could be disclosed to the right holder on the 
proviso that the latter did not demand unreasonable 
amounts of money from the end users.

 AUSTRALIA 
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[4] www.creativecontentaustralia.org.au
[5] [www.digitalcontentguide.com.au
[6] https://www.creativecontentaustralia.org.au/research/2020
[7] https://thepriceofpiracy.org.au/
[8] https://contentcafe.org.au/articles-stories-everything/if-you-visit-pirate-websites-even-the-law-cant-protect-you/
[9] BeIN Sports, casbaa, The Walt Disney Company, Fox Networks Group, HBO Asia, NBCUniversal, Premier League, Turner Asia-Pacific, 
A&E Networks, Astro, BBC Worldwide, CANAL+, Cignal, Media Partners Asia, National Basketball Association, PCCW Media, Singtel, Sony 
Pictures Television Networks Asia, TVB, True Visions, TV5MONDE et Viacom International Media Networks.
[10] http://www.casbaa.com/news/casbaa-news/alliance-for-creativity-and-entertainment-ace-and-casbaas-coalition-against-pira-
cy-cap-close-down-australian-illicit-streaming-device-operation/
[11]  https://www.legislation.gov.au/Details/C2015A00080

AWARENESS-RAISING	ACTIONS	

A campaign designed to promote legal offer and educate 
the public on copyright has been organised by right 
holders in the audiovisual sector, who have set up 
an organisation called Creative Content Australia[4]. 
A dedicated website provides education resources for 
teachers and students, a link to a directory of legitimate 
content per sector[5], research reports and answers 
to frequently asked questions on piracy and cultural 
content. A study on illegal practices in Australia has 
accordingly been conducted every year since 2010[6].

Following a decision to block infringing sites, Creative 
Content Australia launched a new communication 
campaign on 18 August 2017 called “Price of piracy”, 
the aim being to alert consumers to the presence of 
malware on illegal streaming sites and peer-to-peer 
networks. 

[7]A dedicated website has been created: it includes 
explanatory videos on the danger of streaming or down-
loading illegal content, as well as adverts featuring 
a famous Australian actor and warning consumers 
about the consequences of consuming content illegally.  

In 2018, the same organisation launched another 
communication campaign called “Say No to Piracy”, 
which celebrates creation and innovation, and highlights 
the importance of consuming online content legally to 
protect the screen industries. The 2020 “Piracy – You’re 
exposed[8]” campaign once again emphasised the risks 
incurred by end users with illegal uses, based in particu-
lar on the data collected during the 2019 study on uses, 
under the terms of which nearly one in four Australian 
teenagers know someone who has been the victim of 
malicious software or malwares linked to piracy, while 
62% of adults and 75% of teens who regularly engage 
in illegal practices have suffered security breaches.

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST OPERATORS OF 
ILLEGAL SERVICES 

The Coalition Against Piracy (CAP) - an association of 
television service providers in Asia[9] - and ACE took 
part in a operation in Australia in late 2017. This action 
resulted in the forced cessation of piracy activities of 
a seller of pre-loaded set-top boxes enabling unlawful 
access to on-demand content, sold with a one-year 
subscription to a package of TV channels streamed 
without authorisation[10].

JUDICIAL	BLOCKING	MEASURES	

PROCEEDINGS BROUGHT  
UNDER	THE	2015	LAW

The Copyright Amendment (Online Infringement) Act 
2015[11], allows right holders to seek an injunction forcing 
Internet service providers to block services located 
abroad whose primary purpose is to infringe or enable 
the infringement of copyright. The law provides that the 
right holder must contact all the services concerned 
to notify them of the procedure.
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On these grounds, in February and April 2016, right 
holders in the audiovisual sector referred Internet 
service providers to a federal court to have websites 
(including KickassTorrents) and their proxies blocked.  

In December 2016, the first ruling on the matter [12]stated 
that the costs of the blocking measures (approximately 
€30 per domain name) must be borne by the right 
holders. End users seeking access to the blocked 
sites will be redirected to a message explaining 
that the site has been blocked by judicial decision. 
On this occasion, Village Roadshow, the audiovisual 
right holder behind the blocking procedures, launched 
a communication campaign in various media on the 
risks such sites present for users, stressing in particular 
that they contain a lot of malwares. 

Since then, three blocking decisions were handed down 
in 2017 and one in 2018[13]: three were requested by 
right holders in the audiovisual sector and the other by 
right holders in the music industry[14]. Over 500 websites 
were blocked as a result. In April 2018, a cluster of 
services illegally offering live pay-TV and on-demand 
content via an application was also blocked[15].

To reduce the cost of the proceedings, in 2018 a pay 
television operator, Foxtel, asked the judge not to 
request the presence of experts at the trial and to 
replace the demonstration of illegality in vivo of the 
site during the audience with videos and screenshots. 
The court agreed to these requests. 

The court granted the choice of the blocking measure 
to the Internet service providers, specifying that both 
DNS blocking and IP blocking were acceptable. 

[12] www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2016/2016fca1503
On 15 November 2019, the Federal Court of Australia ordered the renewal of the site blocking orders issued pursuant to the decision of 
15 December 2016,
http://www.hadopi.info/dj/news/ressources/2%20Orders%20(NSD%20239%20of%202016)%2015%20November%202019.pdf
[13] http://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2018/2018fca0933
[14] http://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2017/2017fca0435
[15] http://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2018/2018fca0582
[16] https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;page=0;query=BillId:r6209 %20Recstruct:billhome
[17] https://www.legislation.gov.au/Details/C2018A00157/Html/Text

THE	NEW	LAW	ADOPTED	IN	NOVEMBER	2018[16]

The Copyright Amendment (Online Infringement) Bill 
2018 was adopted at the end of November 2018.[17]

•	 It lessens the burden of proof on right holders by 
introducing a rebuttable presumption that the website 
in question is located abroad;

•	 it makes it possible to block sites that have the 
substantive effect of infringing copyright;

•	 it allows right holders to have websites delisted or 
demoted; 

•	 it also enables them to obtain injunctions to block 
and delist workaround services without having to 
go back to court, pursuant to agreements between 
the parties. 

The law did not take up the proposal of music right 
holders (Music Rights Australia) aimed at standardising 
the text of the page to which end users would be sent if 
they visited a blocked site, while most access providers 
(very many in Australia) use a page developed in-house 
and not that created by right holders. 

Neither did it address the costs of blocking measures 
whereas Music Rights Australia had indicated that 
the amount of €30 per domain name and per Internet 
service provider established by case law seemed low, 
but could nevertheless quickly become prohibitive as a 
single illegal site can have up to hundreds of “mirrors” 
and there are a hundred Internet service providers in 
Australia. Also,the music right holders pointed out 
that 27 countries worldwide have issued blocking 
orders against 2,800 URLs and, in most cases, Internet 
service providers have not requested compensation 
for implementing them. 
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IMPLEMENTATION	OF	THE	2018	LAW	

Following the entry into force of the law, proceedings 
increased. Most of these proceedings target 
a significant number of sites and address new 
categories of sites such as proxies, which are 
services that serve as an “intermediary” site to 
accessa blocked site for example, thanks to the 
provision that makes it possible to target sites that 
have the substantial effect of infringing copyright.  

Similarly, it should be noted that four illegal stream 
ripping sites were blocked for the first time in May 
2019[18]. One of these sites was also subject to a 
blocking decision in Denmark and the other three to 
proceedings in the United States. In ruling in favour of 
the right holders, the judge held that it is the stream 
ripping site that actually makes the file available to the 
end user, thus constituting unlawful communication to 
the public, on a commercial scale. Access providers 
are also required to redirect users who attempt to 
access these sites to an information page informing 
them that the site has been blocked by court order[19] 
or to a homepage of their own design.

UPDATING	OF	JUDICIAL	BLOCKING	
MEASURES 

The first decision on an application for a dynamic 
injunction was handed down on 27 August 2019[20]. 
It provides that the updating of blocking measures 
requires an affidavit prepared by the applicant 
indicating that the sites covered by the decision are 
accessible via new domain names, as well as a report, 
also drafted by the applicant, proposing to amend the 
injunction in this regard. 

These documents must be sent to the judge and sent 
to Internet service providers. They will then have seven 
working days to make known whether they object to 
the judge’s injunction being amended as indicated in 

[18] https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2019/2019fca0751
[19] http://www.copyrightpage.com/
[20]  https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2019/2019fca1450
[21] https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2020/2020fca0507

the report. If any of the defendants or the judge objects 
to such claims, the parties need to be heard by the 
judge. Otherwise, the measures to monitor the blocking 
decision may be implemented once the amendment of 
the injunction has been validated by the court.

The system implemented by this decision is planned 
for an initial period of three years. At least two months 
before its expiry date, the applicant must submit an 
affidavit stating that all or some of the target domain 
names continue to have the main purpose and/or effect 
of infringing or facilitating infringement of copyright; 
and, furthermore, a report requesting the extension 
of the measures for these domain names for a further 
period of three years. 

Case law on updating blocking measures has changed 
a little since the August 2019 decision. Thus, the court 
injunction issued in a new case on 20 April 2020[21] 
doubles the time allowed for Internet service providers 
and the judge to respond to an affidavit indicating that 
blocked sites are accessible via other addresses, from 
seven to fourteen days. The judgement also appears 
to introduce a third way to respond to the affidavit: 
access providers who do not object to the updating 
of blocking measures could implement these updating 
measures themselves, while refractory access providers 
could be heard again by the judge.

INVOLVING SEARCH ENGINES 

The 2018 law made it possible to request the 
delisting of sites, a system that Google opposed 
during work on the adoption of the law, but this system 
does not appear to have been implemented.  

In May 2019, Google voluntarily agreed to delist 832 
illegal websites from its searches. The delisting follows 
an agreement between right holders and Australian 
Internet service providers. 
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[22] https://www.legislation.gov.au/Details/C2018A00071

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

Since October 2013, following the “Follow the 
money” approach, a group of right holders in the 
music sector, Music Rights Australia, has worked 
with an associat ion of  advert is ing p layers , 
Audited Media Association of Australia, to raise aware-
ness of financing of infringing,sites through advertising 

and the harm caused by these sites. The purpose of this 
initiative is to disseminate and enforce a code of good 
conduct to reduce advertising on such sites. Although 
agreement has been reached and the code of conduct 
has already been drawn up, some advertisers are still 
reluctant to implement it.

 MAKING CONTENT-SHARING PLATFORMS ACCOUNTABLE

Australia has a reduced liability scheme for technical 
intermediaries but, unlike in other countries, it applies 
only to Internet service providers and not to other 
technical intermediaries such as platforms.

Then, in April 2017, the Government consulted with 
stakeholders to decide whether or not the scheme 
should be changed. Right holders opposed any 
reform on the grounds of the difficulties encountered 
by their European and American counterparts in having 
infringing content removed from hosting platforms.  

Ultimately, the Government has decided not to extend 
the scheme to hosting platforms for the time being[22].
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2020	KEY	FIGURES
DEMOGRAPHICS

11.6    POPULATION[1]

in millions 90.3 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

0.7    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 68     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

55 28.4 16.6

Breakdown	of	illegal	uses	by	access	method	in %

The system implemented in Belgium combines actions aimed at changing the behaviour of and actions to 
combat infringing services. 

ACTIONS TARGETING END USERS

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] CJEU, C-597/19, M.I.C. Mr Mircom International Content Management & Consulting Limited/Telenet BVBA.

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

In the context of a dispute between an Internet service 
provider and a service provider specialised in sending 
compensation claims to end users sharing pornographic 
films via BitTorrent, on 6 August 2019, a court in 
Antwerp referred several questions to the CJEU for 
a preliminary ruling. These questions relate in part to 
the case at hand, namely the possibility for a service 
provider that has acquired the BitTorrent distribution 
rights to pornographic films and does not distribute 
them by this means, to simply formulate claims. They 
also concern the qualification, with regard to the right 
to disseminate to the public “pieces” of works that 
are shared by Internet users at the same time as they 
download these and compatibility with general data 
protection regulations concerning the collection and 

processing of the IP addresses of end users who share 
content[4]. 

AWARENESS-RAISING	ACTIONS	

The Belgian Entertainment Association (BEA) which 
includes various right holders, launched an awareness 
campaign in January 2018 to inform end users of the 
consequences of illegal downloading. Subtitles likely 
to be downloaded by end users are accompanied by 
messages such as “do not download illegally”. End 
users who download subtitles to go with pirated works 
may find, for example, Samuel L. Jackson in “The Hit-
man’s Bodyguard” saying “I don’t need to do research 
to know these subtitles are bad” or “you wanted to be 
a policeman until you downloaded this”. 

 BELGIUM 



52

PROMOTING LEGAL OFFER

To direct end users to legal offer, the BEA has created 
a website that lists legally available films, series, music,  
books and video games.

[5] CJEU, 24 November 2011, C-70-/10, Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM) and 
others; CJEU, 16 February 2012, C-360/10, Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM) v Netlog NV.
[6] Antwerp Court of Appeal, 26 September 2011, Belgian Anti-Piracy Federation (BAF) v Telenet and Belgacom.
[7] Court of Cassation, 22 October 2013, P.13.0550.N, https://lex.be/fr/doc/be/jurisprudence-belgique/cour-de-cassation-arret-22-octobre-
2013-bejc_201310223_fr
[8] French-speaking Commercial Court of Brussels, Chamber of Cassation, 30 March 2018, role number A/18/00217.

ACTIONS TO COMBAT ILLEGAL SERVICES 

COOPERATION AGREEMENTS WITH  
INTERNET SERVICE PROVIDERS

In 1999, the Belgian Association of Internet Service 
Providers (ISPA) entered into an agreement with the 
federal Government. This agreement provides for 
cooperation between Internet service providers and 
the judicial police (Computer Crime Unit) with the aim 
of blocking infringing content.

In 2005, ISPA and IFPI (which represents the recording 
industry) concluded an agreement to prevent music 
sharing in discussion groups. Under this agreement, 
IFPI may ask Internet service providers to block 
access to discussion groups that share a large amount 
of infringing music content or links to such content.

JUDICIAL	BLOCKING	MEASURES

In 2004, the Belgian Society of Authors, Composers 
and Publishers (SABAM) initiated proceedings against 
an Internet service provider to block all dissemination of 
infringing works, particularly via peer-to-peer networks.  

In 2009, it asked a social network to implement content 
filtering measures. Preliminary questions were referred 
to the CJEU during both proceedings, but the right 
holders’ claims - as they were worded at the time - 
were deemed disproportionate.[5]. 

Finally, in 2011, Belgium issued its first ever blocking 
order against two Internet service providers, instructing 
them to put a DNS block on The Pirate Bay website 
and on several associated domain names[6]. Following 

this decision, the Belgian Anti-Piracy Federation (BAF), 
consolidating at the time the initiatives of right holders 
seeking to combat piracy, gave formal notice to other 
Internet service providers not party to the proceedings 
to block the sites in question to avoid the costs of legal 
action against them.

As part of criminal proceedings, an investigating 
judge also ordered all Internet service providers to 
block the service ThePirateBay.org and associated 
services insofar as they are linked to the IP addresses 
of the identified servers or the content hosted on these 
servers. This decision, confirmed by the final court of 
appeal on 22 October 2013[7], also states that:

•	 the Belgian police, the Federal Computer Crime 
Unit (FCCU) and the Regional Computer Crime Unit 
(RCCU Mechelen) will tell Internet service providers 
which domain names to block; 

•	 end users seeking access to one of the domain 
names in question will be redirected to a public 
information page.. 

In January 2018, following a lawsuit by the BEA against 
the three main Internet service providers (Proximus, 
Telenet and Voo), the parties filed a joint motion to 
block around thirty illegal sites via 450 domain names. 
The purpose of this joint approach was, among other 
things, to speed up the blocking procedure. Each party 
bore its own costs. The parties informed the court that 
they were retaining the option of referring the matter to 
it again in the future, in order to update the list. On 30 
March 2018, the court[8] ordered a DNS block on the 450 
domain names and the publication of an information 
message for end users. 
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On 3 August 2018, the judge[9] ordered the DNS blocking 
of 98 domain names as part of a new procedure that 
had two objectives: 

•	 to update the blocking measures ordered in March 
2018 by requesting the unblocking of 181 domain  
blocked since the March decision and the blocking of 
36 domain names associated with the sites covered 
by the March decision; 

•	 to request the blocking of 62 domain names, in 
connection with 17 websites not covered by the 
March decision. 

In order to update the blocking measures pronounced 
by the judgements of 30 March and 3 August 2018, 
on 30 January 2019 the French-speaking Commercial 
Court of Brussels ordered[10]:

•	 the blocking of 92 domain names, some of which 
are alternative domain names that refer to sites that 
have already been blocked under the terms of said 
judgements;

•	 the elimination of blocking measures concerning 
111 domain names implemented following said 
judgements because these domain are no longer 
infringing. 

[9] French-speaking Commercial Court of Brussels, Chamber of Cassation, 03 August 2018, role number A/18/02607.
[10] French-speaking Commercial Court of Brussels, Chamber of Cassation, 30 January 2019, role number A/18/05226.
http://www.hadopi.info/dj/news/ressources/5%20BE%20190130%20District%20Court%20Brussels,%20BEA%20v%20ISPs,%2030%20
January%202019%20(27%20sites%20-%2092%20domains)%20OL%20FR.pdf
[11] Brussels Court of First Instance, 9 August 2013, no. 2012/12072/A.

INVOLVING REGISTRIES 

In a decision issued by the Brussels Court of First 
Instance on 9 August 2013, registries were fully 
recognised as being information society services 
against which rights holders can request measures[11]. 
The request to have future infringing domain names 
notified by right holders deactivated without a review 
by the court was, however, rejected, with the judge 
taking the view that a court decision is necessary to 
ensure that a site is in breach.
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2020	KEY	FIGURES
DEMOGRAPHICS

221.6    POPULATION[1]

in millions 73.9%     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

5    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 31     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

54.7 27.2 18.1

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://videomind.com/ott-opportunity-in-brazil-grows-as-do-woes-for-pay-tv/
[5] https://www.pro-music.org/legal-music-services-latin-america.php
[6] TruOptik Data Corp., “Digital Unmonetized Demand and Peer-to-Peer File Sharing Report: 2014 Review”.

In Brazil, while the legal offer is abundant (at least 
80 platforms legally offer audiovisual content[4] and 
more than half of music listened to is through legal 
streaming services[5]), piracy remains a widespread 
practice, and in particular peer-to-peer piracy[6]. 

The fight against piracy is conducted through 
several bodies bringing together public and pri-
vate players, including the National Councilto 
combat piracy and crimes against intellectual 
property (CNCP). This agency is attached to the  
Ministry of Justice and was created by decree in 
2004 and has been very active in the fight against 
piracy since 2017. 

Several industries in the sector sit on the CNCP: 
these include both those sectors affected by piracy 
(audiovisual, software, video games and sports) 
and those sectors affected by the infringement 
of industrial property rights (fashion, medication, 

etc.). Sixteen public sector representatives are 
members of the NCPC, including the Brazilian 
counterpart of the National Cinema Centre, ANCINE 
– which at the same time created a group of work 
dedicated to combating piracy; the telecommuni-
cations regulator, ANATEL; the National Instustrial 
Property Institute; a representative of Parliament, of 
the federal police, etc. 

The missions of the CNCP are diverse: proposals to 
amend legislation; carrying out of studies; initiate 
actions to promote the legal offer and awareness 
campaigns; promoting the coordination of their 
actions with different actors such as tax services, 
police, etc. 

It should also be noted that between June and 
September 2019, the Copyright and Intellectual 
Property Secretariat (SDAPI) held a public 
consultation to reform local copyright law. 

 BRAZIL 
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ACTIONS TO COMBAT ILLEGAL SERVICES  

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS 

Brazilian authorities initiated various repressive actions 
in 2019. From January 2019, the police force operation 
known as “Operation Copyright” enabled the shutdown 
of notorious illegal services, which attracted 104 million 
visits annually. 

In November 2019, the CNCP and the Secretaria of  
Operaçoes Integradas coordinated Operation 404, 
resulted in the shutdown of 210 sites and 100 ille-
gal applications in 12 different states in Brazil. 
Dismantling carried out in the framework for this 
operation is the most important of its kind never carried 
out in Brazil and the first to include direct operational 
support from foreign jurisdictions. 

BLOCKING	MEASURES	

Although there is no specific procedure to obtain in 
court the blocking of infringing sites, right holders have 
obtained blocking orders. 

Internet service providers in Brazil appear generally to 
be cooperative when there is a court decision, because 
many of them are also pay television distributors. In this 
context, ANCINE and the telecommunications regulator, 
ANATEL, are currently discussing the possibility of 
creating an administrative blocking system. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

In December 2019, the CNCP signed a memorandum 
of understanding with key advertising players in Brazil 
to implement a compliance mechanism to prevent 
advertising on illegal sites. As a result, Brazil has 
also signed an agreement with the UK and the US.  

Brazil was also one of the first countries to sign up to 
WIPO’s “WIPO ALERT” system for implementing the 
“Follow the money” approach at the international level.
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2020	KEY	FIGURES
DEMOGRAPHICS

37.7    POPULATION[1]

in millions 92.7 %     INTERNET PENETRATION RATE 
(2017)[2] 

ILLEGAL USES[3]

3    NUMBER OF VISITS TO ILLEGAL SERVICE 
 in billions 86     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

66.3 21.2 12.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] "Video piracy in Canada" Sandvine Global Internet Phenomena Spotlight, March 2018.

According to a 2018 survey[4], the use of BitTorrent 
peer-to-peer software has decreased sharply in 
recent years, from 15.1% in 2014 to 1.6% in 2017. 
However, 9.7% of Canadian households allegedly 
own a set-top box preloaded with Kodi-type 
software, and 70.9% of them use it for piracy purposes. 
 

Canada's 2012 Copyright Modernisation Act 
provides for both specific actions against end users 
and anti-piracy actions involving intermediaries.  

Discussions have also been conducted to increase 
the responsibility of platforms.

ACTIONS TARGETING END USERS

THE EDUCATIONAL WARNING SYSTEM 
AND INDEMNIFICATION NOTICES

Canada adopted a “Notice and Notice” regime under 
the 2012 Copyright Modernisation Act, which came 
into force on 2 January 2015.

The Act provided a framework for a self-regulation 
system implemented by Canadian Internet service 
providers and audiovisual right holders under a voluntary 
agreement that had been in place for about a decade. 

It sets out the obligation for Canadian Internet service 
providers and hosting providers to e-mail the right 
holder's warning (or “notice”) to the end user, at their 
own expense. 

The notice must include the name and address of the 
plaintiff, details of the pirated work and the plaintiff's 
rights in that work, the alleged infringement, and the 
date and time of the infringement. In the spirit of the 
law, the system seems to have a purely educational 
purpose since no sanction for end users is directly 
integrated into it. 

 CANADA 
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Should the Internet service provider fail to pass on a 
warning, it must explain its reasons to the right holder. 
Non-fulfilment of this requirement may result in a 
court-imposed fine ranging from C$5,000 to C$10,000 
(or €3,600 to €7,300). Despite this penalty, some Internet 
service providers allegedly do not forward notices, or 
they send only a limited number of notices. 

Right holders can take action against end users who 
share works on peer-to-peer networks on the basis 
of counterfeiting. The maximum penalty that may be 
imposed on end users for non-commercial counterfei-
ting is a C$5,000 fine (approximately Eur 3,654).

The system has been diverted from its initial purpo-
se by right holders, particularly in the United States, 
where they have used it to ask Internet service providers 
to send compensation claims to end users. For this 
reason, the Canadian Copyright Act was amended  
in December 2018, and now prohibits the insertion of 
claims for compensation in the notices sent to end 
users[5]. However, this amendment does not provide for 

[5] https://www.parl.ca/DocumentViewer/en/42-1/bill/C-86/royal-assent
[6] https://www.ourcommons.ca/DocumentViewer/en/42-1/INDU/report-16/page-285
[7] https://scc-csc.lexum.com/scc-csc/scc-csc/en/item/17254/index.do

any sanction for right holders who continue to lodge 
claims for compensation. 

In June 2019, the Standing Committee on Industry, 
Science and Technology, a committee of the House of 
Commons, published its report on Canadian copyright 
law[6]. With regard to the notice system, faced with 
complaints from Internet service providers concerning 
the fact that the implementation of the system requires 
significant resources because there is no standard 
notification format, the Committee recommended the 
standardisation of the notification format to allow the 
sending of notices to be automated. 

In September 2018 [7], Canada’s Supreme Court 
established that right holders should compensate Internet 
service providers for providing them with end users’ 
details so that they can take criminal action against them.  

The Supreme Court left it to the trial courts to determine 
the amount of compensation payable. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SITES 
AND THEIR OPERATORS

THE CREATION OF A CRIMINAL OFFENCE 
SPECIFICALLY FOR ADMINISTRATORS OF 
MASSIVELY INFRINGING SERVICES

Canada's 2012 Copyright Modernisation Act 
introduced a penalty regime for those who allegedly 
enable counterfeiting. It is therefore provided that that: 
“It is an infringement of copyright for a person, by 
means of the Internet or another digital network, to 
provide a service primarily for the purpose of enabling 
acts of copyright infringement if an actual infringement 
of copyright occurs by means of the Internet or another 
digital network as a result of the use of that service”.

The law adds that the court may consider various 
factors in its analysis, including:

•	 the fact that the service manager uses the infringing 
nature of the site as a promotional argument;

•	 whether the person was aware that the service was 
used to enable copyright infringement;

•	 whether the service has any other significant uses 
besides enabling acts of copyright infringement;

•	 measures taken to limit copyright infringement;

•	 the benefits derived from copyright infringement, and 
the economic viability of providing the service were 
it not used to commit acts of copyright infringement.
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Since the law was introduced in 2012, those who 
operate massively infringing sites have been treated 
in the same way as those who engage in commercial 
infringement, which means harsher penalties for offenders 
and greater redress for right holders.

On this basis, in October 2015, the Federal Court of 
Canada[8] ordered the Canadian developers of Popcorn-
Time to disable domain names used to download the 
most popular version of the software. These grounds 
were also successfully used in 2015 and 2016 by both 
the audiovisual and musical industry to obtain the 
shutdown of torrent link sites.

CRIMINAL ACTIONS AGAINST VENDORS OF 
SET-TOP	BOXES	FACILITATING	PIRACY	

Sales of set-top boxes fitted with software to illegally 
access subscription TV channels are rising. In a partial 
ruling in June 2016, right holders secured their first 
injunctions from the Federal Court, ordering 62 
distributors to stop selling such boxes. 

The injunctions were granted on the grounds that these 
boxes enable the unauthorised communication of 
copyright protected works to the public, and that the 
sellers are not just impartial intermediaries. On the 
contrary, they encourage their customers to dismiss 
legal means of consuming protected content[9]. These 
actions have prompted sellers to cease their activities 
voluntarily, after reaching a compromise with right 
holders. 

In June 2017, audiovisual right holders referred the 
operator of the TV Addons website to the Federal Court, 
on the grounds that it sells applications to configure the 
Kodi software for piracy purposes. The operator was 
accused of infringing copyright by unlawfully commu-
nicating dozens of television programs to the public, by 
developing, hosting, distributing and promoting illegal 

[8] Federal court, Ottawa, Ontario, 16 October 2015, Paramount Pictures Corporation & Ors v/ David Lemarier & Ors 
https://fr.scribd.com/document/288405925/Injunction
[9] Bell Canada et al v. 1326030 Ontario Inc. dba ITVBox.net et al, T-759-16 (2016 FC 612) 
[10] Bell, Cineplex, Directors Guild Of Canada, Maple Leaf Sports and Entertainement, Movie Theatre Association of Canada, Regoers Media.
[11] https://crtc.gc.ca/eng/archive/2019/2019-342.htm

extensions. The procedure started well for the right 
holders and the various domain names and social media 
accounts used by TV Addons were passed on to the 
litigating legal team. In addition, a civil search warrant 
was granted to the plaintiffs, enabling them to enter 
the defendant's premises to seize and copy evidence 
in support of their case, before it could be destroyed or 
falsified. Later in the proceedings, the court ruled that 
the defendant was communicating works to the public 
himself, and that he could not legitimately claim to be 
a hosting provider when the website clearly targets 
end users who want to save themselves the cost of a 
legal subscription to a television service.

Legal action brought by the ACE led to the shutdown 
of Vader Streams, one of the most popular IPTV 
subscription services in the country, as well as an order 
to pay the sum of C$10 million (just under €9 million) 
pursuant to a permanent injunction of the Federal Court of 
Canada dated 21 August 2019. 

BLOCKING	MEASURES	

Canadian law in force does not include a provision 
allowing right holders to block infringing sites. However, 
several initiatives aim to introduce this possibility into 
the law. 

In January 2018, right holders and Internet service 
providers grouped together in an entity called Fair 
Play Canada[10] referred the matter to the telecommu-
nications regulator, Canadian Radio-television and 
Telecommunications Commission (CRTC), in January 
2018 to advocate for the creation of a system to block 
infringing sites under the control of the regulator. The 
CRTC then launched a consultation on the draft law, 
and ultimately decided to reject the request[11]. 
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In July 2019, right holders, who are also members of 
the Fair Play Canada grouping (and who also operate 
as an Internet service provider) petitioned the courts to 
block domain names and IP addresses from an illegal 
IPTV service for a period of two years. This request was 
favourably received by the federal court, despite the 
lack of a legislative basis, and it ordered the block for 
the first time in Canada by the 12 main Internet service 
providers on 15 November 2019[12]. The judge based 
his decision on the case law developed by the United 
Kingdom concerning site blocking. In the event of the 
reappearance of so-called mirror sites, the parties may 
return to the courts with a new list of domain names 
and/or IP addresses. Internet service providers may 
then oppose the updating of the blocking measure but, 
in the absence of an objection within ten days, the court 
may order the updating of the blocking measures. Right 
holders are required to pay reasonable marginal costs 
for implementing blocking measures, when invoices 
are issued by access providers. One of the Canadian 
access providers, TekSavvy, appealed the decision[13].

In the aforementioned report on the copyright law of 
the Standing Committee on Industry, Science and 
Technology, the committee stated that the fight against 
piracy should focus more on commercial counterfeiting 
than on individuals. The committee is also sensitive to 
the need of right holders to be able to obtain blocking 
measures. To this end, it was suggested that the 
telecommunications law could be revised to streamline 
the blocking process. However, the commission was 
opposed to the implementation of a blocking procedure 
that would not give the judge a central role.

[12] Federal Court, Ottawa, Ontario, 15 November 2019, the Honourable Mrs Justice Gleeson, 2019 FC, 1432, 
https://decisions.fct-cf.gc.ca/fc-cf/decisions/en/item/424753/index.do
[13] https://torrentfreak.com/images/2020.03.12-Factum-of-the-Appellant.pdf

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

In November 2016, the Canadian Government published 
a report examining the possibility and opportunity 
for implementing the “Follow the money” approach.  

The analysis, based on various foreign models and 
reports, concludes that the “Follow the money” 
approach can help to combat commercial counter-
feiting, although it cannot eradicate it on its own.  

In order to secure the system, the report recommends 
that the Government intervenes to establish the 
characteristics of such sites.

The report also recommends that the Government 
simultaneously step up its efforts to raise public 
awareness of the social and financial risks inherent 
in the use of massively infringing sites, since similar 
efforts have reportedly had a positive impact abroad.  

It therefore emphasises the possibility of conducting 
a public awareness campaign, focusing on the risks 
to users.

Finally, the report recommends reviewing the role played 
by hosting providers and various online intermediaries 
because they can help protect the identity of operators 
of massively infringing sites.

To date, this report has not resulted in an actual update. 

 MAKING CONTENT-SHARING PLATFORMS ACCOUNTABLE

In the aforementioned report on the copyright law of the 
Standing Committee on Industry, Science and Techno-
logy, the committee acknowledges the problem of the 
“value gap” for rights holders, stresses that the rights 
of Internet users should also be taken into account 
and wants a balanced approach to be implemented. 
The Committee does not make any concrete proposal 
in this respect but proposes to closely monitor 
European developments. It is thus recommended that 

the Government of Canada monitor the implementation, 
in other jurisdictions, of the granting of extended col-
lective licences as well as legislation making the benefit 
of the limited liability regime of platforms conditions 
on measures taken by these actors against copyright 
infringement. In the same vein, the Government is in-
vited to ensure that the content management systems 
used by platforms respect the rights of both rights 
holders and users.
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2020	KEY	FIGURES
DEMOGRAPHICS

1,439.3    POPULATION[1]

in millions 64.6 %     INTERNET PENETRATION RATE[2] 

ILLEGAL USES[3]

6.8    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 7     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

46.9 25.4 27.7

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://www.iipa.org/files/uploads/2020/02/2020SPEC301CHINA.pdf
[5] https://ustr.gov/sites/default/files/2019_Special_301_Report.pdf

Given its population, the Chinese market is a major 
financial priority for the legal offer market: China is 
the fourth largest music streaming market in terms 
of revenue[4]. However, the market for applications 
that facilitate the piracy of musical content is highly 
developed there and the country is also singled out 
by the US authorities as being the central place 
for production of pre-configured boxes for pirating 
audiovisual and sports content[5]. 

In this context, an improvement of the piracy fighting 
system could be implemented, as announced in 
November 2019 by the Central Committee of the 
Chinese Communist Party and the Council of State 
in guidelines on strengthening the protection of 
intellectual property rights.

These guidelines provide that measures shall 
be taken by 2022 and that the entire system for 
protecting intellectual property rights shall will be 
improved in 2025. It should be noted that a new 
e-commerce law was adopted in 2018 but that 
the provisions relating to notification and removal 
procedures are not very clear. 

As things stand, the state system for combating 
piracy in China seems essentially to be implemented 

through administrative actions carried out 
by the National Copyright Administration  
of China (NCAC) in connection with right holders, 
the police and courts. 

The NCAC, created in 1985, has several missions, 
including that of registration of intellectual property 
rights, as well as in particular: 

•	 participating in the development of laws, regulations 
and rules regarding copyright and developing and 
implementing administrative copyright policies 
and measures;

•	 developing the national copyright strategy;

•	 organising investigations and dealing with important 
cases of copyright infringement. 

The NCAC may also, in cooperation with right 
holders, enact administrative measures against 
illegal services or services that facilitate piracy. 

 CHINA 
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For 14 years, the NCAC and other entities have been 
conducting an annual rights protection campaign 
entitled “Sword Net”, which focuses each year on 
a specific piracy action or method. For example, 
in 2015 the NCAC required online storage servic 
providers to take proactive measures to prevent users 
from downloading content that infringes copyright.  

In 2019, from May to November, the NCAC and 
other administrations jointly launched the fifteent 
instance of this campaign, which focused on comba-
ting the piracy of films at the time they are released 
in cinemas and combating unauthorised access 
to video streaming services. It removed 1.1 mil-
lion links and initiated investigations in 450 cases, 
160 of which resulted in criminal prosecution. 

At The judicial level, the Chinese authorities also 
initiated experiments in 2015 to set up chambers 
specialising in Internet disputes. 

The High Court in Zhejiang province established a 
chamber dedicated to e-commerce, which included 
copyright cases on the Internet. Since then, thanks 
to the success of this experiment, two specialised 
courts have been created, which each one ruling on 
more than 700 applications per year. 

In addition, 1 January 2019 was marke by the 
creation of a new Court of Appeal dedicated to  
intellectual property in the Supreme Court. This 
specialised jurisdiction hears appeals against 
court decisions on intellectual property matters 
involving a degree of technical complexity.

China has also created a dedicated criminal unit 
within the Department of Food and Drugs Crime 
Investigations, tasked, among other things, with in-
vestigating and prosecuting cases of intellectual 
property infringement.
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2020	KEY	FIGURES
DEMOGRAPHICS

5.8    POPULATION[1]

in millions 96.55 %     INTERNET PENETRATION RATE[2] 

ILLEGAL USES[3]

0.45    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 80     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

58.2 28.8 13

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

In Denmark, right holders across several sectors 
have set up an organisation specifically to combat 
piracy (the RettighedsAlliancen), which is funded by 
its members. 

This entity has, in particular, managed to conclude 
an agreement facilitating blocking with Internet 
service providers, coupled with an initiative to 
promote legal offer, and to implement a “Follow the 
money” approach. 

ACTIONS TARGETING END USERS

END USERS  
WARNING SYSTEM 

In 2011, the Danish Government considered passing 
a law to implement a graduated response system. 
Internet service providers have strongly opposed such 
a system, which they believe would be costly and 
harmful to their customer relationships. The project was 
therefore abandoned and the priority of the anti-piracy 
system was focused on blocking.

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

Some right holders are trying to establish a compen-
sation scheme in Denmark by asking Internet service 
providers to disclose the identify of IP address holders. 
However, on 7 May 2018, a Court of Appeal issued 
a decision stating that it would not force Internet 
service providers to disclose the identity of end users 
who illegally share cultural content online, given the 
seriousness of the offence and the need to protect 
users’ personal data.

 DENMARK 



63

In 2018, the administrator of the popcornTime.dk site 
was sentenced in a first instance judgement to six 
months in prison with a suspended sentence. The site 
in question did not distribute works to the public but 
disseminated information on the downloading, installation 
and use of the illegal streaming service Popcorn Time. 
This conviction was upheld by the Supreme Court in 
early 2020.

PROMOTING LEGAL OFFER 

Up until now, the Danish public authorities have focused 
primarily on raising awareness. As part of a global 
initiative entitled “Share with care”, awareness-raising 
campaigns for legal offer providing for the dissemination 
of messages on popular platforms such as YouTube and 
Facebook have been conducted. These campaigns are 
jointly funded by Internet service providers and right 
holders, with the support of the Ministry of Culture. 
As part of the Share with care[4] campaign, a portal 
was created containing links to a range of legitimate 
platforms. When end users attempt to access a blocked 
site, their Internet service provider displays a message 
directing them to a legal alternative. 

RettighedsAlliancen, the Ministry of Culture and Internet 
service providers then implemented the “Share with 
Care 2” campaign, which resulted in the creation of a 
search engine for legal offer, “FilmFinder[5]” (currently 
limited to audiovisual works). Since the end of 2018, 
blocking measures are accompanied with a link to this 
search engine. 

[4] www.sharewithcare.dk/
[5] https://filmfinder.dk/
[6] https://www.youtube.com/watch?v=n8Qty84B86g&t=29s

Furthermore:

•	 A campaign called “We Film Lovers” was conducted 
in 2016 and 2017 to highlight the consequences 
of illegal streaming. This campaign was designed 
primarily to address the rise in illegal streaming of 
audiovisual content, particularly among young people. 
The campaign, which struck a humorous note and 
was disseminated on numerous channels, was well 
received by the public. In August 2017, it led to a 
new three-year campaign on the counterfeiting of 
books, especially textbooks (We Knowledge Lovers).  

This campaign is led by right holders, the Ministry of 
Culture and the Ministry of Education and Research, 
and has also been well received by the public; 

•	 In conjunction with a publisher of educational ma-
terials and a company specialising in behavioural 
sciences, right holders have developed a concept to 
raise awareness among 12-16 year olds (“NudgeIP”)[6]. 
The campaign was very well received in schools 
(7,000 downloads of the programme). The Ministry 
therefore decided to fund a new campaign for 9-12 
year olds; 

•	 Right holders are also able to insert advertising 
messages on illegal sites to alert end users to the 
harmful consequences of their illegal actions.
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[7] http://rettighedsalliancen.dk/2017/02/08/retsafgoerelse-styrker-blokeringerne-af-de-ulovlige-tjenester-2/

In 2013, the Ministry set up the Dialogue Forum, to foster 
discussion between stakeholders within the framework 
of working groups. In May 2015, a declaration of intent 
was drawn up under the aegis of the Ministry of Culture 
(Code of conduct to promote lawful behaviour on the 
Internet); it was signed by Internet service providers, 
online advertisers, payment operators (including 
Mastercard), right holders, search engines (Google 
and Microsoft) and various professional organisations 
including IT-Branchen and Omnicom Media Group.  

Subsequent to this agreement, several working groups 
have been formed.

To date, two agreements have been concluded in the 
frame of these discussions: an agreement with Internet 
service providers to facilitate blocking, and an agreement 
with the online advertising industry that functions by 
reference to a list of unlawful services. 

JUDICIAL	BLOCKING	MEASURES

PROCEEDINGS BEFORE A JUDGE

Before a judge, right holders must demonstrate that the 
content available on the site belongs to them and that 
they have not directly or indirectly consented to it being 
shared. In principle, one offence is sufficient. However, 
right holders focus on sites that provide a substantial 
number of infringing works. Unlike the United Kingdom, 
Denmark does not have a predefined threshold to as-
certain the infringing nature of a website. 

Judicial blocking procedures last from two to three 
months, or three to six months including case prepa-
ration time. They may concern dozens of sites. Four to 
six blocking proceedings are initiated each year by the 
local anti-piracy association, each targeting between 
twenty and thirty sites. 

An agreement concluded in 2014 between right hol-
ders and the organisation representing Internet service 
providers has enabled the implementation of the 
following system: right holders take a single Internet 
service provider to court as part of court blocking 
proceedings (with regular rotation) in order to reduce 
legal costs. Blocking orders are then notified to 
the union of ISPs (Telecom Industry Association 
Denmark), which sends these on to other Internet 
service providers. Under the agreement, the latter must 
emplement a DNS block on the sites within seven days 
of notification, without having been involved in the 
procedure beforehand. Each party bears its own costs. 

The blocking measure implemented by Internet service 
providers is a DNS block.

UPDATING	OF	BLOCKING	MEASURES	

The 2014 agreement also allows Internet service 
providers to block mirror sites easily without having to 
go back to court, provided that the right holders can 
produce sufficient evidence. In practice, right holders 
use software that is supplied by a private company and 
is also used by the MPA, which analyses similarities 
between services and identifies workaround services, 
whilst also carrying out manual checks. In any event, 
the right holders guarantee Internet service providers 
against any disputes with mirror sites. 

Furthermore, courts have recently issued dynamic 
blocking orders enabling right holders to request the 
blocking not only of sites identified by their domain 
name, but also sites identified by their content, type or 
interface regardless of the domain name extension[7], 
thereby validating the code of conduct.
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In this context, the 2014 code was amended in 2020 to 
further facilitate and accelerate the blocking of worka-
round sites. Thus, whereas right holders previously 
had to contact the operator of the mirror site before 
requesting its blocking, this is no longer an obligation in 
the event that no contact address appears on the site. 
In exchange, right holders will continue to assume any 
risk associated with a possible overblocking. 

The agreement has also been adapted to allow blocking 
of local “.dk” domain names.These were previously 
excluded from the code because the right holders 
should in principle be able to obtain deactivation by 
the registrars – but it turned out that obtaining this 
deactivation was a complicated process. 

The union of Internet service providers publishes a 
list of sites that have been blocked in Denmark on its 
websites. However, this list is rarely consulted by the 
public at the current time.

THE SERVICES TARGETED

The blocking measures ordered in Denmark target 
different types of illegal sites and in particular: 

•	 In 2018, Denmark was the first country in Europe 
and one of the first countries in the world to 
obtain blocking measures against an illegal stream 
ripping site. The judge ruled that Convert2mp3 
violated the right to disseminate to the public and 
that Danish users of the site made illegal copies 
when they downloaded files from the site. Internet 
service providers were ordered to block the site 
Convert2mp3.net in July 2018[1]; more recently, 
the operator of the streaming site Yout.com opposed 
a blocking order

•	 The Danish court rejected all the arguments 
put forward by the operator and found that, by 
operating its service, the site was communicating 
works to the public and that the site played an es-
sential role in making the works available to a new 
audience[2]. The court also found that the fact that the 
site did not store any copies on its servers was irre-
levant, as the site provided a tool for users to access 
copyrighted works; 

•	 in June 2019, RettighedsAlliancen obtained the 
blocking of an aggregator of press articles reproducing 
these publications in full. 

[1] Frederiksberg Court, 4 July 2018, no. BS-8065/2018-FRB, 
http://www.hadopi.info/dj/news/ressources/BRFRB%20Kendelse%2004.07.18%20Convert2mp3%20EN%20(English%20Translation).pdf
[2] Hoalbeck Court, 12 March 2020, no. BS-25268/2019-HBK,
http://www.hadopi.info/dj/news/ressources/Kendelse%20af%20Holbaek%20byret%2012.3.2020%20(ENG)%20-%20Yout.com.pdf

Finally, it should be noted that in December 2019, 
when end users circumvented the blocking measures 
put in place by Internet service providers following a 
court order, RettighedsAlliancen approached one of 
the blocked sites (“OpenSubtitles”). It asked the site  
operators to implement geoblocking measures preven-
ting Danish IP addresses from accessing its service. 
Operators said they had voluntarily complied with 
this measure because the site was already blocked 
in Denmark.

 

FIGHTING PIRACY  
OF SPORTS CONTENT 

As for the unlawful streaming of live TV programmes, 
Danish right holders believe that it is vital to take 
action before it becomes even more widespread and 
the general public becomes accustomed to enjoying 
such services at a fraction of their normal cost. 
According to reports, the number of visitors to sites 
selling illegal access to pay-TV packages rose by 84% 
between January and December 2017. Likewise, visits 
to live streaming sites that allow users to watch sports 
content illegally increased by 28% in 2017. Therefore, 
the possibility of imposing IP blocks on these sites is 
being discussed.

In April 2019, the Spanish football league La Liga, in 
cooperation with RettighedsAlliancen, obtained in court 
the dynamic DNS blocking of nine illegal sporting events 
streaming services. However, the judge postponed 
the blocking of one of the sites, Rojadirecta, until later 
because it wanted to submit arguments in its defence. 
However, the judge granted the blocking of the service 
in September 2019.
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In this context, the 2014 code was amended in 2020 
to further facilitate and accelerate the blocking of 
workaround sites. Thus, whereas right holders previously 
had to contact the operator of the mirror site before 
requesting its blocking, this is no longer an obligation in 
the event that no contact address appears on the site. 
In exchange, right holders will continue to assume any 
risk associated with a possible overblocking. 

The agreement has also been adapted to allow blocking 
of local “.dk” domain names.

These were previously excluded from the code because 
the right holders should in principle be able to obtain 
deactivation by the registrars – but it turned out that 
obtaining this deactivation was a complicated process. 

The union of Internet service providers publishes a 
list of sites that have been blocked in Denmark on its 
websites. However, this list is rarely consulted by the 
public at the current time.

THE SERVICES TARGETED

The blocking measures ordered in Denmark target 
different types of illegal sites and in particular: 

•	 in  2018, Denmark was the first  country in 
Europe and one of the first countries in the world to 
obtain blocking measures against an illegal stream 
ripping site. The judge ruled that Convert2mp3 
violated the right to disseminate to the public and 
that Danish users of the site made illegal copies 
when they downloaded files from the site. Internet 
service providers were ordered to block the site 
Convert2mp3.net in July 2018[8]; more recently, 
the operator of the streaming site Yout.com opposed 
a blocking order. 

•	 The Danish court rejected all the arguments 
put forward by the operator and found that, by 
operating its service, the site was communicating with 
the public and that the site played an essential role 
in making the works available to a new audience[9]. 
The court also found that the fact that the site did 
not store any copies on its servers was irrelevant, 
as the site provided a tool for users to access 
copyrighted works; 

[8] Frederiksberg Court, 4 July 2018, no. BS-8065/2018-FRB, 
http://www.hadopi.info/dj/news/ressources/BRFRB%20Kendelse%2004.07.18%20Convert2mp3%20EN%20(English%20Translation).pdf
[9] Hoalbeck Court, 12 March 2020, no. BS-25268/2019-HBK,
http://www.hadopi.info/dj/news/ressources/Kendelse%20af%20Holbaek%20byret%2012.3.2020%20(ENG)%20-%20Yout.com.pdf

•	 in June 2019, RettighedsAlliancen obtained the 
blocking of an aggregator of press articles reproducing 
these publications in full. 

Finally, it should be noted that in December 2019, when 
end users circumvented the blocking measures put in 
place by Internet service providers following a court or-
der, RettighedsAlliancen approached one of the blocked 
sites (OpenSubtitles). It asked the site operators to 
implement geoblocking measures preventing Danish IP 
addresses from accessing its service. Operators said 
they had voluntarily complied this measure because 
the site was already blocked in Denmark.

 

FIGHTING PIRACY  
OF SPORTS CONTENT 

As for the unlawful streaming of live TV programmes, 
Danish right holders believe that it is vital to take 
action before it becomes even more widespread 
and the general public becomes accustomed to 
enjoying such services at a fraction of their normal cost. 
According to reports, the number of visitors to sites 
selling illegal access to pay-TV packages rose by 84% 
between January and December 2017. Likewise, visits 
to live streaming sites that allow users to watch sports 
content illegally increased by 28% in 2017. Therefore, 
the possibility of imposing IP blocks on these sites is 
being discussed. In April 2019, the Spanish football 
league La Liga, in cooperation with RettighedsAl-
liancen, obtained in court the dynamic DNS blocking 
of nine illegal sporting events streaming services.  

However, the judge postponed the blocking of one of 
the sites, Rojadirecta, until later because it wanted to 
submit arguments in its defence. However, the judge 
granted the blocking of the service in September 2019.
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[10] https://rettighedsalliancen.com/Codex/

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

The work carried out under the aegis of the Ministry of 
Culture, with the online advertising sector, culminated 
in 2017 in the so-called “AdCodex” initiative, in the 
context of which right holders and advertising players 
sought to collaborate.

However, the Codex blacklist was suspended in March 
2018 due to questions raised by the local authority in 
charge of personal data protection: the latter considered 
that RettighedsAlliancen, as a private sector body, 
could not legally maintain a list of illegal sites, since 
such a list would be deemed to contain personal data 
that is sensitive under Danish law, which may only be 
processed by public authorities. 

It was thus agreed upon to entrust the Ministry of 
Culture with the management of the list of sites and 
to include advertisers, payment services, etc. and to 

open the agreement to other interested stakeholders. 
A communication on the signing of the Codex was 
published in October 2020[10]. This was signed by actors 
from Danish media, advertising agencies and online 
payment players.

The list is drawn up pursuant to the confidential Co-
dex currently includes only services considered illegal 
under a dynamic judicial injunction and included around 
350 URLs at the end of 2020. However, the number of 
domain names targeted could subsequently be higher 
than that communicated to Internet service providers 
because only the most popular and therefore most 
harmful domain names are subject to blocking 
measures while all the domain names of a cluster of 
sites, and not only “headliners”, could eventually be 
included in the “Follow the money” scheme. Rettigheds 
Alliancen would ultimately like to be able to manage 
the list, probably following legislative reform. More 
sources could also be included for compiling the list, in 
particular data from the London Police (PIPCU) or MPA. 
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2020	KEY	FIGURES
DEMOGRAPHICS

102.3    POPULATION[1]

in millions 57.3 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

1.42    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 24     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

65.6 30 4.4

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

In Egypt, the fight against piracy mainly involves 
the courts. If infringement is found, criminal action 
may be taken and damages claimed through civil 
proceedings. 

Penalties for infringement are a minimum of one 
month in prison and a fine of between 5,000 and 
10,000 Egyptian pounds (278.6 to 557.2 euros). The 
small amount of the fine is criticised as being not 
much of a deterrent.

Judges specialising in intellectual property also hear 
civil cases within the court specialising in economics. 
 

Although site blocking measures can be ordered in 
the event of a threat to Egyptian national security, 
no site blocking measures exist to the best of our 
knowledge in the event of intellectual property 
infringement. 

Piracy of satellite TV channels is an major occur-
rence in Egypt. Irdeto, a Dutch company specialising 
in the security of audiovisual content, joined forces 
with the operator, Multichoice Africa Limited, to 
take action against a network that pirated video 
signals and sold illegal decoders and subscriptions 
that allowed more than 863,999 viewers to watch 
programmes of a number of international operators.

 EGYPT 
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2020	KEY	FIGURES
DEMOGRAPHICS

65.3    POPULATION[1]

in millions
83.3%     INTERNET PENETRATION RATE 

(2019)[2] 

ILLEGAL USES[3]

4.1    NUMBER OF VISITS TO ILLEGAL SERVICES in 
billions 75     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

52.3 37.3 10.4

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

The French anti-piracy system has been struc-
tured since 2009 around complementary tools 
implemented by a dedicated public authority, the 
Haute autorité pour la diffusion des œuvres et la 
protection des droits sur Internet (Hadopi) / High 
Authority for the dissemination of works and the 
protection of rights on the Internet, and a system 
enabling right holders in the cultural sector to 
obtain judicial blocking and delisting measures.  

Parliamentary discussions on a major reform of the 
anti-piracy system are currently underway.

In carrying out its duties, Hadopi publishes 
various studies, and detailed indicators and 
in-depth analysis on the uses of Internet users in 
France, based both on audience data provided 
by Médiamétrie and usage studies conducted on 
Internet users, so as to accurately measure these 
uses and their different components. These studies 
can be viewed on its website hadopi.fr. Note that 
some differences may appear between the figures  
published by Hadopi and those below proposed by 
MUSO due to different methodological approaches 
and levels of detail. 

 FRANCE 
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ACTIONS TARGETING END USERS

[4] https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000020735432/
[5] Article L. 336-3 of the French intellectual property code “The person holding a subscription to access online public communication 
services is obliged to ensure that this access is not used for the purposes of reproducing, representing, making available or communicating 
to the public works or subject matters protected by copyright or by a similar right without the authorisation of the right holders provided 
for in sections I and II when required. ”
[6] The obligation to secure one’s Internet connection was created by law no. 2006-961 of 1 August 2006 on copyright and related rights 
in the information society (known as the “DADVSI” law), which transposed Directive 2001/29/EC of 22 May 2001 on the harmonisation 
of certain aspects of copyright and related rights in the information society into French law, but it was only when the graduated response 
procedure was created that the legislature imposed a dedicated penalty in the event of a violation. 
The DADVSI bill already provided for sanctioning by a specific penalty acts of infringement committed by means of peer-to-peer exchange 
software. However, the provision was struck down by the Constitutional Council, which, in a decision of 27 July 2006, found that “re-
garding the infringement of copyright or related rights, persons who, for personal purposes, engage in the unauthorised reproduction or 
communication to the public of subject matters protected under these rights are placed in the same situation, whether they use peer-to-
peer exchange software or other online public communication services” (https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000000460053). 
Following the promulgation of the DADVSI law, the illegal sharing of protected works could therefore only be sanctioned on the basis of 
the offence of infringement (3 years imprisonment and a fine of €300,000).
Following this decision, in 2007 the Minister for Culture and Communication launched a mission to combat illegal downloading and the 
development of legal offers for musical, audiovisual and cinematographic works. This mission entrusted to Denis Olivennes resulted, on 23 
November 2007, in the conclusion of the so-called “Élysée” agreements between right holders, technical service providers and the public 
authorities, which intended “both to promote the legal offer of content on the Internet for the benefit of consumers and to implement, in 
accordance with individual freedoms, original measures to prevent piracy”. The public authorities, therefore, endeavoured to submit to 
Parliament a system of prior warnings and sanctions as a deterrence of intellectual property right infringements on digital networks by 
unauthorised sharing methods implemented through a dedicated public authority.
[7] Decree No. 2010-695 of 25 June 2010 instated a sanction for gross negligence to protect literary and artistic property on the Internet, 
creating Article R. 335-5-I of the intellectual property code. “Gross negligence, punishable by the fine provided for minor offences of the 
fifth class, is defined as the fact, without legitimate justification, that the person owning a connection to online public communications 
services, subject to the conditions provided for under paragraph II: 
(1) Failed to implement means to secure said connection; or 
(2) Failed to implement said means with due diligence. […]”

THE GRADUATED RESPONSE SYSTEM

THE GENESIS OF THE GRADUATED RESPONSE 

Law no. 2009-669 of 12 June 2009 promoting the 
dissemination and protection of creation on the 
Internet[4] (known as “Hadopi 1”) enabled the creation 
of the so-called graduated response system, the 
objective of which was to provide a penal response 
adapted to the phenomenon of massive piracy,  
at the time essentially limited to a given technology, 
peer-to-peer. The creation of this educational and 
deterrent system was based on the obligation of the 
holder of the Internet subscription to ensure that its 
connection is not used, by itself or by a third party, to 
download or make available on peer-to-peer networks 
works protected by copyright or related rights[5], now 
sanctioned by a dedicated penalty which is less onerous 
than the penalty for acts of infringement[6].

Hadopi is tasked with issuing warnings to Internet 
subscribers when cases are referred to it that are liable 
to constitute a breach of the obligation of all subscribers 
to ensure the lawful use of their Internet connection. 
The court judge may order sanctions for the offence 

of gross negligence[7] which punishes the failure of the 
subscription holder to secure his or her Internet access, 
when it has been used to illegally share works.

REGULATORY ADJUSTMENTS SUBSEQUENT TO 
THE CREATION OF THE SYSTEM

A single order to suspend Internet access was handed 
down in 2013 against a person who failed to appear 
before the court. The Internet suspension sanction 
was the focus of numerous criticisms against the ins-
titution and the graduated response system and this 
sanction was finally repealed by a decree of 8 June 
2013. Subscribers notified by Hadopi whose access 
continues to be used multiple times to commit acts of 
infringement therefore only incur a fine, imposed by a 
criminal court judge, of up to €1,500.

Following an action brought by an Internet service pro-
vider, the French Council of State ordered the State in 
2015 to compensate Internet service providers for the 
identification work carried out under the graduated 
response system and ordered it to publish a decree 
setting out the future conditions of this compensation. 
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IMPLEMENTATION OF THE GRADUATED RESPONSE SYSTEM  

DIAGRAM SHOWING GRADUATED RESPONSE  

Referral	to	Hadopi’s	Rights	
Protection	Commission	(CPD)

Verification of the 
documentation sent by the right 

holders.

CPD	review

1st	recommendation

2nd	recommendation

Notification	letter
Finding of gross 

negligence

Statement	on	alleged	offences 
by	right	holders
Drafting of a report by the right 
holders.

ISP
Request for identification of the 
Internet subscription holder.

Decision	 
to	refer	 
to	the	Public	 
Prosecutor
The CPD can decide to refer 
cases to the courts in the case 
of a failure of the educational 
phase of the graduated 
response.

In the event of new alleged offences arising 
within 12 months after the submission date 
of the second recommendation, sending 
an email and a letter delivered against 
signature, noting the gross negligence 
allegations established.  
 
This letter informs the subscriber the acts 
are subject to punishment by law.

In the event of new alleged offences 
arising within 6 months after the first 
recommendation, sending by email and by 
letter delivered against signature.

Sending a recommendation electronically 
(by email) within 2 months.

 Source: Hadopi

In practice, at the end of the educational phase of the 
proceedings, Hadopi (through a dedicated internal 
body, the Rights Protection Commission, composed of 
magistrates) decides whether to send cases involving 
repeat offences despite warnings to the competent 
public prosecutor, with a view to possible criminal 
prosecution.

The penalties issued by way of fines are typically 
between €50 and €1,000. These may or may not be 
suspended, depending on the personal circumstances 
of the offender and the facts arising from the hearing. 

The perpetrator of the offence may also be ordered 
to remedy the harm caused to the right holders at the 
origin of the referrals to Hadopi whose works have been 
shared. In such cases, the amount of the damages is 
generally in the order of €100 per work shared.

Almost 80% of legal action entails criminal proceedings 
that, in respect of subscription owners, culminate in 
the issuance of fines or alternatives to prosecution, the 
latter most often being a reminder.
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REINFORCEMENT OF THE GRADUATED  
RESPONSE SYSTEM

In a decision dated 20 May 2020[8], the Constitutional 
Council ruled on the compliance of certain provisions 
of the intellectual property code with the rights and 
freedoms guaranteed by the Constitution. It accordingly 
ruled compliant the legislative provisions allowing 
members of the Rights Protection Commission and 
sworn agents of Hadopi to obtain from electronic 
communications operators, the identity, postal address, 
email address and telephone contact details of the 
subscriber whose Internet access has been used 
to commit acts of infringement, recalling that this 
information, which is limited to identification data, 
is collected by sworn agents bound by professional 
secrecy and is necessary for the implementation of the 
graduated response procedure. However, the provisions 
which provided for the possibility for members 
of the Commission and its sworn agents to obtain  
“all documents, regardless of the medium, including 
the data stored and processed by the operators of 
electronic communications”, were struck down. In any 
case, they were not being used in practice.

With this declaration of compliance, the Constitutional 
Council validated the current operation of the graduated 
response procedure and the continuation of its imple-
mentation, in accordance with the right to privacy and 
to the protection of personal data.

ASSESSMENT OF THE GRADUATED RESPONSE  
AND AVENUES FOR REFORM

From the creation of Hadopi until the end of 2020, more 
than 13 million notices, for all phases, were sent to 
subscription holders in response to illegal downloads 
and for making content available through an Internet 
connection. Accordingly, in 2020, 11% of French people 
aged 15 and over received a recommendation, 80% 
of them being a first recommendation, 21% a second 
recommendation and 6% received a notification.

The impact on end users’ behaviour was significant: 
almost two-thirds (63%) of end users who received a 
recommendation said they had reduced their illegal 
consumption of digital cultural material and more than 
a third (34%) stated that they had turned to legal offer, 
following the issuance of this recommendation.

[8] Decision no. 2020-841 qpc of 20 May 2020: https://www.conseil-constitutionnel.fr/decision/2020/2020841QPC.htm

This corresponds to nearly 4 million French people 
who have apparently reduced their illegal consumption 
and more than 2 million who have apparently turned 
to legal offer following receipt of a recommendation 
from Hadopi.

The educational aspect of the procedure is essential 
and is bearing fruit to an appreciable degree. In more 
than 70% of cases, and at each stage of the procedure, 
no repeat offending was observed: out of 10 people 
notified, 7 took measures to avoid repeating acts of piracy. 

In the event of a continuation, characterised as 
negligence, recourse to the criminal component is still 
necessary. At the end of the third phase, Hadopi may 
refer the matter to the judiciary for a criminal sanction. 
Since the launch of the scheme in 2010, nearly 7,000 
cases have been sent by Hadopi to public prosecutors 
for criminal prosecution, resulting in a growing number 
of criminal responses of various kinds. In the context 
of discussions on the draft law on audiovisual 
communication and cultural sovereignty in the digital 
age initiated in 2019, as well as during more specific 
discussions aimed at strengthening the effectiveness 
of the graduated response procedure, the question of 
the introduction of a criminal settlement power for the 
benefit of Hadopi was raised. Such a power, according 
to its defenders, would be of a nature, by giving the 
criminal response a more certain character, to improve 
its deterrent effect and therefore to increase the scope 
of warnings sent to offending end users during the 
educational phase of the graduated response procedure.  

PROMOTING LEGAL OFFER

The legislature, in creating Hadopi, has been careful to 
ensure a fair balance between creators and users of the 
works, and aims, in parallel with its mission to combat 
piracy, to promote the development of a diversified and 
accessible cultural offer. 

The intellectual property code thus entrusts to Hadopi 
the role of “encouraging the development of legal offer”, 
under which it is responsible for granting a label for 
legal offer and publishing the list. The purpose of this 
initiative is twofold: firstly, to inform consumers who 
often struggle to determine whether an online offer and 
to direct them towards legal offers and, secondly, to 
develop offers that comply with copyright legislation.
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Over time, however, this label has proved unattractive 
with a drop in the number of applications. Its low 
attractiveness can be explained by the absence of a 
benefit for its allocation and due to the complexity of 
the labelling procedure, which provides that the plat-
form must itself initiate the process and accept the 
publication of its catalogue on Hadopi’s website for 
one month. Therefore, since 2013, the High Authority 
also lists offers considered as respecting intellectual 
property rights[9].

The elements observed for the purposes of the referencing 
process are, in particular, the number of publicly 
accessible notice and take down, the fact that the offer 
is listed as legal by other public bodies, the presence 
of legal disclaimers and general terms and conditions 
of sale that highlight respect for copyright, access to 
a secure payment system for paid offers, the absence 
of an environment that presents a risk (inappropriate 
advertising, malware, etc.), claims by websites as to 
their legality and the effectiveness of the notice and 
take down procedures.

As at 31 December 2020, Hadopi identified, through its 
legal offer portal, 423 legal sites and services divided 
into eight categories, corresponding to the different 
types of cultural goods.

Furthermore, since 2015, the French National Centre 
for Cinema and the Moving Image has also offered a 
search engine for audiovisual works[10]. 

Finally, since 2014, a service was set in place enabling 
end users to report any cultural work that cannot be 
found online. Hadopi responds by directing end users 
to legal sites or raising awareness among right holders 
of the unavailability of certain works.

This innovative approach by Hadopi was endorsed 
by the proposed reform, which sought to remove the 
label and to adopt a flexible approach to the regulator’s 
mission to promote legal offer, instructing the latter to 
take “any measures, in particular by adopting recom-
mendations, best practice guides, model clauses and 

[9] https://www.hadopi.fr/en/node/143
[10] https://www.cnc.fr/cinema/actualites/toute-loffre-legale-francaise-en-deux-clics_134335
[11] https://www.hadopi.fr/en/node/3634
[12] https://www.hadopi.fr/en/node/164
[13] https://www.hadopi.fr/en/node/166
[14] https://www.hadopi.fr/actualites/campagne-nationale-tous-de-bonnes-raisons-darreter-de-pirater

codes of conduct” and to implement “tools aimed at 
strengthening the visibility and listing of legal offer with 
the public”.

AWARENESS-RAISING	ACTIONS	

Hadopi has developed many tools to raise awareness 
among end users of responsible cultural practices: kit 
for professionals offering Internet access[11], fact sheets[12] 
and tutorial videos[13].

In particular, Hadopi has focused its awareness-raising 
efforts on young people with regard to recent studies 
on cultural practices of 8-14 year olds and the risks to 
this population. The steps taken by Hadopi are carried 
out in compliance with the French Education Code, 
which provides for the education of students in terms 
of copyright and the availability of legal offer.

With this in mind, since 2012 it has offered informa-
tion and awareness workshops for young people and 
the educational community. In 2018, Hadopi created 
educational modules for primary and secondary school 
students that were widely disseminated, in particular 
through classroom interventions carried out in colla-
boration with the association Génération Numérique. 
The design and distribution of these teaching modules, 
as future awareness-raising tools for school audiences, 
were the subject of the signing of an agreement in 2019 
between the Ministry of National Education and Hadopi. 

Since 2018, more than 400 interventions have helped 
raise awareness among approximately 12,500 students 
at all levels of school.

In December 2020, Hadopi, in partnership with the 
CNC, launched a communication campaign entitled 
“We all have good reasons to stop pirating”[14]. This 
campaign is aimed at the general public – particularly 
the youngest – and promotes the experience of users 
of legal offer platforms. In keeping with the practices 
observed by Hadopi, with a deliberately positive tone, 
it is supported by young video artists.
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In January 2021, the Commission nationale de l’infor-
matique et des libertés (CNIL), the Conseil supérieur de 
l’audiovisuel (CSA), the Defender of Rights and Hadopi 
created an educational kit, which brings together all 
the resources designed for educating digital citizens, 
for educators and parents who support young people 
in digital matters[15].

[15] https://hadopi.fr/ressources/kit-pedagogique-du-citoyen-numerique-retrouvez-toutes-les-ressources
[16] The request may come from "the holders of rights to the protected works and subject matters, their successors in title, collective 
management bodies governed by Title II of Book III or professional defence bodies referred to in Article L. 331-1" and the CNC.
[17] Paris District Court, 28 November 2013: http://www.hadopi.info/dj/news/ressources/2013.11.29 %20TGI %20Paris %2029 %20
novembre %202013.pdf
[18] Court of Cassation, 1st Civil Chamber, 6 July 2017: 
http://www.hadopi.info/dj/news/ressources/2017.07.06%20Ccass%206%20juillet%202017%20Allostreaming.pdf
[19] Paris Regional Court, 17 October 2019, RG No. 19/07748: 
http://www.hadopi.info/dj/news/ressources/2019.10.17%20TGI%20Paris%2017%20octobre%202019%20RG%2019.07748.pdf
[20] Paris Court of Justice, 17 December 2020, RG No. 20/10425.
[21] Paris District Court, 7 March 2019, RG No. 18/14194.

The reform project was intended to endorse Hadopi’s 
pro-active approach to awareness-raising, expressly 
entrusting the public authority with a “prevention and in-
formation mission for all audiences, particularly younger 
audiences, on the risks and consequences of pirating 
works protected by copyright and sports content”.

ACTIONS TO COMBAT ILLEGAL SERVICES 

JUDICIAL	MEASURES	FOR	BLOCKING	AND	 
DELISTING

THE CURRENT LEGISLATIVE SCHEME 

In 2009, the legislature created L. 336-2 of the intel-
lectual property code, which allows right holders to 
obtain in court “all measures necessary to prevent or 
put an end to an infringement of copyright […] against 
any person likely to remedy the same”[16]. 

On this basis, in November 2013[17], the domain names 
of a cluster of sites were blocked and delisted by search 
engines.

The court did not, however, allocate to intermediaries 
the cost of these measures, prompting audiovisual right 
holders to appeal the judgement on this point. They 
won on appeal, then in the court of cassation[18], and 
case law has since allocated the costs of termination 
measures to intermediaries. 

Although initially the actions were limited to sites within 
the same cluster, i.e. sites for which it could be assumed 
that they had the same administrators or mirror sites tar-
geted by the proceedings, they now embrace a plurality 
of sites (and their various avatars), grouped together 
for the purposes of the proceedings. In addition, they 

can not only target sites with links to content available 
via streaming and direct download, or those with 
peer-to-peer links, or more recently a cyberlocker[19].  

In 2020, audiovisual right holders obtained for the first 
time the blocking of illegal IPTV services[20]. 

On the merits, in order to find an infringement of 
copyright or a related right, the judge most often relies 
on various criteria including in particular: the number 
of monthly visits, the type of works present on the site 
(whether a film is currently in cinemas, online, etc.), 
the number of works accessible, the percentage of 
protected works and the procedures for accessing 
sites (following a search on the Google engine, for 
example). Demonstration of the massively infringing 
nature of acts on these sites and their exclusively 
infringing nature (formulated mainly by audiovisual right 
holders) is based on a probative sampling method in 
order to obtain a statistical approach to the percentage 
of illegal content on the site.

Another probative approach was developed by right 
holders in the publishing sector, who in particular 
highlighted the fact that most of their catalogue was 
made available by the sites for which they requested 
blocking[21]. 
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To apply injunctions issued by the courts within 15 days 
and for a period of 12 to 18 months – the most recent 
orders being valid for 18 months – Internet service 
providers implement DNS blocking measures. 

Injunctions against Internet service providers are not 
dynamic. They are limited only to the domain names 
or access paths identified in the claims of the right 
holders. However, it is possible to request an update 
before the interim relief judge for the remaining period[22]. 
New proceedings must be initiated at the end of the 
injunction to obtain the renewal of the block. A certain 
degree of dynamism has, however, been introduced 
by case law. First of all, the judge granted the request 
of Internet service providers demanding to be notified 
by right holders of blocked sites that have become 
inactive or that cease to be infringing for the duration 
of the blocking measures provided for in the injunction, 
in order to avoid unnecessary costs[23]. More recently, 
right holders have obtained the power to notify Internet 
service providers of unblocked sites that have resumed 
their illegal activity[24].

With regard to search engines, a decision of December 
2017[25] forced them to delist all the access paths to 
the disputed sites that it is able to identify technically 
and not only the access paths specifically referred to 
in the decision to be handed down. However, recent 
case law shows that blocking decisions are no longer 
aimed at search engines at the same time as Internet 
service providers. Requests for injunctions to delist 
sites are, where appropriate, made by right holders in 
the context of simplified procedures dedicated to this 
request alone.

ASSESSMENT	OF	BLOCKING	PROCEDURES	
AND THE REFORM PROJECT

Hadopi wished to analyse the impact of the rulings 
ordering blocking measures on access to the cluster 
of sites concerned and on the behaviour of end users 
who use them.

A study was thus carried out and, following the two 
court decisions of 14 December 2018 in proceedings 
initiated by audiovisual right holders relating to 
the blocking of 38 related domain names linked 
with 11 clusters of illegal sites[26], an analysis of the 
audiences for these sites was carried out on the basis of 
audience data provided by Médiamétrie NetRatings, 

[22] Paris District Court, 14 December 2018.
[23] Paris District Court, 14 December 2018, case no. 18/10597 and case no. 18/106.
[24] Paris Court of Justice, 18 December 2020, RG No. 20/10567.
[25] Paris District Court, 15 December 2017: 
http://www.hadopi.info/dj/news/ressources/2017.12.15%20TGI%20Paris%2015%20d%c3%a9cembre%202017.pdf
[26] https://cdn2.nextinctinpact.com/medias/voirfilm-libertyland-streamcomplet.pdf and https://cdn2.nextinctinpact.com/medias/tgi-pa-
ris-14-12-2018.pdf

over a period of three months, between December 2018 
and February 2019, as well as a measurement of the 
audience of the sites on which end users who visited 
the sites concerned by the court rulings were reported. 
This analysis was carried out on a consistent basis, 
i.e. by considering only the share of Internet users who 
visited illegal sites via domain names blocked pursuant 
to the court decision.

It first appears that the blocking measures on domain 
names result in a sharp decline in the audience of 
the clusters of the illegal sites concerned, with the 
audience share of the clusters of sites coming cumu-
latively from the 34 domain names studied fell from 
3.8 million unique visitors in December 2018 (before 
application of court decisions) to 1.2 million in February 
2019, down 68%. 

Their audience coming from these blocked domain 
names did not drop to zero: approximately 590,000 
web users continued to access the cluster through the 
blocked domain names between December 2018 and 
February 2019, by circumventing blocking measures 
(through the use of an alternative DNS, for example).  

In addition, 612,000 new Internet users were able to 
access clusters under the same conditions (through 
automatic redirections for example). 

But in the end, 84% of end users who visited one of 
the sites via one of the domain names blocked by the 
judgements no longer used it in February 2019.

However, although these 84% of end users no longer 
used these domain names, 57% continued to visit 
at least one other illegal site after the delisting and 
blocking measures. Of these, 22% continued to visit 
one of the clusters of sites affected by the judgements 
via another unblocked domain name. 

Finally, 37% of these end users who no longer used the 
blocked domain names visited a paid legal site, i.e. 1.2 
million end users. In particular, 7% of these end users 
have become new users of paid audiovisual legal offer, 
which they had never used.

Illegal blocking measures have real effectiveness, with 
the audience share of clusters of sites associated with 
blocked domain names having fallen drastically in 
the months following the decisions. Analysis of the 



76

shift in the audience shows, however, that although a 
proportion of their users then turn to legal offer, a 
larger proportion continue to use criminally though the 
use of illegal sites belonging to the clusters of sites 
covered by the court decision. It appears, therefore, 
that the effectiveness of blocking measures could be 
strengthened by the regular updating of blocking mea-
sures so that they target all the sites within the same 
cluster. 

It should also be noted that the time frames for obtaining  
blocking measures are still relatively long. In fact, 
an average of 97 working days elapse between the 
summons and the judge’s decision for rulings handed 
down since July 2017; 85.5 days for renewals of the 
blocking measures once the end of the initial injunction 
has expired and 33 days for the 3 petitions to update the 
blocking measures obtained in summary proceedings 
for the time remaining for the injunction. To this 
must be added the time needed to meet the bur-
den of evidence required to prove that the sites 
in question are illegal. In particular, audiovisual 
right holders notably prepare reports in order to 
characterise the illegal nature of the content on 
the various sites concerned and to demonstrate 
the massively infringing nature of the acts carried out 
on such sites and their exclusively infringing nature, 
based on a probative sampling method – developed 
by the Anti-Piracy Association (ALPA) – to obtain a 
statistical approximation of the percentage of illegal 
content on each site.

The draft reform therefore proposed strengthening the 
scope of the measures ordered by the judge against 
infringing sites in order to take into account the 
phenomenon known as “mirror sites”. The public 
authority would be granted the power, upon referral by 
the rights holders, to request the blocking or delisting 
of a site deemed illegal pursuant to an initial decision 
by a judge. In addition, the authority would have to 
draw up model agreements for stakeholders, for the 
purpose of dynamically executing the court decision. 

 FIGHTING PIRACY  
OF SPORTS CONTENT

Sports events organisers in France do not, under current 
law, have a sui generis legal procedure enabling them to 
obtain blocking measures likely to be able to intervene 
directly (during the streaming of a match) in order to 
effectively combat the piracy of their content. 

The draft reform provides for a specific blocking procedure 
in the French Sports Code, adapted to the specific 
problems of sports piracy. 

The system aims to enable the right holders concerned to:

•	 obtain, as part of a single procedure, the handing 
down of a dynamic decision making it possible to 
extend the effectiveness of measures to block or 
delist identified pirate sites or services on the day 
of the decision to other sites or services likely to 
appear during the competition, it being specified 
that the measures may be implemented according 
to a provisional timetable modelled on the official 
calendar for the competition;

•	 use a regulator acting as a trusted third party to 
facilitate the identification of pirate sites or services, 
in particular mirror services.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

Under the impetus of the Ministry of Culture and 
Communication, on 23 March 2015 advertising 
players signed a “best practices charter for copyright 
compliance”, which was followed by the launch of a 
committee to monitor best practices in online payment 
methods for compliance with copyright and related 
rights. 

The draft reform provides for the establishment, after 
an adversarial procedure, of a list of sites that 
seriously and repeatedly infringe copyright and 
related rights. This list is intended to secure self- 
regulatory actions by various intermediaries, such 
as payment agents and advertising agents, and 
likely to cut the funds of illegal services (so-called  
“Follow the money” approach). 
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 MAKING CONTEN- SHARING PLATFORMS ACCOUNTABLE 

[27] https://hadopi.fr/ressources/etudes/rapport-cspla-hadopi-cnc-vers-une-application-effective-du-droit-dauteur-sur-les
[28] https://www.hadopi.fr/ressources/etudes/rapport-cspla-hadopi-cnc-les-outils-de-reconnaissance-des-contenus

Following the adoption of Directive 2019/790 on 
copyright and related rights in the digital single market, 
Hadopi conducted jointly with the Superior Council of 
Literary and Artistic Property (CSPLA) and the CNC a 
mission aimed at drawing up an updated inventory of 
content recognition tools, some of which are already 
used by these platforms, to recognise the content of 
right holders, and block or monetise their access. 

The mission was entrusted with:

•	 evaluating the effectiveness and relevance of existing 
technical tools; this involves both assessing their 
performance by measuring their possible limits and 
their subtlety, by assessing the risk of unjustified 
content removal;

•	 making recommendations on the use of these 
technologies in the context of the Copyright Directive.

After nearly sixty hearings and more than 200 public 
figures having been heard by Hadopi teams, the CSPLA 
and the CNC, the report[27] on the mission conducted 
an in-depth assessment of the relevant technologies 
and existing recognition tools, on the basis of detailed 
technical tests. It concluded that they were effective, 
while highlighting possible areas for improvement and 
offering a forward-looking approach to the subject. 
Based on dozens of hearings conducted in France 
and abroad, as well as quantitative and qualitative 
opinion surveys, the report provides an overview of 
the perceptions and expectations of players, including 
users, right holders and platforms.

Finally, the report outlines the first steps for an 
ambitious and concerted implementation of Article 17. 
Although initially the subject of fulminating debates, 
Article 17 actually seems to remove the risk of wides-
pread filtering and instead aims to perpetuate and 
regulate a pre-existing situation by allowing enhanced 
protection of copyright, but also better consideration 
of the balance between protection and usage.

In line with this report, a new joint mission was launched 
in April 2020, in particular to inform the European 
Commission’s “guidelines” on this subject and the 
transposition of the copyright Directive in France. The 
report of this mission, published on 19 January 2021[28], 
emphasises the role that automatic content recognition 
tools already deployed on the most important platforms 
will play. It specifies the intervention procedures of these 
preventive tools that are essential to the protection 
of copyright and sets out the balance to be struck 
with the exceptions to this right and with freedom 
of expression, respect for which can and must be 
ensured without paralysing the operation of automatic 
tools. The report calls for a rigorous reading of the 
text of the Directive and gives the regulator the role of 
guaranteeing the balance to be struck between the 
rights of the various stakeholders: users, copyright 
holders and platforms. Only such a reading, which fully 
takes into account currently available technological 
tools, will enable the Directive to produce all its effects, 
making legal content more widely available for the 
benefit of everyone. 

The proposals presented from part of this approach 
by developing the transparency of practices and the 
responsibility of all stakeholders: inclusion in the law of 
the benefit of exceptions, rapid and effective processing 
of disputes, definition of the role of the regulator, 
transparency of the algorithms implemented by 
platforms and the rules for managing rights applied, 
fine-tuning of the implementation of the Directive in the 
various areas, including images and written content, etc.

Furthermore, on 3 December 2020, a law was adopted 
enabling the Government to transpose by order various 
Directives, in particular the Directive on copyright and 
related rights in the digital single market.
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2020	KEY	FIGURES
DEMOGRAPHICS

83.8    POPULATION[1]

in millions 88.1 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2.9    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 39     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

68.4 28.7 2.9

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

Germany has a specific warning system for end 
users illegally sharing works on peer-to-peer 

networks and has progressively committed to the 
fight against infringing services.

ACTIONS TARGETING END USERS

COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

Germany has developed a compensation-based 
approach to  on l ine  p i racy,  cent red  on  the 
amicable resolution of civil law disputes between 
end users and right holders. Right holders may 
take civil action before a judge against end users 
identified as having committed online negligence.  

As an alternative (and prior) to litigation, right holders 
offer to end users to settle their dispute through 
recourse to an amicable dispute resolution procedure. 

However, it is important to point out that for some years 
now, right holders, particularly in the field of the music 

industry, have turned more towards civil and criminal 
actions against illegal sites but also blocking measures 
against technical intermediaries.

However, the number of formal notices sent is still 
relatively low compared to the magnitude of piracy. 
The German press has reported that approximately 
109,000 letters are sent per year, and a total of €90.3 
million are collected through amicable settlements. 
Claims for  a work such as a fi lm amount to 
approximately €700 (including all costs).

The risk of substantial fines under this system seems 
nevertheless to be rather dissuasive considering the 
low occurrence of peer-to-peer file sharing in Germany.

 GERMANY  
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However, identifying and contacting end users involves 
numerous steps and relatively high procedural costs 
for German right holders.

To monitor peer-to-peer networks, German right holders 
instruct dedicated vendors to collect the IP addresses 
of end users who make works available on peer-to-
peer networks. 

In accordance with personal data protection legislation, 
Internet service providers must petition the court to 
identify offending end users via their IP address. The 
legal fees for obtaining such identification are set by 
the court itself and, on average, amount to €200 per 
request or per work. In addition to these fees, right 
holders must pay the Internet service providers €35 
for every ten IP addresses submitted for identification. 
Specialised lawyers then draft letters of formal notice 
and send them to the end users identified, to demand 
payment of a sum of money to avoid being taken to 
court. 

If the end user does not agree to an amicable 
settlement, it is up to the right holder to bring 
legal proceedings against him or her. Therefore, it 
is random whether the sum specified in the letter 
of formal notice will be paid. In 2013, according 
to the German press, only 15% of end users who 
received such letters actually settled the amount due.  

Lastly, according to data, only a few hundred lawsuits 
are filed each year against end users who fail to comply 
with a letter of formal notice.

THE CONTENT OF FORMAL NOTICES  
IS GOVERNED BY LAW

Such procedures are governed by law to provide 
stronger guarantees. 

From a formal standpoint, the letter of formal notice 
must contain, under penalty of nullity[4]: the name of the 
right holder, the nature of the right infringed, details of 
the amounts being claimed (distinguishing the various 
fees and damages), and the commitments that the right 
holder expects from the end user (for example to cease 
sharing the work specified in the letter).

From a financial perspective, the formal notice system 
governs the amount of money that can be claimed 
from end users.

[4] Article 97a (2) of the German Copyright and Related Rights Act, as amended by the Law of 1 October 2013.
[5] Federal Court of Justice, 8 January 2014, I ZR 169/12.
[6]  Federal Court of Justice, 30 March 2017, I ZR 19/16.

•	 the amount of damages that can be claimed is subject 
to a principle of proportionality, which courts apply 
according to the works in question (for example, 
Germany’s Federal Court has, in the past, awarded 
€200 for a music album);

•	 the amount of procedural costs and lawyer's fees 
that can be charged to the end user is capped by 
law at €500.

ESTABLISHED CASE LAW SPECIFIES THE 
SCOPE OF THIS SYSTEM AND POSSIBLE 
GROUNDS	FOR	EXEMPTING	END	USERS	FROM	
LIABILITY

One question raised by this system is whether Internet 
subscribers should be held liable where it appears that 
they did not commit the unlawful acts themselves. 

According to case law, the Internet subscriber is 
presumed to have committed the infringement reported 
by the right holders[5]. However, it would appear that 
German case law does not require subscribers to 
exercise a duty of care regarding the security of their 
Internet connection or its use by third parties.

Thus, German courts may rule out the subscriber’s 
liability if he or she is able to prove that someone else 
was using the Internet connection when the said offence 
was committed. In the event that the Internet connection 
was knowingly made available to third parties at the 
time of the offence, the owner of the connection mus 
 - to exonerate themselves of responsibility - identify the 
persons who had independent access to their Internet 
connection and are therefore likely to have committed 
the alleged copyright infringement. 

Regarding	the	use	of	an	Internet	connection	for	
illegal	purposes	by	a	minor	child	of	the	subscriber, 
on 3 April 2019, the Federal Court ruled, following a 
first instance decision and an appeal decision in 2017[6] 
in a similar sense, that the fundamental right to privacy, 
protected in particular by Article 6 in German constitu-
tional law, must not prevent the Internet access owner 
from disclosing which family member had committed 
the copyright infringement. Therefore, in the absence 
of disclosure, the owner of the subscription must be 
considered liable for the offence when he knows which 
of his minor children had illegally shared works but 
refused to identify it. 
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However, parents may be exonerated if they can prove 
that they have taken steps to secure their Internet 
connection and educate their children in this regard[7]. 
Conversely, one court held a father liable for the actions 
of his minor child, as he had not adequately educated 
his child about sharing works illegally online[8]. 

Regarding	the	unlawful	use	of	an	Internet	connection 
by	adult	members	of	a	subscriber's	household,	
the German Federal Court ruled that the subscriber was 
not required to provide further details on the offender, 
considering Article 7 of the Charter of Fundamental 
Rights of the European Union on respect for private 
and family life, and the respective provisions of German 
constitutional law. The subscriber may be exonerated 
from responsibility after establishing that he or she 
could not have committed the infringement, without 
having to identify and report the household member 
responsible. The subscriber could not be required to 
monitor the activities of other household members to 
obtain this information[9].

The CJEU, having been petitioned for a preliminary 
ruling,[10], adjudged on 18 October 2018[11] that German 
legislation, as interpreted by the German Federal Court, 
does not strike a fair balance between the fundamental 
rights in question, namely intellectual property rights, 
the right to an effective remedy, and the right to respect 
for one's private and family life. The Court ruled that the 
case law of the Federal Court is contrary to European 
Union law in that it deprives right holders of the right to 
an effective remedy. Consequently, subscribers must 
be held liable if they are unable or unwilling to exone-
rate themselves by proving that another adult member 
of the household committed the act of infringement. 
The Court stressed that it would be a different matter 
if, “for the purposes of preventing what was regarded 
as an unacceptable interference with family life”, na-
tional legislation provided right holders with “another 
effective remedy, allowing them, in particular, in such a 
situation, to have the owner of the Internet connection 
in question held liable in tort”. 

[7]  Federal Court of Justice, 15 November 2012, I ZR 74/12.
[8] The Court of Leipzig, 30 January 2017, 104 C 7366/16.
[9] Federal Court of Justice, 18 May 2017, I ZR 154/15.
[10] Request for a preliminary ruling by Landgericht München I (Germany) on 24 March 2017 – Bastei Lübbe GmbH & Co. KG / Michael 
Strotzer (Case C-149/17): 
http://curia.europa.eu/juris/document/document.jsf?text=&docid=192289&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&-
cid=2734
The German court asked the CJEU whether the fact that the “owner of an Internet connection used for copyright infringements through 
file-sharing” may be excluded from liability “if the owner of that Internet connection can name at least one family member who, besides him 
or her, might have had access to that Internet connection, without providing further details, established through appropriate investigations, 
as to when and how the Internet was used by that family member” is compatible with European Union law and, in particular, with the provi-
sions relating to the necessity of implementing effective and persuasive sanctions to ensure the enforcement of intellectual property rights.
[11] http://curia.europa.eu/juris/document/document.jsf?text=&docid=206891&pageIndex=0&doclang=fr&mode=req&dir=&occ=first&part=1
[12] CJEU, 15 September 2016, C-484/14 Tobias McFadden v Sony Music Entertainment Germany GmbH.
[13]  Directive 2000/31/EC of the European Parliament and of the Council of June 8, 2000 on certain legal aspects of information society 
services, and in particular electronic commerce, in the internal market.

THE SITUATION OF BUSINESSES OFFERING 
GUEST	ACCESSORY	WI-FI	ACCESS	TO	
THEIR CUSTOMERS 
New Wi-Fi legislation came into force on 13 October 
2017, amending the Telemedia Act. It follows the 
so-called “McFadden” ruling by the CJEU on 15 
September 2016[12].

In this case, the Court ruled that the “e-commerce 
Directive”[13], which affords safe harbour protection 
to technical intermediaries providing access to the 
Internet, also applies to businesses that offer guest 
Wi-Fi access to their customers.

German right holders could no longer - under ordinary law 
and within the framework of the compensation system 
- directly hold Wi-Fi access providers responsible for 
infringements committed by their customers on peer-
to-peer networks.  

However, the Court of Justice pointed out that such 
businesses were not exempt from all obligations and 
could be ordered to secure their network and to refrain, 
in future, from allowing third parties to infringe protected 
works via their Internet connection. The new German 
law therefore takes this ruling into consideration, with 
the aim of promoting the development of Wi-Fi hotspots 
in Germany, which, according to the press, may have 
been hindered by the concerns of businesses about 
having to compensate right holders and/or secure their 
network with a password. 

The new law shelters Wi-Fi access providers from 
liability for acts of infringement committed by their 
users. 
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It also exempts them from the obligation of securing 
their network by means of a password and user 
name. In the explanatory statement submitted to the 
European Commission, the Government noted that 
such a system - with the lifting of anonymity it implies 
- would involve the collection of personal data, thus 
creating additional legal obligations and therefore costs 
that some businesses could not meet. They may the-
refore be held liable on a subsidiary basis only, if the 
right holder has previously failed in his or her action 
against the actual infringer or the hosting provider (more 
closely connected with the offence).

The text specifies that businesses may implement 
security measures on a voluntary basis, such as port 
filtering to prevent access to peer-to-peer networks 
or website blocking measures. The possibility of a 

blacklist system has been raised by the Government 
(for example, a list of German websites that pose a 
danger to young people, which could be loaded onto 
the router for filtering). 

PROMOTING LEGAL OFFER

Private initiatives are being developed to make legal 
offer more visible. The music union has used a label 
(PlayFair) granted to websites considered as legal. 
Right holders in the audiovisual sector have created 
a portal (was-ist-vod.de) listing platforms that offer 
legal services.

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST OPERATORS OF 
ILLEGAL SERVICES 

Until it declared itself bankrupt, criminal actions were, 
in particular, taken by the Gesellschaft zur Verfolgung 
von Urheberrechtsverletzungen e.V. (GVU) an asso-
ciation of right holders from various sectors (cinema, 
some TV channels, including some sports channels, 
video games, collective management and publishing, 
books) but excluding the music industry, was tasked 
with undertaking criminal proceedings on behalf of its 
members, with a view to shutting down sites aimed 
specifically at the German public.

Following the criminal action brought by GVU at the end 
of 2019, the German authorities closed down Share- 
online.biz, the largest cyberlocker site in Germany.

MUSIC	RIGHT	HOLDERS’	ACTIONS	AGAINST	 
ILLEGAL STREAM RIPPING SITES

Sony Music lodged proceedings against the service 
MusicMonster.fm before the Munich Regional Court. 
This service enabled its users to create lists of the 
songs they would like to have a copy of. It then scanned 
online radio stations and, when it found one of the 
songs chosen by a user, it copied it and invited the 
user to download it in MP3 format. MusicMonster.fm 
claimed that its actions were legitimate arguing that 
its users were not liable to pay royalties as the radio 
stations had paid their licence fees and therefore the 
private copying exception applied. In September 2017, 
the Court ruled that the stream-ripping service could not 
invoke the private copying exception. On 22 November 
2018, the Higher Regional Court of Munich confirmed 
the first instance decision. 
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On 17 January 2019, the Hamburg Regional High Court 
ruled that the ZeeZee service, which offers a service 
similar to that of MusicMonster.fm, is also unlawful[14]. 
The High Court added that, in the automated system 
set up by ZeeZee, the user is not the one making the 
copy, but ZeeZee itself. Therefore, the exception of 
private copying cannot apply, as was also the case 
for MusicMonster.fm.

In June 2019, the site Convert2MP3, following legal 
action by representatives of the music industry, entered 
into an agreement requiring it to close, transfer its 
domain name to IFPI and pay damages to the right 
holders. 

ACTION AGAINST A HOSTING PROVIDER FOR 
NEWSGROUPS

In June 2018, in a procedure initiated by GEMA (the 
German equivalent of SACEM), the Court of Hamburg 
ruled that a newsgroups host could be held liable for 
offences committed by its users.[15].

JUDICIAL	BLOCKING	MEASURES	

It has long been the case that court action by German 
right holders has not been attempted directly against 
websites themselves (and their founders), invoking 
their liability. In the area of copyright protection (unlike 
child pornography prevention for example), German law 
didn’t provide for simplified procedures that involve 
intermediaries irrespective of their liability, or which 
can be implemented without first exhausting all other 
remedies – as provided for by Article 8.3 of the Direc-
tive of 22 May 2001 on the harmonisation of certain 

[14] Hamburg Regional High Court, 17 January 2019, no. 5 U 18/17.
[15] Court of Hamburg, 22 June 2018.
[16] Federal Court of Justice, 26 November 2015, I ZR 174/12.
[17] Telemedia Act: “7 (4) If a remote media service has been used by a user to infringe the intellectual property rights of another person 
and if the holder of such right has no other remedy against the infringement of his right, the holder of the right may then require the service 
provider concerned in accordance with Article 8, paragraph 3, to block the use of the information in order to avoid a repeat of the infrin-
gement. Blocking must be reasonable and proportionate. There is no right against the service provider to reimbursement of pre-litigation 
and extra-judicial costs incurred for the claim and enforcement of the right according to sentence 1, except in the cases referred to in 
Article 8, paragraph 1, sentence 3. ”
[18] Federal Court of Justice, 26 July 2018, I ZR 64/17.
http://www.hadopi.info/dj/news/ressources/26%20july%202018%20Dead%20Island%20BGH.pdf
[19] The Court of Munich, 07 June 2019, 37 O 2516/18.
http://www.hadopi.info/dj/news/ressources/20190607 Regional Court of Munich - Goldesel - website blocking (English version).pdf

aspects of copyright and related rights in the 
information society. Therefore, Internet service 
providers rarely received website blocking requests, 
as such requests are very difficult to implement 
according to German legal tradition. The Goldesel 
decision handed down in 2015 by the German 
Federal Court[16] has, however, established that the 
blocking of sites is possible pursuant to the principles 
of German liability law and pursuant to Article 8.3 
of the European Copyright Directive. In light of this 
change, the Government has also amended the 
aforementioned Telemedia Act, which now includes 
a legal basis for blocking[17]. Although in principle the 
law only applies to operators of Wi-Fi networks, in 
a decision on 26 July 2018[18], the German Federal 
Court of Justice confirmed that the Telemedia 
law made it possible to request the blocking of 
disputed sites by Wi-Fi service providers, which was 
in accordance with European law. This is also what the 
Munich court found in a decision of 7 June 2019[19].

It thus appears that the current law and case law 
are very close to Article 8.3 of the 2001 Directive but 
that the principle of subsidiarity always limits these 
actions because it is always required that right holders 
have brought direct actions against site operators and 
hosting providers. Only if these direct attempts fail can 
they ask for website blocking.

In this context, however, the operator Vodafone blocked 
a link-sharing site in March 2019 at the request of 
GEMA (German equivalent of SACEM). Vodafone 
considered that it was subject to a subsidiary obligation 
to block sites once GEMA had notified it of the illegality 
of the service. 
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[20] Sarrebruck Superior Court, 19 December 2018, no. 1 U 128/1, 
http://www.hadopi.info/dj/news/ressources/Judgement%20of%20the%20Higher%20Regional%20Court%20of%20Saarbr%c3%bc-
cken_Registrar%20Key%20Syst....pdf
[21] Cologne Court, 30 January 2020, no. 140 171/19, 
http://www.hadopi.info/dj/news/ressources/20200316%20Cloudflare%20judgment%20Cologne%20first%20instance%20ENGLISH_re-
dacted.pdf
[22] Court of Hamburg, 22 March 2017.
[23] Court of Hamburg, 11 July 2016.

INVOLVING REGISTRARS 

In a decision dated 19 December 2018, the Sarrebruck 
Superior Court ruled, in the context of proceedings 
brought by music right holders, that a registrar could 
be held liable for offences committed by an infringing 
site if it did not suspend its domain name even though 
it has received a notice informing it of the manifestly 
unlawful nature of this site[20]. 

INVOLVING CONTENT DELIVERY 
NETWORKS

In a decision of 30 January 2020[21], in the context 
of proceedings brought by music right holders, the 
Cologne court, on the other hand, considered that 
a content delivery network provider (in this case 
Cloudflare) could be held liable if it did not take 
measures against the illegal site in question. The court 
thus ordered that it cease to facilitate access to the 
protected content referred to in the proceedings by 
blocking access to this site under penalty of having 
to pay a fine of up to €250,000 per offence or, 
alternatively, Cloudflare's chief executive could serve 
up to six months in prison. It must also provide to the 
requesting party information on the name and address 
of the operators of the service in question. This decision 
was upheld on appeal in October 2020.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS 

German right holders have initiated proceedings against 
online payment operators with a view to identifying 
and prosecuting counterfeiters. On 22 March 2017, 
the Court of Hamburg[22] ruled that online payment 
operator PayPal must disclose the identity of (i) the 
administrators of illegal websites financed through 
PayPal transactions and (ii) the customers of illegal 
websites who purchase items protected by intellectual 
property rights, and the administrators of these sites. 

In 2016, a German court also ordered PayPal to 
disclose the identity of an account holder who was 
selling counterfeit products online[23]. 
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2020	KEY	FIGURES
DEMOGRAPHICS

10.4    POPULATION[1]

in millions 75.67 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

0.51    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 65     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

65.7 16.6 17.7

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://copyrightschool.gr/index.php/en/

Greece recently introduced a notice and take down 
procedure that could result in an administrative 
blocking order (inspired in particular by the system 
established in Italy).

Measures aimed at end users are still, with the law 
expressly stating that the anti-piracy system is not 
applicable to offences committed by end users, 
regardless of the technology used to share or view 
works. 

ACTIONS TARGETING END USERS

AWARENESS-RAISING	ACTIONS		

With regard to awareness-raising initiatives, the Hellenic 
Copyright Organisation (OPI) has over time developed 
a global strategy on copyright and education through 
the implementation of educational programmes 
aimed at primary and secondary education teachers and 
students. With regard to primary education, the actions 
carried out have received the support of the European 
Union, while the programme has also received (and still 
receives on an annual basis) the support of the Ministry 
of Education. A dedicated website has been created[4]. 

The most recent initiative in this area concerns 
the implementation of the European Union-funded 
programme “Educating Youth and Secondary Teachers 
in Copyright in Greece and Cyprus”. This programme 
was selected for funding by the EUIPO and is being 
conducted with Cyprus. It provides for various actions 
including, among others, the production of informative 
and educational copyright material for youth and se-
condary school  students, and the organisation of 
educational seminars for secondary school teachers.

 GREECE 
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PROMOTING LEGAL OFFER

In August 2019, the OPI set up a portal that lists 
platforms legally offering online cultural and sports 
content, as part of the European project Agorateka.[5] 
In the future, the OPI plans to redirect users to this 
portal in the event of a blocking measure against a site

[5] https://thelegalbay.gr/en/home/
[6] Law no. 4481 (OFFICIAL Government GAZETTE A 100/ 20.7.2017) Collective management of copyright and related rights, multi-ter-
ritorial licensing in musical works for online use and other issues falling within the scope of the Ministry of Culture and Sport, Article 52.

.

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

A criminal ruling was handed down by the Komotini 
Court of Appeal in November 2019. It has been widely 
publicised as it is the first time a criminal sanction has 
been imposed on an operator of infringing sites. The 
operator was convicted of commercial counterfeiting 
and sentenced to five year in prison. 

In September 2019, a very large IPTV piracy network 
was dismantled. As part of the police action, the 
providers of Xtream Codes, a software programme 
apparently used by more than 90 percent of illegal IPTV 
providers, have been arrested. This software, which 
made it possible to manage customer accounts and 
generate individual M3U playlists for them, was used 
by a very large number of illegal IPTV offer resellers. 
As a result of this police operation, a temporary 50% 
reduction in overall illegal IPTV traffic was observed. 
This operation saw the intervention of Eurojust and 
involved the police services in Italy (the country where 
the investigation began), Bulgaria, Greece, the Nether-
lands, Germany and France. 

ADMINISTRATIVE	BLOCKING	MEASURES	

In 2017[6], a legislative reform introduced an administrative 
blocking process for illegal sites entrusted to the Hellenic 
Copyright Organisation (O.PI.). This procedure was 
put in place to compensate for the absence of legal 
proceedings favourable to right holders.

The legal basis for administrative blocking results 
from the transposition into national law of the so-called 
“e-commerce” Directive, which provides for the possibility 
of blocking being implemented by a public authority. 

In accordance with this provision, the new adminis-
trative blocking mechanism is covered by special 
copyright legislation. The public authority is involved 
from the notice and takedown stage, and may 
ultimately issue a blocking order against Internet 
service providers. 

It is the OPI Committee for the Notification of Copyright 
and Related Rights Infringement that handles proce-
dures relating to the new system. The committee has 
three constituent members appointed for three years, 
each of whom has an alternate: 

•	 the Chairman of the OPI (who chairs the committee); 

•	 a representative of the Hellenic Telecommunications 
and Post Commission (Committee Secretary),

•	 a representative of the Hellenic Data Protection 
Authority.

Right holders (including collective management 
organisations, and professional bodies) may refer matters 
to the committee after unsuccessfully filing a take 
down notice. To do this, they must submit a standard 
application form provided by the OPI, along with all 
the additional documents required by the committee. 
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The procedure before the committee ends automatically 
if legal proceedings are initiated on the same subject. 

Within ten working days of receiving the referral, the 
committee examines its admissibility. The referral may 
be deemed inadmissible if it does not comply with the 
necessary formalities, if there is ongoing litigation, or 
if a final ruling has been made.

Where the referral is considered admissible, the 
committee contacts the administrators and/or owners of 
the services concerned. Where possible, the committee 
may also notify the hosting providers and, if the site is 
hosted abroad, the Greek Internet service providers.

The following information is included in the notification: 

•	 a description of the disputed content;

•	 the legal provisions that have been breached; 

•	 a summary of the facts and evidence attached to 
the referral;

•	 a statement of the adversarial principle, inviting the 
contentious service to produce - within five days 
- any relevant evidence that no offence has been 
committed;

•	 the conditions under which the procedure may be 
terminated by the removal of the disputed content or 
by the conclusion of voluntary agreements between 
the parties.

After the end of the objection period and in any event 
within 40 to 60 days of receiving the referral[7], the 
committee must make its decision and notify the 
stakeholders. The committee may rule that no offence 
has been committed. Otherwise:

•	 where the service is hosted in Greece, it may order 
the hosting provider to remove works in the event 
of isolated offences, or to stop hosting the website 
if it finds that massive infringement has occurred;

•	 where the service is hosted outside Greece, it may 
order Internet service providers to block access, 
using the most appropriate and effective method. 

In any case, the duration of the IP or DNS block is 
specified by the committee. 

[7] Note : each of the aforementioned deadlines can be extended twofold.
[8] https://www.opi.gr/index.php/en/committee/request-committee
[9] https://www.opi.gr/en/current-affairs1/news/9379-07-11-2018-decisions-of-the-committee-for-the-notification-of-copyright-and-re-
lated-rights-infringement-on-the-Internet
[10] https://opi.gr/images/epitropi/edppi_list_v5.pdf

Addressees of the decision must comply with the 
obligation to remove or block access to the content within 
three working days of notification of the committee’s 
decision. Should they fail to comply, the committee may 
fine them between €500 and €1,000 per day, depending 
on the seriousness and recurrence of the offence. 

The decision may be appealed before the adminis-
trative courts.

Blocking costs are in principle borne by the Internet 
service providers[8]. However, right holders pay the 
OPI for costs relating to administrative blocking 
decisions, according to the number of domain names 
to be blocked (from 1 to 50). The OPI considers that the 
costs payable by the right holders to initiate a procedure 
are for each domain name whose block is requested 
and not for each offer. Thus, when a referral including 
a main site and its various mirror sites is requested, 
costs are calculated according to the number of domain 
names targeted. 

The committee started its activities in September 2018 
and its decisions are published on its website[9]. Right 
holders in various sectors (books, audiovisual, music) 
have made blocking requests to the OPI. The list of 
blocked sites is published on the OPI website[10].

UPDATING	OF	ADMINISTRATIVE	BLOCKING	
MEASURES 

The pitfall of the Greek system is that it did not provide 
for a specific procedure for mirror sites, meaning that 
right holders must once again refer the matter to the IPO 
in the same way as for the initial request for blocking. 
Pending an amendment, right holders have rapidly 
limited the initiation of new proceedings.

A July 2020 law allowed the committee to order 
any measure to prevent or stop an infringement 
of copyright or a related right. From now on, if 
following the adoption and execution of one or 
several decisions, the infringement persists, the affected 
right holder may submit an application to the IPO to 
request the issuance of a new decision, without paying 
additional costs. 

In this case, the committee informs the administrators 
of services by notifying them of the application by any 
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method and invites them to submit any observations 
within five days. The committee then issues its decision 
within ten days following the aforementioned deadline. 

As a result of this amendment, a collective management 
body administering rights to audiovisual works filed 
two applications before the committee alleging 
circumvention of its decisions. Two decisions were 
issued following this reform in 2020. 

FIGHTING PIRACY  
OF SPORTS CONTENT

The Greek legislature introduced in December 2020 the 
possibility for right holders to request blocking orders 
directly to prevent unauthorised online retransmission 
of cultural and sporting events. 

The preconditions that must be cumulatively met for 
the initiation of this procedure are as follows: 

•	 a violation of the copyright or related rights of large-
scale television channels must be imminent on the 
Internet concerning – according to the relevant 
wording – events addressed to national or interna-
tional television audiences that will be transmitted 
at the same time as they are to take place; 

•	 in addition, such a breach must take place by means 
of certain URLs, IP addresses or domain names 
that support or more specifically allow the content 
to be viewed;

•	 and there must be an emergency to prevent immediate, 
serious and imminent risk or irreparable harm to the 
public interest or the right holder. 

If the above-mentioned prerequisites are fulfilled, the 
authority is empowered to make a temporary blocking 
decision limited to the duration of the event. 

To this end, right holders must submit their application 
at least fifteen days before the planned transmission 
of the event, although they can update this request up 
until the committee issues its decision, including the 
list of services to be blocked.

The decision orders Internet service providers to block 
access to unlawful content within six to twelve hours 
of notification of the decision. The decision of the 
committee must be made no later than twenty-four 
hours before the transmission of the indicated event 
and must be notified within this period, by email, to the 
applicant, as well as to the Internet service providers 
and the telecommunications regulator. 

At the end of this period, the decision is also notified 
to the operators of the services concerned, who may 
appeal this decision before the Athens Administrative 
Appeal Court within ten days from notification. In 
the event that an appeal is not lodged or is rejected, 
the decision ordering the blocking may no longer be 
challenged. 

It is also provided, if it turns out that the prior conditions 
provided for by law have not been fulfilled, that the 
applicant must compensate the operator sites unduly 
targeted by a blocking measure. In this respect, the 
law provides that the amount of such compensation 
is determined according to the circumstances of each 
case, also taking into account the reasonable behaviour 
or, otherwise, the fault of the right holder. 

A decree has yet to specify the scope of this procedure.
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2020	KEY	FIGURES
DEMOGRAPHICS

1,380    POPULATION[1]

in millions 20.1 %     INTERNET PENETRATION RATE 
(2018)[2] 

ILLEGAL USES[3]

5.4    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 20     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

46.6 38.9 14.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] The “Badvertising Report” produced by Verisite reveals that piracy using mobile applications is also on the rise in India.
[5] KPMG LAIFC FICCI Report: The ‘Digital First’ journey: 
http://www.laindiafilmcouncil.org/og-content/uploads/documents/1507100573The %20Digital %20First %20journey_Print.pdf
[6] https://iipa.org/files/uploads/2018/02/2018SPEC301INDIA.pdf
[7] Press release “Cabinet approves National Intellectual Property Rights Policy” 13 May 2016, http://www.pib.nic.in/newsite/PrintRelease.
aspx?relid=145338 - Link to campaign video: https://www.youtube.com/watch?v=_-EDT4q_Vis

According to a report published in September 2017, 
94% of end users have unlawfully downloaded 
music in the past six months and have used Google 
to find free music - in most cases from illegal 
sources.[4][5] Stream ripping services, which are very 
widespread in India, are also a major problem.

In 2017, the video game industry reported that India 
was the fifth country in the world for the number of 
shares on peer-to-peer networks. India also ranks 
second for the unlawful use of video games.[6] 

In response to the piracy problem, in May 2016 the 
Indian Government adopted a national intellectual 
property rights policy focused on seven objectives.[7] 
These include: raising awareness of intellectual 
property rights across society as a whole; adopting 

effective intellectual property laws; modernising 
and strengthening dedicated Government services 
and judicial procedures. 

These actions are to be carried out by various 
ministries, under the coordination of the Ministry of 
Trade and Industry.

It should be noted that since India is a federal 
republic, the coordination of anti-piracy efforts, 
especially measures against infringing services, is 
complex and may vary from region to region. 

Measures to prevent piracy by end users consist 
essentially of criminal proceedings and awareness 
raising; however, legal action may also be taken 
against illegal websites on common law grounds.

 INDIA 
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ACTIONS TARGETING END USERS

[8] https://www.youtube.com/watch?v=_lBPnZweibU
[9] See for example https://www.youtube.com/watch?v=KcqnmXCNRXE
[10] John Doe orders are a common law concept.
[11] Balaji Motion Pictures & Anr v Bharat Sanchar Nigam & Ors, and Eros International and Anr v BSNL & Others.

AWARENESS-RAISING	ACTIONS		

The Cell For Ipr Promotion And Management, an entity 
attached to the Department of Industrial Policy and 
Promotion (DIPP) of the Ministry of Trade and Industry, 
organises an awareness campaign, particularly on social 
networks (for example using the hashtag #LetsTalk-
IP), and workshops to raise awareness of intellectual 
property rights in schools and colleges.

In August 2017, CIPAM and DIPP organised the 
first national working group dedicated to intellectual 
property. One of the main communication tools was a 
video produced in partnership by right holders in the 
audiovisual sector (the MPA), TV operator Viacom 18, 
and children’s TV channel Nickelodeon. [8] The video 
features very popular children’s cartoon characters, 
who explain that piracy is theft.

The Minister of Trade and Industry unveiled a new 
anti-piracy campaign in May 2018. [9]Substantial 
resources were invested in the campaign, which 
featured famous Bollywood actors in YouTube videos for 
example. CIPAM in partnership with EUIPO are running 
a campaign aimed specifically at children, featuring 
a tech-savvy grandmother (IP Nani) who helps the 
Government combat piracy with the help of her grandson.  

CIPAM also works with the National Council of 
Educational Research and Training to create teaching 
materials on intellectual property rights: as a result, 
high school text books contain units on intellectual 
property rights. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

In January 2017, the Minister of Trade and Industry 
announced that a tool kit had been created to help 
police officers across India deal with intellectual 
property crimes and infringements. The tool kit was 
developed by the Cell for IPR Promotion and Management 
(CIPAM), the Federation of Indian Chambers of 
Commerce and Industry, and various private-sector 
actors. 

It is meant to be used in all officer training pro-
grams and includes a detailed explanation of each 
different type of infringement, a checklist for han-
dling complaints and performing searches and 
seizures, and tips for carrying out searches efficiently. 
CIPAM has also worked with right holders, such as 
MPA, to organise training courses for officers in local 
police academies.

JUDICIAL	BLOCKING	MEASURES	

Right holders may seek “John Doe” orders[10] against 
hosting providers where the website administrator is 
not known.

The procedure as it results from the two cases heard 
separately[11] by the Bombay High Court is as follows: 
the right holder must make a public notification of the 
judgement in order to inform the defendants and allow 
them four days to appeal the ruling. The pages are 
blocked for 21 days at most, after which right holders 
must refer the matter back to the court if they wish to 
extend the injunction. Hosting providers must create 
landing pages for blocked sites, explaining exactly why 
the site is blocked, providing the right holder's address, 
and informing potential grievors that they may refer 
the matter to court. The conditions for implementing 
such actions are similar to those governing interim 
proceedings. The Indian film industry uses these orders 
regularly and is particularly vigilant in the days prior to 
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a film's release. For example, in November 2018, the 
Madras High Court ordered the blocking of 12,564 
domain names linked to 16 sites, in anticipation of the 
release of the Indian film with the highest production 
costs to date[12]. It should be noted that many of these 
domain names had not been registered at the time of 
the decision. 

In proceedings initiated by the Motion Picture Distributor’s 
Association (MPDA) on behalf of all the studios, the 
Delhi High Court ordered in October 2017 that two 
websites be blocked in their entirety, on the basis of 
their systemically infringing nature. The court also 
agreed that the studios could update their applications 
to include workaround sites. Subsequently, 78% of 
Internet service providers complied with the ruling 
and right holders reported an 89% decrease in total 
traffic to the sites.

In April 2019, the Delhi High Court ordered[13] permanent 
blocking of some of the largest peer-to-peer and strea-
ming sites, as well as alternative domain names and 
proxies used. The decision provides that right hol-
ders may pass on information on the appearance of 
workaround sites so that they are immediately blocked. 
The court also suggested authorities could send emails, 
install pop-ups or other types of warnings to users 
continuing to use the targeted sites. It stated that if 
these warning measures fail, Internet users may have 
to pay a fine. 

More than 13,000 sites are currently blocked in 
India following applications to the Calcutta High Court, 
the Delhi High Court, the Madras High Court and a 
submission to the Maharashta Digital Crime Unit.

[12] High Court of Madras, 28 November 2018, Lyca Production Pvt. Ltd v Bahrat Sanchar Nigam Limited & Others. 
https://torrentfreak.com/images/johndoe20.pdf
[13] High Court of Delhi, 10 April 2019, CS (COMM) 724/2017 & Ors. 
[14] High Court of Delhi, 03 June 2019, CS (COMM) 326/2019 & I.A. 8510/2019 & 8508/2019: https://torrentfreak.com//images/Channel2-
blocking-order-Delhi-High-Court.pdf

THE REFORM PROJECT

A new draft regulation on e-commerce was published 
in early 2019. It provides for the creation of an entity 
bringing together the stakeholders in order to identify 
sites offering protected content illegally, in order to 
implement various measures against them. Technical 
intermediaries could in particular be required to disable 
access to these services and search engines could be 
required to delist them.

The project could also invite platforms to implement 
voluntary measures to prevent the online distribution 
of pirated content. 

These players would identify trustworthy entities whose 
reports would be treated as a priority. 

FIGHTING PIRACY OF SPORTS CONTENT 

In June 2019, the Delhi High Court[14] issued an interim 
order, in the context of proceedings initiated by a group 
holding the radio broadcasting rights to the Cricket 
World Cup matches, which was due to end in early July 
2019. The court ordered the blocking of services illegally 
transmitting audio recordings of these matches. Under 
the order, search engines are also required to remove 
from their results any website/URL that gives access 
to infringing websites upon notice from the defendant. 
It should be noted that the injunction not only covers 
illegal streams of the audiovisual recordings of matches 
but also illegal radio broadcasts of these matches. 
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“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

Drawing inspiration from PIPCU, the UK's Police 
Intellectual Property Crime Unit, the Indian authorities 
have set up cybercrime units in several states. 

The Maharashtra state cybercrime unit was created in 
2017. Modelled on PIPCU, it investigates suspected 
infringing websites in the light of various parameters 
before adding them to a list of sites to monitor.

It then gives formal notice to the websites and their 
partners to stop their illegal activities. Next, notifications 
are sent to advertising agencies asking them to stop 
collaborating with the sites. 

At the same time, the unit sends a written complaint 
to Internet service providers and NIXI (the National 
Internet Exchange of India, which is responsible for 
registering local domain names ending with “.in”), asking 
them to stop providing services to the sites in question.  

Such requests from the police are based on the Code 
of Criminal Procedure, which allows preventive action 
to be taken when a crime is suspected.

NIXI suspends domain names engaged in piracy and 
verifies the information provided when they were 
registered, particularly the validity of the email 
addresses provided. Since June 2017, the unit has 
had over 25 domain names suspended under this 
procedure. 

In addition, the new draft regulation on e-commerce 
published in early 2019 provides for the creation of an 
entity bringing together the stakeholders in order to be 
able to list, after verification, the sites illegally offering 
protected content, in order to enable the implementation 
of “Follow the money” type measures against them. In 
this context, right holders and advertising players could 
also discuss the signing of a voluntary undertaking 
under the aegis of CIPAM.
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2020	KEY	FIGURES
DEMOGRAPHICS

4.9    POPULATION[1]

in millions 84.5%     INTERNET PENETRATION RATE 
(2018)[2] 

ILLEGAL USES[3]

0.28    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 68     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

63 17.8 19.2

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] www.supremecourt.ie/Judgments.nsf/1b0757edc371032e802572ea0061450e/c9861b9cda79509b80257b9d004e9a7a?OpenDocument

Ireland’s anti-piracy system combines an end user 
warning procedure and a judicial blocking mechanism.  
One of the specific features of this system is that 

these measures can be implemented by different 
actors, either under a voluntary agreement or under 
a court injunction. 

ACTIONS TARGETING END USERS

END USERS 
WARNING SYSTEM  

A GRADUATED WARNING SYSTEM 
IMPLEMENTED UNDER A BILATERAL 
VOLUNTARY AGREEMENT 

In 2009, a confidential agreement was concluded 
between Ireland's main Internet service provider,Eir-
com (which became Eir in 2019) and the Irish Recorded 
Music Association (IRMA), whereby the Internet 
service provider undertook to implement a graduated 
response system.

The Internet service provider issues e-mail warnings to 
subscribers upon receiving their IP address from IRMA. 
After three such warnings, as a sanction, the Internet 
service provider may suspend the subscriber's Internet 
connection for a period of seven days, without the need 
for court action. In the event of a repeat offence, the 
connection may be suspended for a year.

This system has not been implemented continuously 
and there have been interruptions due to legal un-
certainties regarding personal data protection, up 
until 2013, when it was finally approved by Ireland’s 
Supreme Court[4].

In 2019, Eir continued to implement this system, 
sending 5,000 warnings per month.

 IRELAND 
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EXTENSION	OF	THE	SYSTEM	PURSUANT	TO	A	
COURT ORDER

Right holders in the music industry wanted to extend 
the graduated warning system to include other 
Internet service providers but, in the absence of a 
voluntary agreement, it was not possible to enforce its 
implementation until after the 2012 transposition of 
Article 8.3 of the so-called InfoSoc Directive (no. 
2001/29/EC) of 22 May 2001, which allows injunctions 
to be issued against technical intermediaries whose 
services are used to infringe copyright or a related right.

The Irish court, in a case brought by music right holders 
against the Internet service provider UPC (now Virgin), 
gave the parties time to reach an agreement. After this 
period, failing agreement, the judge laid out the broad 
outlines of the system[5]:

•	 when one of its subscribers has received three 
notifications, the Internet service provider must inform 
the right holders;

•	 the right holder may then refer the matter to the 
court to identify the end user and request that his/
her contract with the Internet service provider be 
terminated or that his/her Internet connection be 
suspended (unlike the agreement with Eir, which 
does not involve recourse to the courts);

•	 due to the costs of the system, Virgin Media must 
send a maximum of 2,500 notifications per month 
and has been granted 15 months to implement an 
automated system. 

[5] High Court (Commercial Division), Sony Music Entertainment (Ireland) Ltd & Ors -v- UPC Communications Ireland Limited (No. 1), 27 
March 2015:
www.courts.ie/Judgments.nsf/09859e7a3f34669680256ef3004a27de/84d0803d3bc9ae1c80257e5100477a3d?OpenDocument. 
High Court (Commercial Division), Sony Music Entertainment (Irl) Ltd & Ors -v- UPC Communications Irl Ltd (No 3), 17 June 2015.
[6] http://lovemovies.ie/
[7] https://www.industrytrust.co.uk/campaigns/moments/

Sky and Vodafone were forced under similar terms 
into setting up a warning system by a judgement 
of 8 October 2018 and 8 April 2019 respectively. 
The deadline given to Internet service providers to set 
up an automated system and the maximum number of 
notifications that they can send however varies 
depending on the number of subscribers and the 
specific technical characteristics of the various Internet 
service providers. Sky must send a maximum of 1,200 
notifications per month and was granted until April 
2019 to set up an automated system. As for Vodafone, 
it had nine months to implement an automated 
system that would allow it to send a maximum of 1,800 
notifications per month. 

PROMOTING LEGAL OFFER

The Industry Trust for Intellectual Property Awareness 
Ireland, [6]a private organisation comprised of audiovisual 
actors and focused on promoting copyright and 
creativity, has launched a platform in Ireland that aims 
to raise awareness about copyright protection and 
the importance of using legitimate content sources to 
encourage creation. 

The grouping, which also has a branch in England, has 
carried out various advertising campaigns in the past 
seven years, including “Moments worth paying for”. 
[7]Supported by the film industry, its trailers are shown 
in Irish cinemas throughout the year.
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[8] High Court (Commercial Division), 12 June 2013, EMI Records (Ireland) Limited, Sony Music and Entertainment (Ireland) Limited, 
Universal Music Ireland Limited and Warner Music Ireland Limited - v - UPC Communications Ireland Limited, Vodafone Ireland Limited, 
Imagine Telecommunications Limited, Digiweb Limited, Hutchinson 3G Ireland Limited and by order of the Court Telefonica Ireland Limited. 
[9] High Court (Commercial Division), 3 April 2017, Motion Picture Association v Eircom, Sky Ireland, Vodafone, Magnet Networks, Three 
Ireland, Three Ireland Services.
[10] High Court (Commercial Division), 15 January 2018, Motion Picture Association v Eircom, Sky Ireland, Vodafone Ireland, Virgin Media 
Ireland, Three Ireland, Digiweb, Imagine Telecommunications, Magnet Networks.
[11] Hight Court (Commercial Division), 15 July 2019, the Football Association Premier League Limited v eircom limited trading as eir, sky 
ireland limited , sky subscribers services limited, virgin media ireland limited, vodafone ireland limited.
[12] High Court (Commercial Division), 29 September 2020, Union of European Football Associations v eircom limited t/a eir, sky ireland 
limited, sky subscribers services limited, virgin media ireland limited and vodafone ireland limited
https://www.bailii.org/cgi-bin/format.cgi?doc=/ie/cases/IEHC/2020/2020IEHC488.html & query=(uefa)

JUDICIAL	BLOCKING	MEASURES

The agreement between IRMA and the Internet service 
provider Eircom also contains provisions enabling the 
implementation of blocking measures in the music 
industry. On this basis, Eircom was ordered to block 
The Pirate Bay and its various websites in 2009.

With regard to other Internet service providers, it 
only became possible to initiate procedures aimed at 
obtaining site blocking from 2012, the date on which 
Article 8.3 of the aforementioned InfoSoc Directive 
was transposed. 

Since then, several decisions have led to Internet 
service providers being ordered to block the The 
Pirate Bay sites in June 2013[8] and Kickass sites in 
December 2013. 

Two blocking orders were issued recently:

•	 On 3 April 2017, the members of the MPA got the 
eight largest Internet service providers in Ireland to 
block three infringing websites[9].

•	 In January 2018, eight massively infringing streaming 
and torrent sites were also blocked in view of their 
large audiences and the presence of thousands of 
infringing files, and for reasons of “substantial public 
interest”[10].

Since 2013, court decisions have expressly provided 
that Internet service providers shall subsequently block 
any workaround sites that provide access to blocked 
sites, in accordance with a memorandum of unders-
tanding appended to the order. 

In practice, right holders regularly provide Internet 
service providers with an updated list of IP addresses 
and/or domain names that provide access to the 
content of blocked sites. 

FIGHTING PIRACY OF SPORTS CONTENT 

Based on the case law developed in the United Kingdom, 
on 15 July 2019[11], for the first time, a dynamic real-time 
IP blocking order, limited to the duration of matches, 
was issued by the High Court to block access to the 
sports content of the Premier League until 30 June 
2020, in order to cover the 2019/2020 football season. 
The Premier League may request the renewal of 
this injunction before a judge. In September 2020, 
UEFA obtained a similar injunction for the 2020/2021 
season[12], obtaining permission to require several local 
Internet service providers to block access to streams  
of pirated matches.
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2020	KEY	FIGURES
DEMOGRAPHICS

60.5    POPULATION[1]

in millions 74.39%     INTERNET PENETRATION RATE 
(2018)[2] 

ILLEGAL USES[3]

1.9    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 42     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

68 22 10

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] Article 171 octies of Law 633/41 on copyright.
[5] www.mappadeicontuti.it

The Italian system therefore focuses mainly on 
tackling illegal services. However, no system 

specifically targets end users, although initial action 
against them was initiated in 2020.

ACTIONS TARGETING END USERS

The customs and finance police (Guardia di Finanza) 
has powers to investigate, monitor and punish online 
infringements Guardia In February 2020, actions 
by Guardia di Finanza targeted individuals who 
used subscriptions to illegally offered bundles of 
channels. 223 people have been identified and risk being 
sentenced to 8 years in prison and a fine of up to €25,000[4].  

At the same time, measures are being taken to make 
legal offer more visible: the Italian Cultural Industries 
Association (Confindustria cultura italia)[5] has created a 
portal that lists legitimate platforms in the main digital 
culture sectors.

 ITALY 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[6] As the judicial or administrative authority has oversight functions, it may urgently request that the service provider put an end to an 
infringement.

Legislative Decree no. 70/2003 implementing the 
so-called Electronic Commerce Directive provides that 
both public and legal authorities may instruct hosting 
providers and Internet service providers to take any 
measures necessary to prevent or put an end to harm 
caused by the sharing of unlawful content via an online 
public communication service.[6] 

Therefore, two procedures exist alongside one another 
that can lead to a website being blocked: an 
administrative procedure implemented by an inde-
pendent authority, the Autorità per le Garanzie nelle 
Comunicazioni (AGCOM), and a judicial procedure. 
Criminal proceedings are otherwise carried out following 
investigations by the police. 

ACTIONS AGAINST ILLEGAL SITES 
AND THEIR OPERATORS

The first approach implemented by the customs 
and finance police sought to make it possible, 
based on the investigations carried out by the local 
online advertising players, to reach and identify site 
managers. In this context, Guardia di Finanza car-
ried out an operation called “Operation Pirate”, 
which led to the identification of the operators of a 
distribution group for illegal copies of films and series.  

The second approach, which is known as the “Follow 
the hosting” approach, enables the true location of 
websites to be identified. Some sites using anonymi-
sation techniques to make it seem that they are based 
abroad when they are, in fact, managed from Italy.

In September 2019, the Italian customs officers of Guardia  
di Finanza announced that they had dismantled a network  
illegally providing IPTV offers.

The investigation, led by the Naples prosecutor’s 
office, resulted in the arrest of 23 people as well as the 
updating and deactivation of the illegal IPTV platform 
Xstream Codes, which had more than 5,000 customers 
with more than 18,000 servers sold and more than 50 
million users.

In December 2020, the Guardia di Finanza then conducted 
an operation coordinated by the public prosecutor 
of Milan which resulted in the “preventive seizure” of  

an IPTV platform through which users accessed TV 
content without authorisation. This action came as a 
result of the filing of complaints by sports event right 
holders with the authorities. 

ADMINISTRATIVE	BLOCKING	 
MEASURES 

OVERVIEW OF THE AUTHORITY 

An independent authority created in 1997, the Autorità 
per le Garanzie nelle Comunicazioni (AGCOM) performs 
regulatory and oversight functions in the electronic 
communications, audiovisual and publishing sectors.

AGCOM is a “convergent” authority which, since 2000, 
has played a steadily increasing role in copyright protec-
tion in sectors where it acts as guarantor and regulator 
(audiovisual, on-demand media services and electronic 
communications). 

AGCOM is therefore responsible for developing and 
implementing measures against massively infringing 
sites. As such, on 12 December 2013 it adopted a 
regulation to protect copyright on electronic commu-
nication networks, which came into force on 31 March 
2014.

Procedures before AGCOM are brought to an end if 
legal proceedings are initiated on the same subject: 
in this event, AGCOM forwards all information in its 
possession to the court. 

TAKE-DOWN	OR	ADMINISTRATIVE	BLOCKING	
PROCEDURES

Right holders may apply to AGCOM to enforce the 
take-down of content published on the Internet without 
authorisation. 

AGCOM informs the website of its referral and invites 
it to voluntarily remove the content and to submit any 
observations within five days. AGCOM also informs 
Internet service providers and hosting providers when 
the procedure begins (i.e. the intermediaries referred 
to in the e-commerce Directive).
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If the website fails to cooperate, AGCOM has thirty-five 
days to rule on the right holder's application. 

The regulation to protect copyright on electronic 
communication networks provides for a twelve-
day abridged procedure in the event of “massive 
infringements”.

Various factors are taken into account to determine 
the seriousness and extent of the infringement and in 
particular the quantity of works available on the site in 
question (infringement is considered to be massive if 
there are thirty illegal works on a site), the promotion 
or encouragement to consume illegal content or the 
presence of false allegations regarding the legality of 
the services provided.

AGCOM’s board can either terminate the procedure or 
find that there has been infringement. In accordance 
with the principle of proportionality, AGCOM issues 
orders against:

•	 hosting providers when the server hosting the 
contested website is located in Italy. The board 
may order them to remove the works in question or 
disable access to them in the event of a large-scale 
infringement;

•	 Internet service providers when the server hosting 
the works is located outside Italy. The board may 
order Internet service providers to place a DNS or IP 
block on an entire site. In practice, only DNS blocking 
decisions are issued. The financial burden of blocking 
operations lies with the Internet service providers. 

When the board issues an injunction to take down 
works or block a website, it may require that end users 
attempting to access the blocked pages or website be 
automatically redirected to a message from AGCOM 
explaining the measures it has ordered. 

[7] Council of State, sez VI, 15 July 2019 no. 4993.
[8] This decision comes after a long legal battle that began in 2014 as part of an appeal for misuse of power brought by several consumer 
associations.
[9] Lazio Court, 2 August 2019, no. 09060/2019
http://www.hadopi.info/dj/news/ressources/English%20TRANSLATION%20order%20n.%205304-2019.docx

The regulation on the powers of the public authority 
provided for the possibility for AGCOM to impose admi-
nistrative sanctions in the event of non-compliance with 
its decisions, which may moreover be contested before 
the courts. However, by decision of 15 July 2019[7], 
the Italian Council of State found that in the absence 
of legislative provisions expressly authorising it to do 
so, AGCOM was not authorised to issue sanctions in 
the event of non-compliance with its blocking orders[8].  

A decree of 19 July 2020 known as the “Rilancio” 
Decree provided for the possibility for AGCOM to issue 
administrative fines in the event of non-compliance 
with its decisions and also provided for the possibility 
for AGCOM to order measures to remove works from 
intermediaries, in particular, messaging services. AG-
COM launched a consultation to adapt the regulation 
accordingly.

With regard to the services targeted by AGCOM’s 
decisions, the recognition of a related right on broad-
casts of sporting events makes AGCOM competent 
to order blocking measures against services offering 
live streaming. 

Blocking orders may also be issued against stream 
ripping sites. AGCOM issued blocking orders for 16 
stream ripping sites. In a decision of 2 August 2019[9], 
the Lazio court thus upheld the injunction blocking of 
the Yout stream ripping site ordered by AGCOM. 

In January 2019, AGCOM also ordered the blocking 
of the French cyberlocker 1Fichier. 

Finally, in April 2020, AGCOM was seized by the 
Italian Federation of Newspaper Publishers (FIEG) 
to obtain from the Telegram instant messaging 
platform the removal of several newspaper publications 
and suspension of access to the platform. After an 
exchange with the platform, the latter, in agreement with 
AGCOM, voluntarily removed seven of the eight 
channels reported by FIEG.
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EXTENSION	OF	AGCOM’S	POWERS	 
TO INCLUDE FLAGRANT INFRINGEMENTS  
AND	UPDATING	OF	BLOCKING	MEASURES	

On 16 October 2018, AGCOM adopted a regulation 
detailing the practical implementation of its orders and 
the measures required to prevent previously identified 
infringements from recurring.

EMERGENCY MEASURES 

Where there is a risk of imminent harm, the authority may 
either instruct hosting providers to remove infringing 
works, or order a blocking measure. 

Such measures must be taken within three days of the 
right holders’ referral.

Where the person who published the content online 
and/or the website manager is contactable, they are 
also notified of the order and have five days to oppose 
the decision.

In the event of an appeal, AGCOM's board reaches a 
decision within seven days.

REPEAT OFFENCE SCENARIOS

In the event of repeat infringements that have already 
been the subject of an injunction from AGCOM in the 
past, it is provided that, following the right holders’ 
referral, the authority will verify that a repeat offence 
has occurred. In the consultation document drawn up 
prior to the adoption of the above-mentioned regulation, 
AGCOM provided a description of the method it uses 
to assess repeat offences.

•	 In the event of repeat infringements that have already 
been the subject of a take-down order against the 
hosting providers in the past, AGCOM verifies that 
exactly the same content has effectively reappeared.

•	 In the event of repeat infringements that have already 
been the subject of a blocking order against a hosting 
provider or an Internet service provider in the past, 
AGCOM analyses the similarities between the 
domain names, the IP address and the structure of 
the websites.

If the previous infringement resulted in an injunction 
against the hosting providers, AGCOM imposes a 
sanction on them and informs the Criminal Investiga-
tion Department. If the previous infringement resulted 
in an injunction against the Internet service providers, 
the authority provides the latter with a list of new sites 
to be blocked.

JUDICIAL	BLOCKING	MEASURES

The Italian system provides for an alternative 
procedure before the courts, which renders any procee-
dings before AGCOM null and void.

In this context, the aforementioned customs and 
financial police (Guardia di Finanza) may refer cases 
to the courts, which may adopt blocking measures 
against the sites. 

Since 2016, the activities of the Guardia di Finanza 
have been stepped up considerably, with the result 
that several infringing sites have been blocked.

In judicial terms, Italian case law on piracy has been 
fleshed out considerably.

In July 2017, in a case brought by publishing group 
Mondadori, the Court of Milan ordered Italy's main 
Internet service providers to block access to “daso-
lo.org” and to websites with a similar domain name. 
Following the transfer of unlawful content to a website 
with a completely different domain name (italiashare.
info), the court, which was once again petitioned on 
the matter, found that the Mondadori group’s petitions 
were admissible and ordered the Internet service pro-
viders to set up a proactive system. Internet service 
providers must therefore block access to illegal content 
at the right holders’ request, including when it comes 
to websites that, regardless of their domain name, re-
sult in the same infringements as those found to have 
occurred in the initial decision. 

Regarding what are commonly referred to as mirror 
sites, in a ruling dated 12 April 2018, Court of Milan 
found that the obligation of Internet service providers 
to prevent access to services already recognised 
by a court as illegal upon simple notification by the 
right holders and without the need for a further court 
decision is compatible with Article 15 of the Electronic 
e-commerce Directive, whereby “Member States 
shall not impose a general obligation on providers 
[...] to monitor the information which they transmit or 
store, nor a general obligation actively to seek facts or 
circumstances indicating illegal activity”. 
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[10] CloudFlare - CloudFlare Inc. and Reti Televisor Italiane s.p.a. (RTI) R.G.26942/2019, July 2019,
http://www.hadopi.info/dj/news/ressources/Italy%20-%20Cloudflare%20Judgment%20Court%20of%20Rome%20July%202019%20.docx

INVOLVING ALTERNATIVE  
DNS PROVIDERS 

AGCOM entered into a voluntary agreement regarding 
CISCO’s DNS service in 2019. Under its terms, CISCO 
undertook to block, for Internet users using its service 
from Italy, sites covered by a blocking order issued by 
AGCOM and intended solely for local Internet service 
providers.

INVOLVING CONTENT  
DELIVERY	NETWORKS

In connection with proceedings brought against 
Cloudflare by Reti Televisor Italiane s.p.a. (RTI), the 
Commercial Court of Rome, in a decision dated June 
2019[10], upheld on appeal that some of Cloudflare’s 
activities were similar to hosting services as opposed 
to simple caching, which includes the function by which 
Cloudflare copies part of a site onto its server, in order 
to make it accessible in case of technical problems 
experienced by the site’s hosting provider. 

The decision also states that Cloudflare was aware of 
the existence of the illegal activities of its customers and 
was therefore not entitled to the benefit of the limited 
liability regime provided for technical intermediaries. 
Deliberately continuing to provide services through 
which copyright infringements are committed, despite 
being aware of such activities, may in fact amount to 
contributing to an illegal activity and, therefore, prevent 
the service provider from being able to benefit from the 
liability regime provided for diligent hosting services. It 
was also found that Cloudflare cannot require specific 
formalities with regard to the format of notifications, 
except sufficiently detailed information regarding the 
offence observed. 

Cloudflare was ordered to pay RTI €1,000 for each day 
it was observed that the order had been breached. 
However, with respect to its other activities, Cloudflare 
is classified as a caching service for most of its 
activities, therefore, the applicability of this decision 
to other CDNs may be limited.

In March 2020, Cloudflare was then ordered to 
implement geographical blocking measures on the 
Italian territory of 22 illegal services. In October 
2020, a dynamic injunction ordered several technical 
intermediaries, including Cloudflare, to take action 
against the current and future domain names of an 
illegal IPTV service specifically targeting the Ita-
lian public, as part of proceedings initiated by the 
Serie A football league and Sky Italy. In its defence, 
Cloudflare had argued that it was only optimising  
traffic to the illegal service but this argument was not 
upheld by the court. Finally, it should be noted that in 
2020, Cloudflare also entered into a voluntary agree-
ment with the local public authority, AGCOM, allowing 
the latter to be informed of the IP address and therefore 
the actual host of an illegal service or, if the site is 
hosted by Cloudflare, guaranteeing that its notification 
from AGCOM is sent to the service operator for action. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS 

The detection of advertisements on sites blocked by 
AGCOM establish motive for the income-generating 
aim of the illegal activity. AGCOM has noted the 
presence of various brands on the illegal sites targeted, 
namely major car manufacturers, payment and betting 
platforms and even pharmaceutical laboratories. 

AGCOM has subscribed to the WIPO project to create 
a centralised database listing illegal services for the 
purpose of implementing the so-called “Follow the 
money” approach.

 MAKING CONTENT-SHARING PLATFORMS ACCOUNTABLE   

In a decision dated 15 February 2019, the Court of 
Rome pointed out that content hosting providers (in 
this case Facebook) are obliged, as soon as it has been 
brought to their attention that content has been illegally 
posted online by a user, to remove or prevent access 

to said content. The Italian Supreme Court added that 
hosting providers must also prevent the reappearance 
of illegal content on their platform. 
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2020	KEY	FIGURES
DEMOGRAPHICS

126.5    POPULATION[1]

in millions 92.7%     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2.4    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 21     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER: 2.2

62.3 35.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

Japan is implementing targeted repressive mea-
sures against end users. Blocking measures have 

also been implemented voluntarily by Internet ser-
vice providers in tandem with the Government. 

ACTIONS TARGETING END USERS

END USERS WARNING SYSTEM

In 2010, a private group composed of right holders and 
the main Internet service providers, the Consortium 
against Copyright Infringement via File-Sharing Software 
(CCIF), introduced a system for issuing warnings to end 
users on peer-to-peer networks. The right holders report 
their findings to the Internet service providers when they 
detect incidents of illegal file sharing of protected files. 
The Internet service provider then sends an e-mail to the 
user, asking him or her to delete the illegally shared file.  

Ultimately, users who continue to share works may be 
investigated by the police and arrested.

CRIMINAL PROCEEDINGS  
AGAINST END USERS 

In Japan, criminal sanctions have been imposed since 
2012 on end users who download videos or music 
illegally. New legislation, which entered into force on 
1 January 2021, has extended this system to literary 
works (manga, magazines, etc.). This extends the logic 
of previous legislation, with severe penalties that are 
accompanied by guarantees to safeguard occasional 
downloaders, in particular the need for proof of 
malicious intent, such as repeated and continuous 
downloading.

 JAPAN 
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AWARENESS-RAISING	ACTIONS

The music sector has created a label called the “L mark” 
to help end users recognise legal offer sites.

Furthermore, in July 2014, the Japanese Ministry of 
Economy, Trade and Industry (METI), the Japanese 
Content Overseas Distribution Association (CODA) 
and the Manga industry launched a project called the 
Manga-anime guardians anti-piracy project to tackle 
Manga piracy.

[4] https://www.youtube.com/watch?v=-NkJsxVNSlY&feature=youtu.be
[5] Article 37 of the Japanese criminal code defines the prevention of an immediate danger as “an act unavoidably performed to avert an 
actual danger to the life, body, liberty or property of oneself or any other person. It is not punishable when the harm produced by such an 
act does not exceed the harm to be averted, provided, however, that an act causing excessive harm may lead to the punishment being 
reduced or may exculpate the offender in light of the circumstances”.

In March 2018, an awareness campaign targeting both 
adults and children was launched in collaboration 
with the Chinese and South Korean Governments. 
This campaign was intended to raise awareness of 
the need to protect audiovisual works and popular 
characters from manga and cartoons. Posters and 
videos are circulated on platforms such as YouTube, 
and are intended for circulation to schools. A new video 
about the character Hello Kitty was disseminated as 
part of the copyright reform adopted in June 2020[4]. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

The reform, which came into force in early 2021, 
provides for criminal penalties for link site operators and 
application providers if the site/application proactively 
leads users to unlawful content and is mainly used for 
exploitation of this unlawful content. 

Publishers of pirated works online are dealt with by the 
criminal system. 

For example, in September 2019, the Japanese police 
stopped the operator of the Mangamura site. The site 
was one of the most popular sources of illegal manga 
and ceased operations when the Japanese Government 
proposed in April 2018 that Internet service providers 
should voluntarily implement blocking measures.

BLOCKING	MEASURES	

Site blocking in Japan remains a measure that is 
complicated to obtain. 

On 13 April 2018, the Japanese Government urged 
Internet service providers to implement blocking 
measures against websites that infringe copyright and, 
more specifically, the rights of the Manga and Anime 
industries. It is calling for cooperation from Internet 
service providers, which have already been working 
with the authorities since 2011 to block access to child 
pornography websites.

Japan’s Internet service providers have voluntarily 
agreed to put DNS-type blocks on two of the main sites 
targeted by the Government, and have undertaken to 
block access to other sites at the Government’s request. 
According to the Government, these are emergency 
blocking measures based on the Japanese criminal 
code, which provides that direct action may be taken 
to “avert an immediate danger”[5]. 



102

However, these measures are the subject of significant 
debate with regard to the Japanese Constitution[6] and 
the Telecommunications Business Act and critics of 
these measures believe that blocking sites – despite 
their illegal nature – would be illegal. 

A customer of one of Japan’s leading Internet service 
providers has sued the latter to cease its blocking 
operations on the grounds that they violate the 
confidentiality of communications as well as its 
subscription agreement, which does not provide that 
the Internet service provider has the right to arbitrarily 
interrupt the communications of its subscribers.

INVOLVING SEARCH ENGINES 

In July 2019, Google and the representatives of 
right holders in Japan signed an agreement to frame 
discussions on the listing of illegal sites, under which 
the parties undertook to discuss the fight against piracy 
under the auspices of the Cultural Affairs Agency. Prior 
to this work, Google and CODA were already working 
on delisting the home pages of illegal sites from the 
results of the search engine. 

[6] Article 21 of the Japanese Constitution provides that “freedom of assembly and association as well as speech, press and all other forms 
of expression are guaranteed. No censorship shall be maintained, nor shall the secrecy of any means of communication be violated”.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

In February 2018, nine right holders’ associations 
and three advertising agencies established a non-public 
list of infringing websites - with the support of 
the Japanese Government - to dry up some of 
their income. This list is intended for the signatory 
advertising agencies and makes it possible to delete 
advertisements from traditional advertisers on these sites. 
The list is updated quarterly. 

As of 09 April 2020, it included 33 URLs.

Subsequently, following the proposals of the Intel-
lectual Property Strategy Headquarters (composed 
of all Government ministers and intellectual property 
law experts), the CODA and the three associations 
representing the advertising industry, signed an agree-
ment to reduce the placement of advertisements on 
infriging sites in July 2019. This was initiated with the 
support of the Ministry of Economy, Trade and Industry 
(METI) and strengthens the aforementioned approach.

Japan recently joined the WIPO scheme known as 
“WIPO ALERT” which aims to give an international 
scope to demonetisation approaches. 
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2020	KEY	FIGURES
DEMOGRAPHICS

2.7    POPULATION[1]

in millions 81.6%     INTERNET PENETRATION RATE 
(2018)[2] 

ILLEGAL USES[3]

0.3    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 133    NUMBER OF VISITS TO ILLEGAL SER-

VICES PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

59.9 21.3 18.8

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://torrentfreak.com/images/online_copyright_infringement_in_eu_en.pdf
[5] https://naudoklegaliai.lt/na/en

According to a study by the EUIPO, Lithuania is 
one of the European countries with the highest 
piracy rate[4]. According to this study, whereas the 
average end user in the European Union has 
accessed pirated content 9.7 times a month in 
2018, the Lithuanian Internet user accessed it 26 
times a month. 

To deal with mass piracy, Lithuania recently 
introduced an administrative blocking procedure. 

On 1 April 2019, the Radio and Television Commission 
(hereafter the Commission), a public authority in 
charge of regulating radio and television broadcas-
ters, was granted new powers by the law of August 
2018 enabling it to order Internet service providers 
to block infringing sites. 

ACTIONS TARGETING END USERS

The Ministry of Culture of the Republic of Lithuania, 
in collaboration with the EUIPO, has created a portal 
listing legal offer, which is an integral part of the 
Agorateka project[5]. 

 LITHUANIA 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

ADMINISTRATIVE	BLOCKING	MEASURES	

The procedure implemented pursuant to a law of 2018 
by the Radio and Television Commission (hereafter the 
Commission) provides that, as part of their referral, 
right holders are required to attempt to demonstrate 
that they have tried to put an end to the distribution 
of protected content via:

•	 a written request, including by email, to the admi-
nistrator of the website where the content protected 
by copyright has been made illegally accessible to 
the public, asking him/her to permanently delete 
this content and provide a guarantee that it will not 
reappear;

•	 a written request, including by email, to the hosting 
provider of the service where the content protected 
by copyright has been made illegally accessible to the 
public, asking it to permanently delete the protected 
content and to provide a guarantee that this content 
is not made illegally accessible to the public on the 
website repeatedly.

If the content has not been deleted within five working 
days of the request, right holders may then refer the 
matter to the Commission. The applicant does not 
have to carry out these procedures when requesting 
the blocking of a mirror site.

The applicant may also prove that it does not have 
any information enabling it to contact the specified 
person(s) and that obtaining this information is not 
possible without incurring unreasonably high costs. 

The president of the Commission must then assess the 
admissibility of the referral. If the application is refused, 
the applicant may still submit the same application at a 
later date to the Commission, should the circumstances 
that prevented the application from being processed 
no longer exist.

The applicant is be informed of the decision taken 
by the Commission no later than seven working days 
from receipt of the applicant’s request. Any decision 
by the Commission to refuse to process a request 
is supported with an explanation and specifies the 
reasons for this refusal.

An application that is considered admissible is then 
examined and the decision by the Committee is taken 
within 14 working days from the date of receipt of the 
application and the supporting documentation. 

The criteria for determining whether a site is illegal are: 

•	 The ratio of illegal content present on the site;

•	 the site was created and is used to distribute illegal 
content;

•	 whether the site only distributes content protected 
by copyright or if it also makes other types of content 
available;

•	 whether users are directly or indirectly encouraged 
to promote, download, reproduce or otherwise use 
the unlawful content;

•	 specific measures are implemented to remove 
unlawful content; 

•	 the website audience;

•	 whether the site has a profit-making activity; 

•	 whether content protected by copyright, for which 
a removal request is sought, is accessible on legal 
offer sites. 

If the criteria are met, the Commission orders Internet 
service providers to implement DNS blocking measures. 
The decisions of the Commission must then be approved 
by the Vilnius Regional Administrative Court. All 
decisions are published on the Commission’s website.
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The applicant may appeal the decision adopted by the 
Committee before the administrative Vilnius Regional 
Administrative Court.

In 2019, the Commission issued 16 blocking decisions[6].  

Following its decisions, the Commission monitors 
the reappearance of so-called mirror sites. In 2019, it 
blocked five mirror sites. 

JUDICIAL	BLOCKING	MEASURES	

Right holders may petition the courts for an illegal site 
to be blocked. The first blocking decision was issued 
by the Supreme Court of Lithuania. This decision, dated 
4 July 2019[7], ordered Internet service providers to 
block access to the content-sharing site linkomanija.
net at their expense. 

INVOLVING SEARCH ENGINES AND  
ALTERNATIVE DNS SERVICE PROVIDERS 

Discussions took place between representatives of the 
Commission and Google in 2019 to consider deleting 
search engine results for blocked sites and mirror sites 
for blocked sites from Google’s alternative DNS service. 
Google representatives responded positively to the 
commission's first request.

[6] 2019 activity report of the Radio and Television Commission: 
https://www.rtk.lt/uploads/documents/files/Annual%20reports/LRTK%202019%20m%20veiklos%20ataskaita_EN_JD_rev2.pdf
[7] Supreme Court of Lithuania, 4 July 2019, Vilnius, civil case no. e3k-3-236-969/2019,
http://www.hadopi.info/dj/news/ressources/4%20LIT%20190604%20Supreme%20Court,%20Linkomanija.net,%204%20July%202019%20
EN.docx
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2020	KEY	FIGURES
DEMOGRAPHICS

128.9    POPULATION[1]

in millions 70.1%     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2.7    NUMBER OF VISITS TO ILLEGAL SERVICES  
in billions 30     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER: 3.7

71.8 24.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

Although Spotify named Mexico the “streaming 
capital” at the end of 2018, piracy is a widespread 
practice in the country.

Mexico is expected to undertake a series of reforms 
aimed at increasing the level of protection afforded 

to works on the Internet, particularly following the 
tripartite agreement concluded by Mexico with the 
United States and Canada (known as the USMCA 
or US-Mexico-Canada Agreement) and ratified by 
Mexico at the end of 2019. 

ACTIONS TARGETING END USERS

Mexico’s telecommunications law prohibits Internet 
service providers from disclosing their subscribers’ 
personal information to right holders in order for them 
to initiate a civil action against them – although this law 
places them under a duty of cooperation once they have 
received an injunction from any competent authority. 

Internet service providers have also been reluctant 
to include in their subscription agreement a clause 
allowing termination of the contract in the event of a 
breach by the subscriber of intellectual property rights, 
in the manner provided for in US law. 

 MEXICO 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

The Public Prosecutor is responsible for the enfor-
cement of criminal measures at the federal level.  

However, it is difficult for right holders to enact criminal 
proceedings against operators of infringing sites 
because the Mexican criminal code requires proof of 
a “direct economic benefit” for the offender.

ADMINISTRATIVE	BLOCKING	 
MEASURES 

Since 2013, administrative blocking orders may be issued 
by the Mexican Institute of Industrial Property (IMPI), 
which is in particular responsible for the registration 
of copyright and has the power to mediate between 
right holders and users. The first injunction was issued 
in 2014 in respect of an infringing site, together with a 
fine against the site administrator. A court subsequently 
upheld the IMPI's action and authority.

In 2015, the IMPI took action against the website 
mymusic.com, on the referral of the Mexican Phonogram 
Producers’ Association and the Mexican Society of 
Authors and Composers. This case was sent to the 
courts when two Internet service providers did not 
comply with the injunction of the IMPI. A court lifted 
the injunction, which the Supreme Court upheld, on 
the ground that the measure was disproportionate with 
regard to the presence, on the disputed site, of content 
that does not infringe copyright. 

A reform currently being adopted should also enable 
the IMPI to notify operators of illegal sites, whether 
located in Mexico or abroad, by email, in cases where 
a copyright infringement is committed by an electronic 
means of communication. For the time being, Mexican 
law requires the IMPI to send these notifications to 
their physical address, which often proves impossible.

 

INVOLVING TECHNICAL INTERMEDIARIES

In the absence of a specific liability regime for technical 
intermediaries, in November 2009, 37 organisations 
representing the creative sector, right holders and 
collective management companies created the 
Coalition for Legal Access to Culture (CLAC) to promote 
and defend copyright and related rights threatened by 
physical and online piracy, in collaboration with various 
Government entities and federal authorities. One of the 
coalition’s main objectives was to develop cooperation 
with Internet service providers. More than ten years 
after its creation, however, the coalition has still not 
managed to reach an agreement with technical inter-
mediaries, and in particular Internet service providers, 
and an administrative blocking system has been created 
alongside this. However, some right holders manage to 
obtain take-downs of content from local providers, or 
even cooperation from the local registries, but it appears 
that only a law will make it possible to establish genuine 
cooperation between all technical intermediaries. 
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2020	KEY	FIGURES
DEMOGRAPHICS

17.1    POPULATION[1]

in millions 93.3 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

1    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 60     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

58 24.3 17.7

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] BREIN Annual Report 2019: https://stichtingbrein.nl/english-brein-review-2018/

In the Netherlands, anti-piracy activities are conduc-
ted primarily by right holders through a foundation, 
(Stichting) BREIN, an anti-piracy body made up of 
right holders from all sectors of the entertainment 
industry. 

BREIN conducts actions both with regard to end 
users who illegally make content and services 

themselves available and, where necessary, 
actions involving intermediaries are also 
undertaken. The actions carried out by BREIN are 
described in BREIN’s annual report[4]. 

Furthermore, the copyright Directive on the digital 
single market of 17 April 2019 was transposed by a 
law of December 2020. 

ACTIONS TARGETING END USERS

In the Netherlands, right holders have essentially put 
in place a compensation approach which aims to 
compromise with Internet users who make a lot of 
content available. 

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

BREIN conducts actions against end users who share 
large volumes of content through various channels 
(Facebook groups, YouTube channels, cyberlockers, 

Usenet, peer-to-peer software, etc.). BREIN has 
also developed dedicated software to identify the IP 
addresses of primo uploaders and/or major uploaders, 
particularly on peer-to-peer networks.

The aim is to conclude settlement agreements with the 
counterfeiters or, failing that, to press charges against 
them. Settlement agreements relating to previous 
infringements may also require end users, under 
financial compulsion, to cease infringing copyright in 
the future. Under such agreements, uploaders may, 
for example, be required to publish or send messages 
along the following lines: “Unauthorised sharing and 

 NETHERLANDS 
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downloading are illegal and cost the creative industry 
a lot of money”. 

BREIN negotiates these transactions directly with end 
users. The amounts requested depend on the extent 
of the offence committed and the end user's personal 
situation. In 2019, BREIN concluded 29 transactions 
involving ceasing and desisting from illegal activities 
with penalty clauses and the payment of compensation 
at an average amount of several thousand euros per 
case. 

However, some cases have been brought to court. 
For example, in 2019, a court in Utrecht sentenced 
one of the largest Dutch uploaders and ordered it to 
provide all information concerning its activity and the 
persons involved under penalty of payment of a fine 
of €150,000. 

Certain right holders (including the film distributor  
Dutch Film – “DFW”) would also like to send compensation 
claims to all end users. At the end of 2017, the personal 
data protection authority authorised right holders to 
collect personal data to issue demands for financial 
compensation. However, DFW was dismissed in the 
first instance proceedings and on appeal in proceedings 
initiated against Internet users. The judges took 
the view that the protection of the personal data of 
account holders should prevail insofar as DFW’s claims 
were not clear and only one copyright infringement 
was involved[5]. DFW filed an appeal with the Dutch 
Supreme Court in late 2019. This court decision didn’t 
involve BREIN, which only deals with cases of piracy 
that infringes copyright on several occasions.

END USERS 
WARNING SYSTEM

In December 2020, BREIN launched a campaign to 
change the behaviour of uploaders of content on 
BitTorrent, consisting of sending educational warnings 
only to BitTorrent users making a large amount of content 
available and/or making content available for extended 
periods. This campaign is intended to last six months, 
targeting a maximum of 1,000 IP addresses per month. 
Beyond this period, BREIN envisages coercive 
measures against users whose addresses have been 

[5] https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHARL:2019:9352
[6] www.auteursrecht.nl and https://www.auteursrechtvoorjou.nl/

identified at least three times, prioritising those who 
have shared content specifically aimed at the Dutch 
market.

Dedicated software is used by right holders to detect 
users targeted by the campaign. A number of criteria 
will then be used to select the recipients of the 
warnings: in particular, the shared content must be the 
property of a member of BREIN, the IP address must 
belong to a Dutch access provider and finally address 
must have been seen at least twice in a period of four 
weeks, with an interval of at least seven hours.

Dutch legislation does not provide for any finan-
cial compensation to Internet Service Providers for 
processing IP address identification requests. However, 
many Internet service providers still require a court order 
before providing identification data to right holders. 
The question that remains therefore concerns the parti-
cipation of the various access providers in the system.

AWARENESS-RAISING	ACTIONS	

In the Netherlands, right holders provide educational 
materials for schools, with a grant from the Ministry 
of Culture, Science and Education and the EUIPO. 
Two dedicated sites[6] including explanatory videos on 
copyright have therefore been created.

PROMOTING LEGAL OFFER

In February 2017, after creating a portal with links to 
legal online offer, the film industry developed a search 
engine that directs end users looking for a specific 
audiovisual work to legal offer. This search engine 
is unique in that it also targets end users looking to 
access the work made available illegally. The description 
of each work includes keywords such as “torrents” or 
“illegal download”, so that end users who enter these 
words can be redirected to legal offer. Furthermore, 
the description of each audiovisual work contains a 
message to deter end users from accessing infringing 
content, for example “Do not download illegal content. 
Look for legal offer, it’s safe and fast too”.



110

ACTIONS TO COMBAT ILLEGAL SERVICES 

[7] CJEU, 26 April 2017, Stichting Brein vs Jack Frederik Wullems, known as “Filmspeler”, C-527/15.
[8] Supreme Court of the Netherlands, 13 November 2015, Hoge Raad der Nederlanden, Stichting Brein v Ziggo BV, XS4All Internet BV: 
[9] CJEU, 14 June 2017, C-610/15 - Stichting Brein/Ziggo BV, XS4All Internet BV, known as The Pirate Bay.
[10] A first decision in September 2017 ordered these measures against the two main Internet service providers; a second decision in 
January 2018 ordered the same measures against other ISPs.
[11]  Amsterdam Court of Appeal, 2 June 2020, 200.243.005/01 ZIGGO B.V.,and XS4ALL Internet B.V., vs STICHTING BREIN [BREIN 
FOUNDATION],- https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:GHAMS:2020:1421 & showbutton=true

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

BREIN has initiated a series of actions against 
companies that sell pre-loaded set-top boxes for piracy 
purposes. In this context, the CJEU, requested to give 
a preliminary ruling, found that the marketing of such 
configured boxes constituted an act of communication 
to the public that must be previously authorised[7] unless 
it constitutes a breach of copyright. 

Following this decision, more than 300 companies 
engaged in this illegal ecosystem were ordered to cease 
their activities at the request of BREIN. This figure 
includes sellers of illegal IPTV subscriptions with and 
without set-top boxes. Injunctions have been obtained 
against companies that have continued to operate, 
arguing that providing a link to end users enabling 
them to access illegal content is itself an illegal act of 
communication to the public. 23 sellers of illegal IPTV 
subscriptions were also arrested in 2019.

In addition, Eurojust and Europol coordinated the 
execution of a request for judicial assistance from the 
Italian tax police and, on this basis, the Dutch police 
disabled 93 servers at a major Dutch hosting provider 
in connection with the illegal IPTV service Xtream 
Codes, which in particular allowed the dismantling of 
this service in September 2019.

JUDICIAL	BLOCKING	MEASURES

In 2015, the Dutch Supreme Court requested a preliminary 
ruling from the CJEU to determine whether torrent site 
The Pirate Bay infringed copyright itself and, if not, 
whether it could still be blocked.[8]

The court ruled on 14 June 2017 that: “making avai-
lable and managing an online platform for sharing 
copyright-protected works, such as [9]The Pirate Bay, 
may constitute an infringement of copyright” and that 
The Pirate Bay may be held liable for listing links to 
BitTorrent files.

BREIN obtained its first blocking measures in court 
following this decision[10]. After a decade of litigation, 
on 2 June 2020, the Amsterdam Court of Appeal[11] thus 
ordered two of the main Internet service providers to 
block access to domain names and IP addresses ena-
bling access to The Pirate Bay. When a site is blocked, 
a redirection message to the legal offer is set up. 

An October 2020 decision completed the one in June, 
this time ordering Internet service providers to block 
proxies and mirror sites.
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[12] https://stichtingbrein.nl/brein-serves-ex-parte-order-on-dutch-hosting-providers-for-80-of-russian-streaming-sites/

INVOLVING HOSTING SERVICES 

In 2019, BREIN notably shut down 564 sites or services, 
mainly with the cooperation of Dutch hosting providers, 
and shut down 12 Facebook groups that were shared 
works protected by copyright.

In October 2019, BREIN, in collaboration with 
the MPA and the ACE, obtained in court that five 
technical intermediaries domici led or having 
servers in the Netherlands disconnect the servers 
used by the Moonwalk service, which led to its 
shutdown. Moonwalk was a Content Delivery 
Network which provided a technical infrastructure 
for storing and streaming audiovisual content 
as well as ancillary services. This infrastructure 
was the basis for many third-party sites through which 
users could access pirated works. Moonwalk thus 
provided illegal resources and content to approximately 
80% of known Russian illegal streaming sites, and 
retains evidence in connection with this service[12]. 

The Dutch Internet infrastructure is used by many 
profitable illegal services around the world. Although 
Dutch suppliers generally cooperate well to remove 
sites and live streams, illegal services persist. 
This is why BREIN considers it necessary to identify 
the people involved so that they are held accoun-
table. In practice, however, Dutch providers that host 
illegal services do not have correct identity data from 
their customers or have customers who resell their 
hosting services and who in turn do not have information 
to identify the real offender. This actually allows illegal 
services to use Dutch infrastructure anonymously and 
with impunity. This is why BREIN promotes the need 
for Dutch technical intermediaries to verify the identity 
of their customers and contractually demand the same 
from their customers who resell their services. BREIN 
also promotes this requirement at the European level. 

In 2020, BREIN, in collaboration with the MPA, brought 
legal action against three technical intermediaries to 
adopt the doctrine known as “Know your customer” 
and to be willing to transmit information relating to the 
identity of their customers to right holders, in particular 
in the event of intellectual property infringement, and 
from their resellers.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

BREIN works with payment intermediaries and the 
online advertising industry, and instructs them to stop 
providing services to infringing sites.

FIGHTING PIRACY  
OF SPORTS CONTENT 

In January 2018, the Court of The Hague granted 
the English Premier League an injunction against 
Dutch hosting provider, Ecatel, to stop it providing 
services that faci l i tate the i l legal v iewing of 
Premier League matches. Ecatel must respond to 
take down notices from the Premier League within 
30 minutes. The measure was intended to be 
temporary and limited to the duration of the meetings.  

The ruling follows numerous take down notices that 
were ignored by the hosting provider, and is based on 
the Premier League's intellectual property rights over 
match recordings. The practical significance of the 
ruling is however tempered by the fact that Ecatel no 
longer existed at the time it was issued. Nevertheless, 
the principle behind it is a major victory for the right 
holders.
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2020	KEY	FIGURES
DEMOGRAPHICS

4.8    POPULATION[1]

in millions 90.8%     INTERNET PENETRATION RATE 
(2017)[2] 

ILLEGAL USES[3]

0.43    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 98     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

58.3 22.8 18.9

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

In 2011, New Zealand adopted a ‘three-strike’ 
graduated response system, which has now been 
scrapped. With regard to the fight against infringing 
services, while right holders complain that they 
do not have in their legislation a system that 
expressly makes it possible to ask intermediaries to 

block sites, the New Zealand Government launched 
a consultation on the law governing copyright and 
related rights from November 2018 to April 2019, 
relating in particular to the fight against piracy. 
Round tables to promote public debate were also 
organised.

ACTIONS TARGETING END USERS

END USERS WARNING SYSTEM  

In 2011, New Zealand introduced legislation to combat 
illegal file sharing on peer-to-peer networks.

Under the procedure, right holders could refercopyright 
infringements to Internet service providers. The latter 
then had to send a notification to the end users 
concerned. After three notifications had been sent, right 
holders could take legal action to obtain compensation.

The court could impose a fine of up to NZ$ 15,000 New 
Zealand dollars (approximately €9,760). 

In practice, only the music sector made use of the system. 

The audiovisual sector in particular deemed it too 
expensive (25 New Zealand Dollars per notification, 
or approximately €16). The Recording Industry 
Association of New Zealand (RIANZ) - now Recorded 
Music NZ - had notifications sent out from 2011 to 
mid-2016. 

A total of 15,500 notifications were sent by music right 
holders, 51 end users were prosecuted and 21 cases 
tried. 

Right holders chose to stop using the graduated 
response system mainly due to the excessive cost and 
the decline in peer-to-peer activities.

 NEW-ZELAND 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

With regard to enforcement actions against illegal 
services, the main subscription television provider in 
New Zealand, Sky Network Television, has succeeded 
in preventing, in two separate proceedings, the adver-
tising and sale in New Zealand of boxes configured for 
piracy purposes enabling illegal access to subscription 
television services. This objective was not achieved 
either under copyright law or by invoking the illegality of 
sellers’ commercial claims under consumer protection 
legislation.

BLOCKING	MEASURES

A draft reform aimed at combating infringing sites 
is currently being considered by the New Zealand 
Government.
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2020	KEY	FIGURES
DEMOGRAPHICS

33    POPULATION[1]

in millions 60 %     INTERNET PENETRATION RATE (2019)[2] 

ILLEGAL USES[3]

1    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 49     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER: 2.6

66.2 31.2

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] Source: Study conducted in January 2016, “South America Television Piracy Landscape For Alianza Contra La Piratería de Televisión Paga”.
[5] Instituto Nacional de Defensa de la Competencia y de la Protección de la Propiedad Intelectual.

Millions of Peruvian users consume cultural goods 
illegally every month.[4] At the anti-piracy summit 
held in Lima in October 2017, industry leaders 
estimated that, in Peru, unlawful consumption 
results in economic losses of over US$ 150 million, 
or more than €131.7 million.

The Peruvian authorities have responded this 
phenomenon by shutting down websites based 
in Peru, arresting their administrators and 
instituting proceedings against illegal sites. 
Administrative actions involving intermediaries 
are also implemented by the National Institute 
for the Defence of Competition and the Protection 
of Intellectual Property (INDECOPI)[5], the local 

public authority attached to the services of the 
Prime Minister who is responsible for the fight 
against piracy. 

A bill to strengthen the protection of intellectual 
property rights, which will create including a rewards 
program to obtain key identity information 
responsible for acts of piracy, was submitted for 
consultation in January 2020. It has four main areas: 
the creation of a national awareness programme 
for school audiences, the promotion of legal offer, 
the tightening of penalties incurred as well as the 
promotion of a collaborative approach with regard 
to piracy intermediaries. 

ACTIONS TARGETING END USERS

INDECOPI is part of the commission to combat crime 
and piracy, a multi-sector standing committee chaired 
by the Ministry of Production. This committee is a 
coordination body that brings together INDECOPI, 

the judiciary, the public prosecutor’s office, the 
national police and customs. The agreements adopted 
are binding on all public and private sectors and 
bodies which, through their representatives, 

PERU
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comprise the commission. The activities of the 
committee include multi-sector thematic working groups, 
which aim to establish coordination mechanisms that 
will ultimately deter and suppress counterfeiting and 
piracy as part of an alliance with the private sector.  

Working groups have been set up to facilitate better 
coordination between public authorities and the private 
sector, including a group dedicated to combating the 
piracy of audiovisual content. 

AWARENESS-RAISING	ACTIONS	

INDECOPI conducts awareness-raising actions.  

A programme entitled “I respect intellectual property and 
I reject piracy” is currently in the experimental phase in 
high schools in order to encourage the future generation 
of assets to respect intellectual property, and generate a 
culture of respect. The bill currently under consideration 
includes the creation of a national awareness-raising 
programme for school audiences. The national intellectual 
property policy being discussed should also include a 
section on why the general public consume illegally, with 
the aim of combating these behaviours. 

Each year, INDECOPI conducts various training activities, 
in physical and online meetings, for prosecutors, judges, 
the national police, customs authorities and any other 
authority whose competence relates to the protection 
of intellectual property, with the aim of developing, 
strengthening or improving their technical capabilities.

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

A special prosecutor’s office is in charge of combating 
infringements of intellectual property rights.

In 2017, a right holder filed a complaint alleging that three 
websites made films and television shows available to 
the public without his permission. On 8 September 2017, 
the judge granted a search warrant for the suspects’ 
homes and workplaces, and authorised their arrest. The 
prosecution office conducted the investigation with the 
high-tech crimes division. The warrant also permitted 
the confiscation of material goods and domain names. 

The sites were immediately shut down. At the same time, 
informative banners were posted on the websites indicating 
that the domain name was suspended by order of the 
second criminal court of Lima for intellectual property and 
the special office of the prosecutor for crimes related to 
intellectual property. 

This decision was a first in Peru and was unprecedented 
in criminal cases: the judge recognised that making 
protected content available to the public without the right 
holder's consent is illegal, and the websites’ advertising 
revenue was a sufficient demonstration of intent.

ADMINISTRATIVE	BLOCKING	MEASURES	

Peruvian legislation allows holders of the right to initiate 
administrative proceedings before Indecopi, which may 
in particular issue various injunctions against technical 
intermediaries. The average period for the adoption of 
blocking measures is five working days.
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INVOLVING REGISTRARS AND REGISTRIES

Within the framework of the aforementioned legislation, 
which allows INDECOPI to instruct Internet service 
providers to block websites, INDECOPI may also 
instruct registrars and registries. In 2019, thanks to the 
coordinated work between INDECOPI and the judiciary, 
18 sites infringing copyright on music and films were 
deactivated. 

Recently, INDECOPI ordered GoDaddy – one of the 
main name registrars in the world, based in the United 
States – to suspend the domain names of infringing 
sites, and the registry implemented INDECOPI’s request. 

INDECOPI is also seeking to conclude an agreement 
with the aforementioned registrar GoDadddy, in order 
to provide a framework for the informal collaboration 
that has already been established between the two 
entities, so that INDECOPI may request the suspension 
of domain names registered in the United States but 
aimed at the Peruvian public. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

An agreement is also being negotiated with the 
advertising ecosystem whose objective is to implement 
a “Follow the money” type approach. INDECOPI has 
also joined the scheme “WIPO ALERT” which aims 
to implement a “Follow the money” approach at the 
international level. 

[6] https://repositorio.indecopi.gob.pe/bitstream/handle/11724/6761/NP%20190415%20Convenio%20INDECOPI%20%20-%20LaLiga.
pdf?sequence=1&isAllowed=y

FIGHTING PIRACY  
OF SPORTS CONTENT 

On 15 April 2019, Indecopi and the National League of 
professional football (La Liga) in Spain[6] have signed a 
cooperation agreement to combat piracy in the field of 
sport. La Liga granted INDECOPI a licence to use the 
Lumière software, specialised in detecting illegal sports 
emissions. The Spanish football league has updated 
its official smartphone application to enable access 
to the user’s microphone and geolocation data. As 
soon as the latter consents to the activation of these 
functions, the application - which is only activated when 
a La Liga match is broadcast - geolocates the sound 
to make sure it is being broadcast by an authorised 
broadcaster. The sound retrieved by the application 
is automatically converted to a binary code, making it 
impossible to reconstruct the recording.

In 2018, INDECOPI ordered Internet service providers 
to block the live sports content retransmission site 
Rojadirecta following a request from Fox Sports Latin 
America. INDECOPI has taken into account, in issuing 
its injunction, various factors, including the fact that 
the site infringes copyright by deliberately providing 
links to various sporting events, notwithstanding the 
question of whether or not the content was transmitted 
from the site. Two other live sports streaming sites were 
also subsequently blocked. 
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2020	KEY	FIGURES
DEMOGRAPHICS

10.2    POPULATION[1]

in millions 75.4 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

0.6    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 72     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

56.7 26.5 16.8

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] IGAC specialises in the protection of copyright and related rights, and reports to the Ministry of Culture. One of its main tasks is also to 
register works and supervise collective management organisations.
[5] www.ofertaslegais.pt/na

In Portugal, a website blocking system is imple-
mented within the framework of a memorandum 
[4](MoU) concluded in July 2015 between the 
Inspectorate General of Cultural Affairs (IGAC, 
which reports to the Ministry of Culture), the 
Portuguese Association of Telecommunications 
Operators (APRITEL), right holders association 
MAPINET (a cross-sector anti-piracy organisation), 
the Consumer Directorate-General, advertising 
sector representatives, and the Portuguese organi-
sation that manages domain names ending in “.pt”. 

Since early 2019, an addendum to this MoU also 
allows the temporary DNS blocking of live streaming 
of sporting events. In addition, real-time temporary 
IP blocking orders applicable for an entire season 
were issued in the second half of 2019. 

Finally, it should be noted that, as in other European 
countries, the transposition of Directive 2019/790 
on copyright into the single market digital could 
be an opportunity in Portugal to reform the public 
system to combat piracy.

ACTIONS TARGETING END USERS

The MoU also provides for the creation and adminis-
tration of a legal content aggregator.[5] The creation of 
this platform was part of the EUIPO’s project to create 
a European aggregator for legal offer (Agorateka).

 PORTUGAL 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[6] DL no. 7/2004 of 7 January, COMÉRCIO ELECTRÓNICO NO MERCADO INTERNO E TRATATAMENTO DE DADOS PESSOAIS, Art. 18.

ADMINISTRATIVE	BLOCKING	MEASURES

Portuguese legislation transposing Directive 2000/31/
EC of 8 June 2000, known as “e-commerce” Directive, 
provides that the public authority may establish an 
infringement of copyright, within the framework of a 
provisional settlement of disputes, and order Internet 
service providers to block a site. [6]However, a court 
order is required to enforce such measures. 

In order to facilitate blocking measures, Internet 
service providers, which are often also right holders in 
Portugal, have agreed to negotiate an agreement to 
implement blocking measures under the control of the 
public authority. In this context, the procedure put in 
place by the MoU consists of five stages: 

•	 Firstly, MAPINET notifies the platform of the illegal 
content and requests its removal. At this stage, the 
MoU focuses on services specialised in communi-
cating copyright-protected works to the public. The 
MoU does not cover stream ripping services.

•	 Only if the platform fails to respond or responds 
negatively does MAPINET collect evidence of its 
illegal activities and refer the matter to IGAC. The 
MoU provides that, for each site reported to IGAC, 
right holders must demonstrate either that it provides 
access to at least 500 protected works, or that more 
than 2/3 of the content hosted is infringing; 

•	 Once IGAC has been referred the case, it performs 
a quick sampling inspection of each site. If a site 
proves to be massively infringing, IGAC instructs 
Internet service providers to place a DNS block on it.

•	 Internet service providers have fifteen days to block 
the website. They bear the cost of blocking orders, 
although the MoU makes provision for the costs to 
be shared. They post a message advising users that 
the site has been blocked by IGAC; 

•	 IGAC must then forward all files relating to the 
blocked services to the prosecutor, as Portuguese 
law contains a provision equivalent to Article 40 of 
the French Code of Criminal Procedure, whereby 
the public authorities must report all crimes and 
offences of which they are aware. In practice, only 
services that can be prosecuted in Portugal - bearing 
in the mind the location of their administrators - are 
reported to IGAC. 

Blocking measures are enforced for a period of one 
year. At the end of this period, right holders must make 
a new blocking request. It is therefore difficult to update 
blocking requests before the one-year period is up.

One of the challenges that Internet service providers 
faced when the MoU was drawn up was not so much 
limiting the number of websites to block, but streamlining 
the management of blocking requests to minimise 
the impact in terms of processing and avoid having 
to create a dedicated team. 

In view of this consideration, the MoU provides that 
right holders must pool their blocking requests via MA-
PINET and submit them no more than twice a month 
(at the beginning of the month and on the 15th of the 
month). Each request must relate to at least fifty new 
sites. In practice, right holders submit requests just 
once a month, for at least fifty sites. 

UPDATING	OF	ADMINISTRATIVE	BLOCKING	
MEASURES 

There is no specific procedure for blocking workaround 
services but, as the standard blocking procedure is 
relatively fast, such services can be reported to IGAG 
monthly, when MAPINET submits its requests. Right 
holders provide IGAC with the same evidence for a 
workaround service as they do for the original site.
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FIGHTING PIRACY OF SPORTS CONTENT

Since January 2019, sports content has also been 
subject to DNS blocking measures under a dedicated 
agreement.

This agreement entitled “Technical procedure for live 
streaming of events” was signed by IGAC, Internet 
service providers and right holders.

It has enabled the establishment of a system that allows 
the temporary blocking of services offering links to 
sports content distributed in an unauthorised manner 
by third-party platforms. 

In addition to this system, each month, MAPINET 
requests permanent administrative blocking of sites 
temporarily blocked as part of the first MoU. 

The number of sites that can be temporarily blocked 
is limited to 50 for a period of 15 minutes. Requests 
to block may only be made during the following hours: 
from Monday to Friday, from 17:30 to 22:45 and on 
Saturdays, Sundays and public holidays, from 11:15 
to 13:30 and from 15:30 to 22:00. In practice, it turned 
out that the more time passes, the less the number of 
domain names blocked as part of the "live" procedure 
is important. 

A dedicated platform has been created to enable the 
operation of the system provided for by the technical 
procedure. The service provider of the right holders 
(or the latter) enters the URL of the page of a links 
site through which the sporting event is accessible 
and attaches screenshots of this page certifying the 
live streaming. 

This evidence is reviewed by the anti-piracy association 
and then by the public authority, which orders the 
blocking. Blocking is then automatically implemented 
on the networks of Internet service providers via the 
platform. Internet service providers implement the 2.5-
hour blocking measure within fifteen minutes.

The sites to be blocked are detected in advance thanks 
to the fact that they often announce upcoming streams, 
in varying timeframes, and sometimes begin to stream 
the TV channel that will broadcast the match before it 
starts. The platform also includes a “blacklist” (sites 
that have already been blocked) and a “whitelist”  
(Facebook…) of sites not to be blocked. 

However, the ecosystem has already evolved in Portugal 
with an increase in illegal IPTV offers and a significant 
circumvention of DNS blocking measures by Internet 
users. In this context, Nos Telecom, one of the main 
Portuguese telecommunications operators and 
co-owner of the sports channel Sport TV, obtained 
two temporary real-time IP blocking orders following 
proceedings initiated in March and October 2019. The 
blocking measures, as specified in the first injunction, 
only refer to the streaming of matches involving the four 
main Portuguese football teams broadcast by Sport TV. 
Only Internet service providers distributing the channel 
were initially attracted to the courts. The second injunction 
allowed the extension for the 2019/2020 season to 
be granted. 
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2020	KEY	FIGURES
DEMOGRAPHICS

145.9    POPULATION[1]

in millions 82.6 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

8.3    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 69     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

58.3 27.2 14.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://stichtingbrein.nl/brein-serves-ex-parte-order-on-dutch-hosting-providers-for-80-of-russian-streaming-sites/

Russia is strongly involved in the fight against 
piracy, and has a public authority, Roskomnadzor 
(federal communications, information technology 
and mass media oversight service), which plays a 
central role in the fight against piracy. The Russian 

state policy towards online copyright infringement 
is based largely on removing, and in some cases 
blocking copyright-infringing content. The system 
is frequently updated to make it more effective. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

In October 2019, BREIN, in collaboration with the 
MPA and the ACE obtained in court that five technical 
intermediaries domiciled or having servers in the Nether-
lands disconnect the servers used by the Moonwalk 
service, which led to its shutdown. Moonwalk was 
a Content Delivery Network (CDN) which provided 
technical infrastructure for the storage and distribution 
of audiovisual content as well as ancillary services. 
This infrastructure was the basis for many third-party 
sites through which users could access pirated 
works. Moonwalk thus provided illegal resources and 
content to approximately 80% of known Russian illegal 
streaming sites[4]. 

ADMINISTRATIVE	BLOCKING	 
MEASURES 

The system provides that, should discussions with a 
website fail following a notice and takedown request, 
right holders may pursue a fast-track procedure to 
obtain a blocking order. 

The procedure is as follows: the beneficiary refers the 
matter to the court of Moscow, the sole competent 
court in Russia in the matter which, after finding the 
breach, notifies its decision to Roskomnadzor, which 
is responsible for executing the decision.

 RUSSIA 



121

Before executing the decision, Roskomnadzor contacts 
the site, which then has a period of three days to put 
an end to the observed breach. If the disputed content 
is not withdrawn or the illegal activity does not cease 
by the deadline, Roskomnadzor may ask the technical 
intermediaries (hosting providers or Internet service 
providers) to implement measures to block access to 
the disputed content or site.

Should they fail to comply, the intermediaries 
incur a fine of 30,000 roubles (approximately €500). 
An “interconnection” has been established between 
the (Roskomnadzor) and Internet service providers to 
secure and facilitate information flows, and thus ensure 
the swift implementation of blocking measures. The 
public authority is responsible for updating the list of 
resources to be blocked in the Federal State Information 
System (FGIS), while the technical intermediaries bear 
the cost of blocking measures. 

Blocking measures against massively infringing sites, 
or against sites that repeatedly promote infringing 
services, may be implemented for an indefinite period. 

In 2019, illegal stream ripping sites were blocked for the 
first time in Russia (Flvto.biz, conv.com and Flv2mp3.
by). The cyberlocker Rapidgator was also blocked in 
April 2019 after numerous unsuccessful call attempts.

It should be noted that in June 2020, the European 
Court of Human Rights issued a decision concerning 
several blocking measures implemented in Russia[5]. 
This decision condemns Russia on the basis of 
Article 10 of the European Convention on Human 
Rights, which guarantees freedom of expression, 
and Article 13 on the right to an effective remedy. 
The decision concerns various cases in Russia – none 
of which relate to piracy. It pointed out that it was 
imperative to ensure the necessity and proportionality 
of the blocking measures implemented, in particular 
when a permanent IP block is implemented, which 
must therefore involve prior checks so as not to block 
other sites hosted on the same IP address as that of 
the site to be blocked. The lack of transparency of 
the blocking measures implemented and the lack of 
information from the operators of the services affected 
were also highlighted to demonstrate the shortcomings 
of Russia in these cases. 

[5] https://www.echr.coe.int/Documents/FS_Access_Internet_ENG.pdf
[6] http://translate.google.com/translate?hl=fr&sl=auto&tl=fr&u=http%3A%2F%2Fpublication.pravo.gov.ru%2FDocument%2F-
Text%2F0001202006080030

UPDATING	OF	ADMINISTRATIVE	BLOCKING	
MEASURES 

A law, adopted on 1st July 2017, introduced an accelerated 
administrative procedure that does not require going 
back to the Moscow court to obtain the blocking of 
workaround sites.

The right holders refer the matter to the Ministry of 
Telecom and Mass Communications, which then has 
24 hours to consult a panel of at least three experts 
and issue a decision confirming that the site is indeed 
a mirror site. The decision is sent to the site manager 
as well as to Roskomnadzor. 

Roskomnadzor informs the hosting provider of the 
Ministry’s decision and instructs Internet service 
providers and search engines to block the website and 
delist its domain name within 24 hours. 

ACTION AGAINST APPLICATIONS  
THAT COMMUNICATE INFRINGING  
CONTENT TO THE PUBLIC

In October 2020, legislation came into force that 
allows right holders to obtain measures against 
applications facilitating access to illegal content[6]. After 
receiving a complaint from a beneficiary, Roskom-
nadzor has 72 hours to determine where the app is 
available (on an official app store such as Google Play 
or the Apple App Store and/or on a third party site).  

RozKomnadzor then sends a violation notice to the 
platform informing it of the breach.

The latter then has 24 hours after receipt of the 
complaint to inform the owner of the application, which 
in turn will have 24 hours to prevent the availability of 
the relevant content. 

Failing this, the responsibility to prevent current 
infringements then falls on the application distribution 
platforms themselves, forcing them to stop distributing 
the application. If these do not do so, Roskomnadzor 
can then instruct local Internet service providers to 
block distribution platforms. In any case, the regulator's 
orders must be approved by the Moscow court. An 
initial order was issued on the basis of this law in 
December 2020, instructing Google to block access  
to an application. 
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INVOLVING ANONYMISATION SERVICES

A law adopted on 29 July 2017 extended the scope 
of the anti-piracy system to include anonymisation 
services, which can now be blocked and delisted if 
they do not comply with their new obligations. The new 
text provides that operators of VPN services or other 
anonymisation systems must disclose their identity to 
the authorities and provide encryption keys to enable 
the decryption of encrypted messages. They must 
also connect to the technical system of Roskomnadzor 
which lists blocked sites in order to prevent access to 
these sites in turn. Faced with the refusal of several 
VPN services to block the listed sites, Rosckomnadzor 
announced in March 2019 that they would soon be 
subject to blocking measures in Russia. 

The encrypted messaging application Telegram was 
blocked in this way. However, as the application 
used Amazon and Google infrastructure, millions of 
IP addresses used by the two companies were also 
blocked, leading to significant over-blocking.

INVOLVING SEARCH ENGINES 

In November 2018, right holders, platforms and local 
search engines such as Yandex, Mail.ru and Rambler 
signed a cooperation agreement obliging them to take 
measures with regard to URLs appearing on a centralised 
database, created by Roskmonadzor. Every five minutes, 
search platform operators must query the database 
for updates. They are then required to delete the URLs 
obtained from their results in Russia within 6 hours. 
In the event of a conflict between the signatories, the 
agreement provides for a mediation procedure, with 
the assistance of Roskomnadzor. This cooperation 
agreement, which was initially intended to be in force 
until 1 September 2019 and then formalised by a legal 
text, was in the end renewed until August 2021. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

Finally, Russian law provides for online services that 
contain advertising content must also consult list of 
illegal sites to make sure they are not promoting 
blocked services or providing links to such services. 

In September 2020, Russia joined the WIPO project 
known as the “WIPO ALERT SYSTEM”, which aims 
to give international reach to local demonetisation 
systems. After four months of membership, Russia 
entered 1,768 domain addresses of sites subject to 
local blocking measures in this database. 
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2020	KEY	FIGURES
DEMOGRAPHICS

5.9    POPULATION[1]

in millions 89 %     INTERNET PENETRATION RATE (2019)[2] 

ILLEGAL USES[3]

0.8    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 150    NUMBER OF VISITS TO ILLEGAL SER-

VICES PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

63.8 26.5 9.7

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://sso.agc.gov.sg/Acts-Supp/22-2014/Published/20141202?DocDate=20141202

Since 2014, the anti-piracy system in Singapore has 
focused mainly on the possibility for the judge to order 
blocking measures for Internet service providers. 

The legal provision allowing for such measures to 
be ordered are now also used to combat new forms 
of piracy such as illegal IPTV. 

ACTIONS TO COMBAT ILLEGAL SERVICES 

In July 2014, an amendment[4] to the law on copyright 
introduced the possibility for judges to order Internet 
service providers to block services whose main purpose 
is to manifestly infringe copyright. The right holder 
must first have sent a notification to the site adminis-
trator concerned or have made reasonable efforts to 
contact him or her. It is therefore only in the absence 
of a response from the operator of the target site that 
the right holder may take action to have blocking 
measures ordered. 

The law lists a set of criteria to determine whether a 
site actually infringes copyright and must therefore 
be blocked: 

•	 if the main purpose of the website is to commit or 
facilitate copyright infringement;

•	 if the site provides content or directories, indexes or 

categories of links to content to facilitate copyright 
infringement;

•	 if the site operator demonstrates a general disregard 
for copyright; 

•	 if the site has already been blocked in another country 
due to or in connection with copyright infringement;

•	 if the site contains guides or instructions to 
circumvent measures, or court decisions aimed at 
preventing access to illegal sites; 

•	 the website audience. 

 SINGAPORE 
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The first decisions to block sites on this basis were 
issued in 2016. At the end of 2018, the Singapore High 
Court[5] ordered for the first time the dynamic blocking 
of 153 domain names considered manifestly unlawful. 
Internet service providers must therefore, upon simple 
notification by right holders, to demonstrate that the 
initial domain name has for example been redirected, 
block so-called mirror sites from the sites referred to 
in the judgement. 

THE	APPLICATION	OF	BLOCKING	
MEASURES TO COMBAT SUBSCRIPTIONS 
TO BUNDLES OF TELEVISION CHANNELS 

Singapore is facing a major piracy challenge through 
configured boxes. Right holders do not hesitate to use 
the legal blocking procedure to combat this form of 
piracy that allows consumers to access audiovisual and 
sports content, since the law allows for the issuance 
of quite broad blocking measures in order to target 
“manifestly illegal online spaces”. 

[5] The High Court of the Republic of Singapore, Disney Entreprise Inc, v M1 LTD, 19 September 2018, 
https://www.supremecourt.gov.sg/docs/default-source/module-document/judgement/os95_18-disney-enterprises-inc-v-m1-limted-pdf.pdf

Following proceedings brought by Singtel, a telecom 
operator and provider of pay television services, various 
entities of the Fox group, which distributes several pay 
channels, and the Football Association Premier League 
in England, in 2018, the High Court in Singapore issued 
a dynamic blocking order ordering Internet service 
providers to block the domain names of servers that 
are used by services streaming packages of chan-
nels illegally (these authentication servers allow illegal 
services to check that the user who wants to access 
the offer is the holder of a valid subscription). 

A January 2019 report by the Ministry of Justice 
says the Government wants to introduce legislation 
that would criminally and civilly punish those who 
manufacture, import to sell, distribute commercially or 
sell material that can be used to access audiovisual 
content from an illegal source. 
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2020	KEY	FIGURES
DEMOGRAPHICS

59.3    POPULATION[1]

in millions
56.2 %     INTERNET PENETRATION RATE 

(2017)[2] 

ILLEGAL USES[3] 

1    NUMBER OF VISITS TO ILLEGAL SERVICES in 
billions 29     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

64.8 14.7 20.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://mybroadband.co.za/news/Internet/321668-netflix-has-killed-torrents-in-south-africa.html

In South Africa, if the creative sectors are growing, this 
is also the case for Internet piracy, at a time when the 
Government has just paved the way for the creation 
of 4G and 5G networks. The arrival of legal offers such 
as Netflix in 2016 would nevertheless have drastically 
decreased traffic on BitTorrent networks according to 
Internet service providers[4].

Piracy-configured boxes and preloaded USB drives 
of infringing content or applications are becoming in-
creasingly popular in South Africa. Police have arrested 
vendors of these boxes. 

In January 2018, the Durban Commercial Crime Unit, 
a police department, executed a search and seizure 
warrant for IPTV boxes following a complaint. 

The legislative system in force does not provide, 
however, any specific provisions to sanction infrin-
gements of online intellectual property. The South 
African Government recently ratified the WIPO treaties 
on copyright and, with this in mind, the South African 
National Assembly passed two bills firstly on copyright 
and secondly on the rights of performers in 2017. 

Both bills still need to be approved by the President 
of the National Council of Provinces, the upper house 
of parliament.

South African authorities also introduced a draft law 
on cybercrime and cybersecurity in 2017. This bill was 
adopted by Parliament but still needs to be enacted. 
This reform should include provisions relating to the 
infringement of intellectual property rights caused by the 
sharing of protected works on peer-to-peer networks. 

 SOUTH AFRICA 
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2020	KEY	FIGURES
DEMOGRAPHICS

51.3    POPULATION[1]

in millions 96.2 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2.1    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 43     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

25 36 39

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] Prior to 2016, anti-counterfeiting measures were implemented by several parties:
- the Ministry of Culture, Sport and Tourism and the Korea Copyright Commission (KCC), which reports to the Ministry. They are responsible 
largely for the so-called graduated response system;
- the Copyright Protection Centre, a private-sector organisation that handles anti-counterfeiting activities on behalf of the Ministry. It is 
involved particularly in tackling massively infringing websites.
A 2016 law created the Korea Copyright Protection Agency, which has absorbed the Copyright Protection Centre and implements the 
KCC’s anti-piracy role. 

Since 2009, South Korea has developed a highly 
comprehensive anti-counterfeiting system, which 
is implemented by various organisations connected 
with the Ministry of Culture, Sport and Tourism[4]. Since 
September 2016, the Korea Copyright Protection 
Agency (KCoPA) has been primarily responsible for 
implementing measures to prevent online copyright 
infringement. 

The system includes a “graduated response” 
component that targets both platforms that 
enable illegal downloading and end users who 
download content both on these platforms and 
via peer-to-peer networks. Added to this are 
actions to raise awareness and promote legal offer.  

Measures are also implemented against massively 
infringing sites.

ACTIONS TARGETING END USERS

END USERS 
WARNING SYSTEM 

In 2009, Korean law established a so-called “graduated 
response” system whereby warnings are issued via plat-
forms to end users who share content online. Once the 
KCoPA has verified the facts of the case, the Ministry 

of Culture, Sport and Tourism may issue recommen-
dations or orders in the event of a refusal to comply, 
for the platform to issue a warning to the end user who 
made the disputed content available, specifying that 
in the event of a repeat offence, his or her account on 
the platform may be suspended for a limited period of 
time. This procedure also applies to bulletin boards (in 

 SOUTH KOREA 
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most cases blogs and forums), provided they operate 
on a for-profit basis. The latter may receive warnings 
via their hosting provider.

At the end of the procedure, the end user’s account 
on the platform may be suspended for a maximum 
period of six months. Platforms that do comply with the 
Ministry’s orders must submit a report within ten days. 
Platforms that do not comply with the Ministry’s orders 
risk a fine (around €7,300). In practice, no orders have 
been issued since 2012 as local platforms are coope-
rating efficiently. Faced with the evolution of piracy, the 
KCOPA would now like to reduce the response time 
granted to platforms, which is currently set at five days, 
and also to negotiate with certain platforms so that they 
remove illegal content within 24 hours.

The South Korean system differs from the educational 
procedures employed by other countries in that:

•	 it is not targeted specifically at peer-to-peer networks;

•	 the KCoPA is petitioned by right holders, but it may 
also be petitioned by end users if they see content 
that has been made available illegally. End users 
report infringements via a form on a dedicated web-
site (COPY 112), including a screenshot. End users 
are informed of the effort to detect illegal content 
and even encouraged to participate. Therefore, when 
they log in to submit a report via a restricted-access 
platform, they are rewarded with shopping vouchers 
for example.

The system has been criticised as it is purely admi-
nistrative in nature, without any due process of law.

As part of this system, a right holder may also ask the 
KCOPA and the Ministry of Culture, Sport and Tourism 
to allow it to obtain information enabling it to identify a 
end user who has illegally shared protected content.

REQUEST FOR INFORMATION PROVISION OF THE PIRATES IN TRANSMITTERS (Article 103 3 of copyright 
law). Deliberation on information provision of the pirates in transmitters 
Procedures of Request for Information Provision of the pirates and transmitters (Article 103 3 of copyright law)

Request 
for	deliberation

4

5

Notification	of 
the	deliberation	results

Provide	information

7

6

Information 
provision	order

KOREA	 
COPYRIGHT  

PROTECTION  
AGENCY

Request	for	information	provision	order

Request	for 
identification	information 

concerning	pirates

1

2

8

RIGHTHOLDERS ONLINE SERVICE 
PROVIDER

MINISTRY OF 
CULTURE,	SPORTS	

AND TOURISM 

Refusal	to 
provide	information

3

Provide	information

Source : KCOPA

PROMOTING LEGAL OFFER

South Korea is very active in educating the public, 
conducting numerous initiatives and campaigns to 
raise awareness of copyright among young people 
in particular.

In 2012, the “Copyright OK” initiative was launched, 
a certification system for the legality of platforms 
providing cultural content, administered by KCOPA. 

The certification process set in place involves 
verifying that the platform provides copyright protection. 
To do this, it must in particular allow the notification 
of unlawful content, use space to promote content 
legality, implement a specific policy towards repeat 
offenders or deploy resources or fight against piracy. 
Certified platforms may display the logo on their site.  
It is granted for a period of two years.
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[5] https://www.wipo.int/wipo_magazine/en/2019/03/article_0004.html

In parallel with the graduated response system detailed 
above, which largely involves the platforms, the KCOPA 
implements the Illegal Copyrights Obstruction Program 
(ICOP) which enables continuous monitoring of sites 
(cyberlockers, peer-to-peer link sites, UGC platforms, 
blogs, etc.) and sends content deletion requests to 
platforms (Notice and Take Down). The goal is therefore 
to win the cooperation of platforms rather than that of 
Internet service providers.

The information collected by the ICOP system is sent 
to the Commission for Deliberation and Protection of 
Copyright, which issues notifications and requests 
for removal. In addition, ICOP results are uploaded 
to the KCOPA Global Response System for copyright 
infringement. This anti-piracy system works in real 
time 24/7 to ensure rapid action and adequate 
action on copyright infringements. 

The system works as follows: 

•	 monitoring of the life cycle of copyright infringing 
sites (creation › in operation › change › shutdown);

•	 checks carried out via a database of works protected 
by copyright (work title, owner, licensee, other 
information, etc.);

•	 use of the various data points collected on infringe-
ments via Big Data to derive analyses and forecasts;

•	 provision of real-time statistical information; 

•	 provision of an offence notification function in the 
event of an emergency, content particularly affected 
by piracy due to its novel nature (Killer Content Early 
Warning System); 

•	 provision of the information requested by the 
prosecutors, police, right holders. 

The telecommunications regulator, Korea Commu-
nications Standards Commission (KCSC) may also 
implement an administrative site blocking system that 
mainly targets foreign sites. In the event of an infrin-
gement, a site may be blocked at the request of the 
right holders. Sites linked to blocked sites are then 
monitored by KCSC and KCOPA. KCOPA asks KCSC 
to implement the blocking procedure against such 
sites when necessary. Since 2019, it should be noted 

that the KCSC has stopped requiring that more than 
70% of the content on the site to be blocked be made 
available illegally. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

As part of a programme entitled “Profit Source 
Research”, KCOPA monitors advertising for known 
brands on copyright infringing sites and collabo-
rates with advertisers (or their advertising agencies) 
to prevent these advertisements from reappearing.  
South Korea is also one of the leading countries to 
have subscribed to the “Follow the money” system 
set up by WIPO. 

Finally, in 2019, KCOPA commissioned a university to 
conduct a study on advertising on copyright-infringing 
websites. This study showed that both legal and illegal 
services connected with major brands and lesser-known 
brands are advertised on copyright-infringing websites. 
It appears that although advertising players are aware 
of the negative impact of their presence on copyright- 
infringing sites, few are aware of the actual situation. 
It is therefore recommended that the results of the 
study be made known in order to encourage advertising 
players to act on a voluntary basis[5].
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2020	KEY	FIGURES
DEMOGRAPHICS

46.8    POPULATION[1]

in millions 90.7 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2.5    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 58     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

49.3 26.9 23.8

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] Article 256 1) 11° of Law 1/2000 of 7 January 2000 on civil proceedings.
[5] Dallas Buyers Club, Sentencia CIVIL N° 240/2017, Juzgados de lo Mercantil - Donostia-San Sebastián, Sección 1, Rec 526/2017 de 02 
de Noviembre de 2017 et Sentencia CIVIL N° 239/2017, Juzgados de lo Mercantil - Donostia-San Sebastián, Sección 1, Rec 524/2017 
de 02 de Noviembre de 2017.

Since 2011, the Spanish anti-piracy system has 
included a mechanism for blocking infringing sites  
by a public authority. 

At the same time, the Spanish Government and right 
holders are conducting awareness campaigns and 

measures are being implemented to improve the 
visibility of legal offer. 

Detailed below are the main actions carried out 
concerning end users followed by those conducted 
against illegal services. 

ACTIONS TARGETING END USERS

ACTIONS AGAINST  
“QUALIFIED”	END	USERS	

Spanish law does not provide for a graduated 
warning system for end users, but civil procedure allows 
right holders to take action against so-called “qualified” 
users: for example, end users who post massive 
amounts of copyright-protected content online[4]. It is 
actually possible for right holders to take legal action in 
order to force Internet service providers to provide them 
with the identity of the end users whose IP address 
they have collected. Right holders may then take 

action against them before the civil or criminal courts. 
[5]However, in view of recent first instance decisions it 
appears that Spanish courts consider that identifying 
offenders by their IP address alone is insufficient, as 
only the Internet subscriber’s details are revealed and 
he or she may not necessarily be the person who unlaw-
fully shared or downloaded copyright-protectedworks. 

SPAIN
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[6] Link to the campaign ads: 
https://www.youtube.com/playlist?list=PLmAw6SZis81I0oqHSBoRs9pGlyyhW0VpZ
[7] www.encuentratupeli.com

AWARENESS-RAISING	ACTIONS	

THE “NO PIRATEES TU FUTURO”	CAMPAIGN

In October 2017, the Spanish Government launched 
an awareness campaign called “No piratees tu futuro”
(don’t pirate your future) aimed at young people and 
designed to raise awareness regarding the fight against 
piracy of cultural and sports content.The campaign 
was developed through a partnership between the 
Ministry of Culture and Sport, and private-sector 
organisations that provided the funding. Accor-
dingly, more than twenty partnerships have been 
formed with the Coalición de Creadores e Indus-
trias de Contenidos (Coalition of Creators and 
Content Industries), La Liga (football league), com-
munications media, the Federación de Cines (the 
Spanish cinema federation) and the Administrador 
de infraestructuras ferroviarias (railway infrastructure 
manager). Atresmedia, Disney, Discovery Channel, 
Mediapro, Movistar +, PrisaRadio and Vodafone 
have streamed the campaign free of charge on their 
own spaces. In addition, in order to encourage partners 
to broadcast the campaigns on television channels, 
the Ministry has approached the competent regulator 
(Comisión Nacional de los Mercados y la Competencia:  
an authority whose functions are equivalent to those 
of the competition authority, which is also involved in 
regulation of the audiovisual sector) so that the broad-
casting of the campaign advertisements is not included 
in the airtime that the channels may devote to the 
programming of advertising messages.

The campaign has a dual objective: to direct people 
towards legal offer and to inspire empathy by showing 
the consequences of piracy on the future careers 
of young people, without focusing on the criminal 
sanctions aspect. 

It has been disseminated widely via all types of media: 
television, radio, cinema, social networks, advertising 
banners and the press[6]. Celebrities popular with young 
people (including actors and athletes) took part in 
launching the campaign. 

AWARENESS CAMPAIGN IN SCHOOLS  
BY THE MINISTRY OF CULTURE AND SPORT

The Ministry of Culture and Sport, the Ministry of the 
Interior and an association that specialises in intellectual 
property are producing support materials for teachers 
and students in preparation for police officers going 
into schools to raise awareness about piracy. 

AWARENESS CAMPAIGN IN SCHOOLS BY THE 
COALITION AND LA LIGA 

This campaign has been up and running for three years. 
Students are regarded as future professionals in the 
culture sector and the entertainment business: the aim is 
to show them the impact that piracy has on employment 
and the economy, and to make sure they adopt good 
online content consumption habits.

A total of 15,000 students aged 10 to 13 have taken 
part in the campaign, across around 100 schools. 
As a result of the campaign, 80% of students had a 
very negative opinion of piracy. 

PROMOTING LEGAL OFFER

A portal listing the various platforms was launched with 
the support of the Government and the film industry. 
A search engine for audiovisual works (such as films 
and TV series) has also been developed under a private 
initiative[7]. 



131

ACTIONS TO COMBAT ILLEGAL SERVICES 

[8] The “Roja Directa” case.
[9] The website does not have to be “massively infringing” to be brought before the commission. This commission may be used to determine 
the order in which cases are processed.

ACTIONS AGAINST ILLEGAL SITES 
AND THEIR OPERATORS

In Spain, the IT security squad is tasked with combating 
links sites and the sites illegally streaming television 
content[8]. 

Numerous operations have been carried out in recent 
years, including operation CASPER in April 2017. This 
Spanish police operation was conducted in coordination 
with Bulgaria, Europol and Eurojust. It uncovered a 
criminal network operating across Spain and Bulgaria, 
and specialising in the illegal online streaming of 1,000 
pay-TV channels Europe wide. 

More recently, in April 2020, the Spanish National Police 
said it had dismantled a criminal network involved in the 
provision of pirated audiovisual and television content 
across the country. 

ADMINISTRATIVE	BLOCKING	 
MEASURES 

A 2011 law, amended in 2014 and 2019, introduced 
an administrative procedure for reporting online 
copyright infringements, which may lead to websites 
being blocked. The procedure is implemented by a 
commission, which is attached to the Ministry of Culture 
and Sport. 

Right holders can also obtain the blocking of infrin-
ging sites through the civil law courts, which has been 
increasingly availed of by right holders since 2018.

Chaired by the Minister for Culture and Sport, the 
second section of the commission is composed of 
two members of the Ministry of Culture and Sport, 
a member of the Ministry of Energy, Tourism and the 
Digital Agenda, a member of the Ministry of Justice, 
a member of the Ministry of Economy and Business 
and a member of the Ministry of the Presidency, 
Parliamentary Relations and Equality.

Any right holder who finds one or more instances of 
infringement on a website that hosts content or links to 
content and has a sufficient connection with Spain[9] (for 

example, target audience located in Spain, content in 
Spanish, advertisements in Spanish, payment in Euros), 
may refer the matter to the commission electronically. 
Illegal stream ripping sites may also be targeted.

The referral file includes the following: identification 
of the unlawful content, proof of copyright ownership, 
proof of the infringement, proof of the intention to derive 
financial profit from the infringement or proof of the 
actual (or even potential) harm caused, and information 
relative to the infringer and the hosting provider. 

The presence of a single infringing work is sufficient 
to assess the illegality of a site but the site must have 
a certain audience size in Spain and a certain volume 
of alleged infringing works for the commission to open 
the case. 

The procedure is free of charge and lasts for three 
months at most. 

Cases are only brought before the commission if the 
right holder has tried and failed to contact the website 
to remove infringing content within 72 hours, and has 
presented proof of such failure to the commission. 

If the commission finds the right holders’ request 
admissible, it may order the website operator to take 
the following steps within 48 hours: 

•	 make his or her views known; 

•	 ensure that the content is no longer accessible by 
permanently removing it from the site (stay down), 
or by ceasing the infringing activity. 

The primary purpose of the procedure is to obtain the 
voluntary cessation of the dissemination of infringing 
content. 

If the content is not removed or the service is not shut 
down within 24 hours, the commission - if it recognises 
that an infringement has occurred - may instruct the 
technical intermediaries to take all necessary steps to 
stop the infringement within 48 hours. 
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One of the changes introduced by the 2019 reform is 
to ensure that the procedure is no longer slowed by the 
impossibility of contacting the service operator (and 
therefore non-compliance with obligations provided 
for by law regarding the identification of operators of 
Internet services). So it seems that in these scenarios, 
the procedure continues without the steps detailed 
above being followed. 

Several injunctions targeting various actors within 
the piracy ecosystem may be issued, and the taking 
of appropriate measures ordered, such as cessation 
of hosting services, DNS and IP blocking by Internet 
service providers for up to one year if the site is located 
outside the European Union, delisting of the site from 
search engine results, suspension of domain names 
ending with “.es” or with another extension managed 
by the Spanish registry. 

However, authorisation must be sought from a judge 
to enforce such decisions. The judge ensures that 
the request complies with the fundamental freedoms 
provided for in Article 20 of the Spanish Constitution, 
particularly the right to freedom of expression[10]. 

In the event of a repeat offence, the Secretary of State 
for Culture may impose a fine of up to €600,000 if - after 
twice instructing a site to remove infringing content - the 
content has not been taken down or has reappeared[11]. 

With the 2019 reform, when a website that has already 
been sanctioned for offences twice, with the correspon-
ding judicial authorisations where applicable, makes 
content available for the third time without authorisation 
and refuses to remove it from its website, it will be 
possible to act more quickly and effectively without the 
need for judicial authorisation to apply the appropriate 
measures. Blocking measures may then be ordered 
without the need for further validation by the judge. 

For the first time, on 20 June 2018, after being convic-
ted twice by the commission in June and July 2017, 
the owner of the Peruvian site www.x-caleta.com 
(now called www.x-caleta2.com) received its first fine 
of €375,000 for repeated administrative offences. In 
addition, the fine was published in the local official 
newspaper and in two national newspapers at the 
offender's expense, and the sites in question were 
blocked in Spain for a period of one year.

[10] Article 20 of the Spanish Constitution: “1. The following rights are recognised and protected: a) the right to freely express and dissemi-
nate thoughts, ideas and opinions through words, in writing or by any other means of communication; [...] 2. The exercise of these rights 
may not be restricted by any form of prior censorship. […]”.
[11] Article 195 of the intellectual property code.
[12] https://www.culturaydeporte.gob.es/dam/jcr:17707579-59fb-42b6-92b1-9fc4926b48ed/2020-diciembre-boletin.pdf
[13] https://www.poderjudicial.es/search/contenidos.action?action=contentpdf&databasematch=AN&reference=8293989&links=%20
HDFull&optimize=20180220&publicinterface=true

On 20 June 2019, the central courts for administrative 
proceedings authorised the enforcement of a blocking 
decision from the commission involving more than 60 
web pages linked to the domain name ThePirateBay. 

The commission publishes quarterly reports on its 
activities[12]. From its creation until July 2020, 703 
referrals had been submitted to the commission. Of 
the cases that met the conditions provided for by law 
(386), 112 were closed because the sites had either 
complied with the take down notice or had expired.

Right holders would like to simplify and speed up the 
procedure to obtain more blocking decisions. The 
commission is working to improve the effectiveness 
and duration of the procedure and currently processes 
a case within 50 to 90 days on average. 

The Spanish Government would also like to implement 
a voluntary code of conduct between right holders and 
Internet intermediaries. The purpose of this code would 
be to implement collaborative measures to combat 
online piracy. 

JUDICIAL	BLOCKING	MEASURES	

The legal system has been used increasingly by right 
holders, particularly those in the USA, since 2018 
because they consider it faster than the administrative 
system. 

In February 2018, in a case brought by six film and 
television studios, the Barcelona Commercial Court 
ruled that two streaming sites were infringing the 
studios’ rights and ordered Spain’s main Internet 
service providers to block access to the sites and to any 
domain and sub-domain names and IP addresses, 
the purpose of which is to indirectly facilitate access 
to these sites[13].
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In 2019, US audiovisual right holders repeatedly sued 
Spain’s main Internet service providers to request the 
blocking of illegal websites in the Barcelona Commercial 
Court. The Commercial Court[14] thus ordered blocking 
using those technical means and mechanisms that 
Internet service providers consider to be most effective 
in preventing or reducing their customers' access to a 
targeted site. The injunction also covers other domain 
names, sub-domain names and IP addresses, the sole 
or main purpose of which is to facilitate access to the 
pages of the website in question. 

Music right holders have also sued Internet service 
providers and obtained the blocking of 17 illegal stream 
ripping sites using this procedure. 

In 2020, the Barcelona Commercial Court petitioned 
by the video game company Nintendo, ordered the 
blocking, in two separate cases, of access to domain 
names of sites offering pirated games and devices 
enabling the playing of pirated games on Nintendo 
consoles. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

The commission also implements a “Follow the money” 
policy whereby it can ask payment intermediaries and 
advertisers to stop working with sites that refuse to 
remove notified content. The commission conducts 
preliminary investigations to identify the payment 
intermediaries and advertising operators that work with 
the infringing site. If the payment intermediaries and 
advertisers do not cease their contractual relationship 
with the site, the commission may fine them up to 
€600,000. This sanction was only ordered once in 2014. 

[14] Commercial Court! of Madrid, Columbia V Telefonica, 7 March 2019 Ref131376, 16 May 2019 Ref131847, 10 July 2019 132321, 24 
October 2019 133090, 24 October 2019 133090, 29 November 2019 133737.
The first decision to block illegal stream ripping sites was obtained in April 2019. Commercial Court of Barcelona, AGEDI v Telefonica 29 
April 2019, 201910269787429,
http://www.hadopi.info/dj/news/ressources/20190429%20-%20Mercantile%20Court%20of%20Barcelona%20-%20Decision%20on%20
the%20merits%20-%20Flvto,%202conv,%20Flv2mp3.pdf
[15] Madrid Commercial Court, 11 February 2020, 28079470072020100001 
http://www.poderjudicial.es/search/AN/openDocument/d1ecc270d29d6605/20200219

In addition, copyright law already provided for the 
promotion of codes of conduct but only targeted technical 
intermediaries and online advertising and payment 
players. Since the 2019 reform, right holders are now also 
encouraged to conclude such agreements, alongside 
the Government, which can not only participate, but 
also promote the signing of such agreements. 

Finally, Spain recently joined the WIPO’s “WIPO ALERT” 
scheme, which seeks to implement the demonetisation 
approach internationally.

 

FIGHTING PIRACY OF SPORTS CONTENT  

On 11 February 2020, as part of a procedure initiated 
by the sbroadcaster Telefónica Audiovisual Digital, 
the Madrid Commercial Court[15] handed down a 
decision ordering the dynamic blocking of sites illegally 
streaming live football matches. The judge ordered the 
blocking of 44 sites or services, in particular authen-
tication and referral servers, which allow illegal IPTV 
services to check that the user who wants to access 
the offer is indeed the holder of a valid subscription. 
Right holders can notify new addresses to be blocked 
to Internet service providers every week without having 
to go back to the courts. Blocking measures must 
be implemented within three hours from notification 
of the domain names, URLs and IP addresses to be 
blocked. The decision runs until 25 May 2022, for three 
football seasons. 

INVOLVING   
SEARCH ENGINES 

La Liga entered into a partnership in September 2018 
with the Google search engine to delist results pointing 
to the websites of sellers of illegal channel packages 
(sales, customer service, FAQ, etc.).
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2020	KEY	FIGURES
DEMOGRAPHICS

10.1    POPULATION[1]

in millions 94.5 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

0.75    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 79     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

62.5 23.2 14.3

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] CJEU, 21 December 2016, C 203/15 and C-698/15, Tele2 Sverige AB (C 203/15) and Secretary of State for the Home Department.

Although Sweden is the birthplace of both one of 
the major players in the legal online music offering 
(Spotify) and one of the main Torrent link sites, 
The Pirate Bay, which is the subject of blocking 
orders in many countries, the system for combating 

the piracy of online cultural content mainly focuses 
on actions involving intermediaries with regard to 
sites, although dedicated measures are put in place 
with regard to end users.

ACTIONS TARGETING END USERS

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES 

Right holders may petition a court to obtain the identity 
of an end user who has shared cultural content illegally, 
and whose IP address has been used on peer-to-peer 
networks. Once the Internet user’s contact details have 
been obtained from the Internet service provider by 
virtue of the court decision, the right holders may send 
him/her a letter of formal notice to pay them damages. 
In the event of non-payment of the said damages and 
interest, the end user is informed that he or she is liable 
to prosecution.

In Sweden, these practices have become all the more 
controversial since a court ruling by the CJEU on 21 
December 2016 regarding the retention and communi-
cation of personal data by Internet service providers.[4]. 
The Stockholm Administrative Court ruled in February 
2018 that Internet service providers must disclose the 
identity of end users. Internet service provider Bahnhof, 
which refused to disclose the identity of its subscribers 
in penal cases other than criminal – and which has been 
subject to an injunction from the telecommunications 
regulator since 2016 – has appealed this decision. 

 SWEDEN 
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In 2020, law firms acting on behalf of right holders were 
granted permission to compel several Swedish Internet 
service providers to hand over personal data from 
clients behind thousands of IP addresses. However, 
the main firm leading these actions is currently facing 
serious fraud charges in Denmark. Access provider 
Bahnhof reiterated its desire not to disclose the identity 
of its subscribers, qualifying these requests as “extortion”. 

[5] https://www.streamalagligt.se/na/en
[6] https://www.prv.se/en/copyright/streama-lagligt/
[7] Illegal IPTV In the European union, EUIPO, November 2019, https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_libra-
ry/observatory/documents/reports/2019_Illegal_IPTV_in_the_European_Union/2019_Illegal_IPTV_in_the_European_Union_Full_en.pdf
[8] http://www.hogstadomstolen.se/Domstolar/hogstadomstolen/Avgoranden/2017/2017-06-12 %20B %203878-15 %20dom.pdf
[9] https://www.regeringen.se/4931b8/contentassets/048b5202b6f24645889ad1fad230a6e7/skarpta-straff-for-de-allvarligaste-fallen-av-im-
materialrattsintrang.pdf
[10] https://torrentfreak.com/images/StockholmsBein.pdf

PROMOTING LEGAL OFFER

Sweden’s patent and trademark office has set up a 
portal called Streamalagligt.se[5], which directs users 
to legitimate content including films, TV series and 
music. Right holders have created a similar portal, 
Moviezine, which also enables users to access films 
and series legally. 

A Government-led communication campaign[6] was 
organised in May 2018 to encourage end users to 
stream content legally.

ACTIONS TO COMBAT ILLEGAL SERVICES 

The use of boxes with applications enabling access to 
content made illegally available on sites and/or televi-
sion programmes not accessible without subscription[7] 
has grown significantly in recent years in Sweden and 
has become one of the main priorities of stakeholders 
in the fight against piracy with one of the highest usage 
rates in Europe: between 8% and 9% of the population.

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS 

The policy on commercial piracy includes tough criminal 
punishment measures, which are enforced by a special 
law enforcement unit. Sweden has public prosecutors 
and specialised jurisdictions. Creators of websites 
located in Sweden have been given prison sentences 
of several months[8]. 

The Government has introduced a bill[9] to increase sen-
tences for aggravated intellectual property infringement 
from two to six years in prison, with a minimum sen-
tence of six months. 

In order to determine the severity of the attack, several 
factors must now be taken into account, such as 

premeditation, the "organised" nature of the offence or 
its particularly dangerous nature.The bill is expected 
to enter into effect in September 2020. 

In November 2016, the tracker Rarat.org was shut down 
and its owner was arrested following a joint operation 
by the police, Rights Alliance and PayPal to identify 
the recipient of payments made to the site. 

Right holders have taken legal action against strea-
ming services that provided unauthorised access to 
their television channels (especially sports channels). 
Operators were convicted by the Stockholm Patent 
and Market Court on 29 June 2018[10] for piracy and 
fraudulent use of flows with a prison sentence and 
damages of approximately €21 million. 
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JUDICIAL	BLOCKING	MEASURES	

In February 2017[11], an injunction was issued for the 
first time against an Internet service provider to prevent 
access to the website The Pirate Bay for a period of 
three years, in the context of proceedings brought 
by music and audiovisual rights holders. The Internet 
service provider risks a fine of approximately €53,000 
if it does not comply with the injunction. However, 
Internet service providers that were not parties to the 
proceedings said they would not voluntarily block the 
site unless ordered to do so directly.

In December 2019, as part of broceedings brought 
by audiovisual right holders, the Stockholm Patent 
and Market Court issued a dynamic restraining order 
against Internet service provider Telia, for the first time, 
against four sites including The Pirate Bay, for a period 
of three years[12]. Right holders can now request the 
updating of the measures for blocking domain names 
and IP addresses enabling access to The Pirate Bay 
without going before the judge. If Telia fails to comply 
with the decision, the Internet service provider risks 
a fine of approximately €47,000[13]. The injunction 
does not specify which formalities right holders must 
undertake in order to inform the ISP about new domain 
names or IP addresses to be blocked. Telia’s appeal 
was dismissed in July 2020[14]. The court stated in this 
decision that Telia is not required to actively search for 
new areas in which these sites are made accessible. 
This task will fall to the right holders, after which the 
access provider has two to three weeks to update its 
blocking list.

[11] In the first instance, the judge did not grant the blocking request.
[12] Patent and Market Court, 9 December 2019: https://torrentfreak.com/images/Stockholms-TR-PMT-7262-18-Dom-2019-12-09-1.pdf
[13] https://ipkitten.blogspot.com/2020/01/the-swedish-patent-and-market-court.html
[14] Patent and Market Court, 3 July 2020: https://torrentfreak.com/images/Svea-HR-PMT-13399-19-Dom-2020-06-29.pdf
[15] Law relating to literary and artistic property, SFS 1960: 729 amended on 1 April 2011, 
https://www.wipo.int/wipolex/en/text.jsp?file_id=290912

INVOLVING THE LOCAL REGISTRY 

On 22 December 2017, the Supreme Court ruled that 
domain names are assets that can be seized by the 
state. The public prosecution service had instituted 
proceedings against Sweden’s registry for .se websites, 
Punkt SE, as it considered that ThePirateBay.se and 
PirateBay.se enable and encourage piracy and can 
therefore be seized by the Swedish state. Indeed, 
pursuant to section 53-a of the Copyright Act[15], goods 
that are or will be used for criminal purposes may be 
seized to prevent other crimes.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS 

The anti-piracy organisation, Rights Alliance, has joined 
forces with the online advertising industry to implement a 
“Follow the money” type of initiative. Under the initiative, 
right holders draw up a list of infringing sites and 
forward it to their partners in the advertising industry, 
who make sure they do not place ads on the listed 
sites. The list was updated in February 2019. 
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2020	KEY	FIGURES
DEMOGRAPHICS

8.7    POPULATION[1]

in millions 93.2 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

0.56    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 69     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

64.1 20.4 15.5

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://www.parlament.ch/centers/eparl/curia/2017/20170069/Texte%20pour%20le%20vote%20final%201%20NS%20F.pdf

A reform called the “modernised copyright reform” 
entered into force on 1 April 2020[4]. The new Swiss 

regulation provides for action against both end 
users and platforms. 

ACTIONS TARGETING END USERS

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES 

With the revision of the law, a new provision concerning 
the collection of personal data has been introduced in 
order to facilitate the implementation of copyright in 
cases of unauthorised provision (downloading from 
unlawful sources remains covered by the private use 
exception). Concerning works made available without 
authorisation, the new law provides that copyright 
owners whose rights have been infringed may take legal 
action and are therefore entitled to: “process personal 
data [...] for the purpose of filing a criminal complaint 
or reporting a criminal offence [...]. They may also use 
the data to file incidental civil actions, or to file such 
actions at the end of criminal proceedings. They are 
required to declare publicly the purpose, the type of 
data processed, and the extent of data processing”. 

The modernised copyright reform takes a stance 
opposite to the 2010 “Logistep” ruling, which 
focused strongly on protecting personal data, and which 
created uncertainty as to whether it was legal for right 
holders to collect IP addresses for the purpose of 
taking legal action against copyright infringement, and 
thereforealso uncertainty regarding the admissibility 
of IP addresses as evidence in the prosecution of 
copyright infringement cases. The inclusion of a legal 
basis in the revised copyright law authorising data 
processing now dispels these uncertainties.

 SWITZERLAND 
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AWARENESS-RAISING	ACTIONS	

The Federal Office of Communication (OFCOM), an 
executive body that reports to the Federal Council, 
regularly carries out communication campaigns to raise 
awareness regarding Internet hazards and in May 2020 
released a digital comic[5].

[5]  https://www.websters.swiss/fr/
[6] https://torrentfreak.com/images/Swisscom-ruling-27-2-19.pdf

ACTIONS TO COMBAT ILLEGAL SERVICES 

JUDICIAL	BLOCKING	MEASURES

On 27 February 2019[6], the Federal Court of Lausanne 
denied a petition for an order for one of the main 
Swiss Internet service providers to block illegal sites. 
The judge pointed out that the administrators of the sites 
in question broke the law, but found that the Internet 
service provider was in no way involved in copyright 
infringements. Consequently, it could not be ordered 
to take blocking measures. The aforementioned 
new law does not include a provision to combat this 
case law because it did not ultimately introduce this 
possibility into Swiss law, contrary to what was 
envisaged at one stage. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

The public-private partnership, “Stop Piracy”, is 
moreover considering how to implement a “Follow the 
money” approach, with the aim of involving the online 
advertising industry in the fight against piracy. 

ACTIONS AGAINST ILLEGAL SITES 
AND THEIR OPERATORS

In November 2020, a Swiss-based IPTV service was 
shut down by local police with the help of Europol after 
a complaint was filed by a television company and 
anti-piracy body. This action seems to be the first of 
its kind in Switzerland.

 MAKING CONTEN-SHARING PLATFORMS ACCOUNTABLE  

Switzerland did not previously have a specific legal 
regime for technical intermediaries. The new legislation 
introduced provisions to frame the activities of hosting 
providers by imposing a specific obligation on those 
which “due to [their] technical processes or [their] 
economic objectives enable legal violations or create a 
specific risk of such a violation occurring”. They must 

prevent the reappearance of copyright-protected 
content that has previously been subject to a notice 
and stay down obligation, by taking any “technical and 
economic measures that may reasonably be expected 
[of them], bearing in mind the risk of violation”. 
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2020	KEY	FIGURES
DEMOGRAPHICS

23.6    POPULATION[1]

in millions 88.8 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

2    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 97     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER: 3.9

72.5 23.6

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

Taiwanese law provides for a graduated reponse 
system but it has not been implemented. In fact, 

there seem to be very few specific tools for comba-
ting infringing services.

ACTIONS TARGETING END USERS

ENDUSERS 
WARNING SYSTEM 

Taiwan introduced a legislative graduated response 
system in 2009, which provides that technical interme-
diaries (Internet service providers and platforms) must: 

•	 issue notifications to end users;

•	 adopt a procedure for suspending or terminating the 
subscriptions or accounts of web users who have 
infringed copyright on several occasions. 

Otherwise, they would not be covered by the limited 
liability regime.

However, the practical implementation of the system 
is not detailed in any legislation.

Music right holders and an Internet service provider, 
HiNet, reportedly decided to test the system for six 
months in 2013. However, according to reports, fewer 
than 30% of notifications issued by right holders were 
actually delivered to subscribers, mainly because 
web users are not required to provide Internet service 
providers with an e-mail address.

 TAÏWAN 
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ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

Sales of set-top boxes enabling access to illegal content 
seem to have been very high for several years. According 
to the International Intellectual Property Alliance (IIPA), 
an association of American right holders, there are thirty 
different brands of these boxes in Taiwan.

In April 2019, the copyright law was amended to provide 
for criminal sanctions against individuals and legal 
entities that: 

•	 provide software, such as peer-to-peer software 
or applications that allow the public to access 
unauthorized copies of films and Internet television 
programmes; 

•	 assist the public in accessing such unauthorised 
copies of films and television programmes; 

•	 or manufacture or import devices with preloaded 
software or applications. 

The penalties incurred are a sentence of up to two 
years in prison and/or a maximum fine of approximately 
€15,000. 

This legislative change came after guidelines published 
in 2018 by the Intellectual Property Office of Taiwan, 
according to which streaming content devices are 
prohibited under copyright law, as well as a decision 
of the Intellectual Property Court of August 2018 
confirming this interpretation.

It was in this context that on 31 July 2019, the 
Intellectual Property Court ruled against a company 
that operated an application that facilitated access to 
unauthorised television content. Although the court 
imposed relatively low fines on the company, it 
also issued prison sentences against two company 
executives.

In April 2020, Taiwan police shut down 8maple.ru, the 
country's largest pirate film and TV show site. The 
action came after an investigation by ACE, MPA and 
Japanese anti-piracy group CODA. 
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2020	KEY	FIGURES
DEMOGRAPHICS

331    POPULATION[1]

in millions 88.5%     INTERNET PENETRATION RATE 
(2018)[2] 

ILLEGAL USES[3]

11.8    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 40     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

64.6 26.3 9.1

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

In the United States, while some lawsuits have 
been brought against end users, right holders focus 
primarily on illegal services. In addition, the 
Government publishes a list of massively infringing 

services to raise awareness among the public and 
in States where intellectual property protection is 
inadequate. Discussions have also been conducted 
to make the platforms accountable.

ACTIONS TARGETING END USERS

ACTIONS TO INCREASE  
END	USERS’	LIABILITY

Article 512 of the Digital Millennium Copyright Act 
(DMCA), which defines the liability regime for technical 
intermediaries in the case of copyright infringing 
content, sets out provisions to encourage Internet 
service providers to take specific measures against 
subscription holders who repeatedly commit infringing 
acts. These penalties may include termination of the 
subscription.

Some right holders send notifications to Internet service 
providers, informing them that their subscribers have 
shared a copyright-protected work on peer-to-peer 
networks. Several Internet service providers forward 
these messages to their subscribers, warning them 
that their connection could be interrupted in the event 
of a repeat offence. 

GRADUATED	RESPONSE	SYSTEM	(2013-2017)

A private and entirely voluntary graduated response 
system (the Copyright Alert System) was in operation 
from February 2013 to January 2017. Its main 
purpose was to educate and guide people towards 
legal alternatives. 

 UNITED STATES 
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The Center for Copyright Information (CCI), whose 
membership includes right holders and Internet service 
providers, oversaw the development of the system and 
the implementation of awareness-raising activities via 
a dedicated website containing information on WiFi 
security and legal offer.[4] The agreement stated that the 
CCI was financed equally by right holders and Internet 
service providers.

The right holders collected IP addresses and the 
Internet service providers issued alerts accordingly. The 
penalties that could be imposed at the end of the proce-
dure were only moderately restrictive for subscribers 
(for example, they could be required to contact their 
Internet service provider or complete a short online 
course on copyright, or their Internet speed could be 
slowed down). However, the possibility of requiring 
Internet service providers to sanction subscribers by 
terminating their Internet access was rejected by the 
parties to the agreement. This was a key point for 
Internet service providers during the negotiations on 
the agreement.

In May 2015, the Internet Security Task Force (which 
includes several independent American studios) 
concluded that the system was ineffective. It criticised 
the fact that the number of alerts that Internet service 
providers could issue was subject to a monthly cap, and 
argued that purely educational measures had reached 
their limit. In early 2017, since the parties had failed to 
reach an agreement on introducing tougher sanctions 
for repeat offenders (rather than just educational 
measures), it was decided to scrap the system 
altogether. However, some Internet service providers 
continue to take measures against their subscribers 
that are similar to those previously implemented under 
the graduated response system. 

The graduated response system did not prevent some 
right holders - mainly in the adult content sector - from 
employing other methods, such as claiming compensa-
tion from end users. This continues today: there were 
over 1,000 claims for compensation in 2017, and 1,700 
in the first half of 2018.

[4] www.copyrightinformation.org

ACTIONS AGAINST INTERNET SERVICE 
PROVIDERS

On 1 November 2015, the Internet service provider 
Cox Communications was held liable for its policy 
towards its subscribers and in particular repeat infringers, 
as part of an action brought by music publisher 
BMG. This Internet service provider was not party to 
the agreement on the graduated response system 
but had set up its own graduated system under the 
DMCA. This system included more than ten stages, 
at the end of which subscribers’ accounts could 
not actually be suspended. The decision was based 
partly on the court’s finding that, because its inability 
to implement a policy providing for termination 
under appropriate circumstances of the accounts of 
subscribers who proved to be repeat infringers, Cox 
Communications could not benefit from the DMCA’s 
limited liability regime for Internet service providers.  

In August 2018, Cox Communications reached an 
agreement with BMG, the music publisher that had 
taken legal action against it. 

Following the lawsuit, in late 2019, a federal jury in 
Virginia found Cox Communications liable for copy-
right violations committed by its subscribers, who had 
to pay a billion dollars in damages to several music 
industry majors. Internet service providers Grande 
Communications and Charter Communications are 
now facing the same charges in actions also initiated 
by the music industry.

As part of these actions against Internet service 
providers, Cox Communications and Charter Commu-
nications were ordered to disclose to the right holders 
information concerning several thousand of their 
subscribers, and in particular professional subscribers, 
who received notifications. However, one of the 
professional subscribers of Cox Communications, 
a non-profit organisation providing hospital and 
medical treatment facilities, contested the injunction. 
It stated that it provides free public Internet access, so 
any visitor could download illegally from their network. 
In addition, the organisation didn’t keep any connection 
data, it was impossible to determine which visitor had 
logged in, and providing the right holders with the 
requested information would not be of interest to the 
parties. In June 2019, the judge prohibited Cox Com-
munications from sharing such information. 
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FUTURE DEVELOPMENTS: THE REPORT OF THE 
COPYRIGHT OFFICE 

After several consultations and round tables 
organised since 2015 – the last round table dating 
from April 2019 – the Copyright Office, the public 
entity responsible for intellectual property issues, 
published a report on 21 May 2020 on the impact 
and effectiveness of the provisions relating to the 
limited liability of technical intermediaries created 
by Article 512 of the DMCA, adopted in 1998 [5].  

This report argues that while the objective of Article 
512 was to create a system capable of ensuring the 
legal security of operators to enable development of 
the Internet while protecting right holders, currently 
it appears that the way the limited liability system 
provided for by this article is unbalanced, however, 
the Office does not recommend a major amendment 
to Article 512, but instead identifies certain areas in 
which Congress may wish to specify the operating 
procedures of the DMCA to better balance rights and 
responsibilities of online service providers and right 
holders in the creative industries.

With regard to the provision of the DMCA providing 
that Internet service providers must take measures 
vis-à-vis repeat infringers, the report is in line with 
the case law of 2018 against Internet service provider 
Cox Communications. In order for this provision to 
have a useful effect, it is not necessary for an end 
user to have been convicted of copyright infringement 
by a court for the Internet service provider to consider 
him or her a “repeat infringer”. Whereas, to benefit 
from the limited liability regime, ISPs may simply have 
an unwritten policy providing for termination of the 
subscription in appropriate circumstances of a user who 
continues to infringe copyright. The Office considers 
it unlikely that such unwritten and non-communicated 
policies will have a deterrent effect. It therefore recom-
mends that intermediaries make their policy on repeated 
acts of infringement accessible to the public. The report 
also indicates that Congress may want to consider 
whether to legislate on what constitutes “appropriate 
circumstances” and whether such circumstances may 
be constituted in the absence of a take down notice 
by a right holder.

[5] https://www.copyright.gov/policy/section512/section-512-full-report.pdf

The report also highlights current restrictions on 
information that may be requested by judicial means 
in the context of the DMCA. Thus, in positive law, right 
holders may request the identity of site owners from 
third-party intermediaries such as Cloudflare or the 
registrars, but case law has found that these injunctions 
cannot be used to identify subscribers committing acts 
of infringement. The Copyright Office recommends 
clarification of the provisions of the DMCA in this respect.  

The Senate Judiciary Committee’s intellectual 
property subcommittee scheduled a series of hearings 
throughout 2020 on the DMCA. One of these hearings 
concerns the report of the Copyright Office.

Finally, the Copyright Office also plans to work on 
educational materials on the rights and responsibilities 
of each stakeholder within the system referred to in 
Article 512 of the DMCA. 

It should be noted that a first draft of a DMCA reform 
was published in December 2020, following a series of 
hearings with creators, users and technology companies. 

This document proposed getting rid of the “repeat 
infringer” formulation and adopting that of “persons 
who, on several occasions, have been the subject 
of notifications (…) that have not been successfully 
disputed”. The US administration should also clarify 
this definition and the treatment of repeat infringers. 

Finally, this project provides for the creation of a list of 
persons or entities who have sent false notifications 
on a number of occasions, as online services are not 
required to act in the event of notifications from them. 

PROMOTING LEGAL OFFER

In 2014, the MPA launched a search engine to direct 
end users to legal audiovisual content (films and TV 
series); it allowed users to search for a particular work, 
and told them where they could watch it legally. The 
site was taken down at the end of 2017, as the MPA 
deemed there are now several audiovisual search 
engines on the market and a substantial legal offer both 
in the United States (over 140 platforms) and worldwide.
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In December 2020, the US administration published its 
“Joint Strategic Plan”, a three-year intellectual property 
protection programme. In particular, this document 
provides that U.S. federal agencies will serve as relays to 
consumers to raise awareness of the value of intellectual 
property and the risks that pirated products and works 

[6] Amazon, AMC Networks, BBC Worldwide, Bell Media, Canal+ Group, 5, Charter communications, Comcast, CBS Corporation, Constan-
tin Film, Discovery, Fox, Foxtel, Grupo Globo, HBO, Hulu, Lionsgate, Metro-Goldwyn-Mayer (MGM), NBCU niversal, Netflix, Paramount, 
SF Studios, Sky, Sony Pictures, Star, Studio Babelsberg, STX Entertainment, Telefe,Telemundo, Televisa, Univision Communications Inc., 
Viacom CBS, Village Roadshow, Disney Entertainment Inc.

carry (especially malwares). To maximize the reach of 
awareness actions among target audiences, federal 
agencies will study ways to leverage technology (e.g. 
video-conferencing) and public-private partnerships 
(e.g. collaboration with professional associations).

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SITES 
AND THEIR OPERATORS

Finally, in the United States, many actions are brought 
directly against illegal actors and often allow right 
holders to be awarded significant damages. 

The Alliance For Creativity and Entertainment (ACE 
- created in the summer of 2017 and including right 
holders from all over the world[6] (34 to date, in an 
association that aims to combat piracy at the international 
level) is behind several major actions and includes right 
holders such as: 

•	 In October 2017, ACE brought legal action against 
TickBox, which was selling - via a dedicated website - 
a set-top box that enabled access to infringing 
content. In January 2019, ACE obtained €22 million 
in damages from the court against TickBox;

•	 In January 2019, ACE secured a legal victory against 
piracy set-top box designer Dragon Media and a 
reseller. An injunction permanently requires them 
to cease all piracy activity and pay €12.8 million in 
damages;

•	 in May 2019, the BFTA obtained the shutdown of the 
illegal service One Step TV, an IPTV provider offering 
thousands of films and around 600 live television 
channels, and seizure of the associated domain 
name. The address now redirects to the ACE website; 

•	 in July 2019, ACE obtained a permanent injunction 
against the company behind SET TV, a popular 
software-based IPTV service that was also sold 
preloaded on boxes. In November 2019, ACE obtained 
a default judgement against the two service operators 
and €6.76 million in damages; 

•	 in February 2019, Omniverse, which sold live streaming 
services to third party distributors, which offered their 
customers IPTV packages, ceased trading following 
a court-approved agreement in November 2019 that 
ordered the payment of €44.19 million in damages. 

The music industry has also taken a@ction against ille-
gal stream ripping services. Notably, in September 2016, 
the Recording Industry Association of America (RIAA), 
the International Federation of the Phonographic Indus-
try (IFPI) and the British Phonographic Industry (BPI) 
filed a complaint in California against the YouTube-mp3 
website, run by the company PMD Technologie UG, 
based in Germany. The right holders have sought 
very significant damages, as well as the seizure of the 
domain name YouTube-mp3 and an order to no longer 
infringe their rights in the future. In September 2017, the 
parties reached an agreement: the website was shut 
down and Youtube-mp3 agreed to pay compensation 
(of an undisclosed amount) to the right holders. 
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In August 2018, RIAA filed a lawsuit on behalf of 12 
record companies against the illegal stream ripping sites 
Flvto and 2conv, requesting an injunction and damages 
on the grounds of direct copyright violations and in 
particular for providing resources and circumventing 
technical protection measures. However, since both 
sites are administered from Russia, their operator’s 
country of residence, and do not specifically target 
the American public, the latter filed an objection of 
inadmissibility, arguing that the Virginia court did not 
have jurisdiction. On January 22, 2019, the Federal 
Court for the Eastern District of Virginia issued its 
decision to dismiss the RIAA case for lack of standing. 
At the end of June 2020, the RIAA finally won on appeal. 

In December 2020, a law to allow proceedings against 
service operators illegally offering streaming content 
for commercial purposes was enacted (previously 
illegal streaming was a minor offence potentially 
incurring lesser penalties). Thus, it sanctions the 
provision of a service mainly designed to distribute 
copyright infringing content, having no significant 
commercial purpose other than to take advantage 
of streaming that is illegal or intentionally marketed 
to promote it. It is important to emphasise that this 
legislation only applies to individuals or organisations 
that provide a “digital transmission service”, ordinary 
users who upload content to sharing platforms such 
as YouTube are therefore not targeted, this distinction 
having been at the heart of the discussions. Operators 
of the services concerned risk a fine and a penalty  
of up to ten years in prison for repeat offenders. 

[7] https://www.europol.europa.eu/newsroom/news/biggest-hit-against-online-piracy-over-20-520-Internet-domain-names-seized-for-
selling-counterfeits
[8] During the season, the domain names targeted by the injunction may also be withheld by registrars and/or registries (domain names 
transferred to the law firm representing the right holders).

ALTERNATIVE	MEASURES	TO	BLOCKING	
MEASURES 

In the United States, since the failure in January 2012 
of the so-called SOPA and PIPA bills, which sought 
to allow website blocking, efforts to establish a site 
blocking system have been dropped. In 2020, the 
aforementioned Copyright Office’s report recommended 
that a further study be conducted on this point. Actually, 
it takes the view that although there is evidence of the 
effectiveness of these measures in other countries, 
they are not always consistent and, in particular, it is 
difficult to have an accurate view of the effectiveness 
of these measures with regard to the potential impact 
on freedom of expression. 

Injunctive proceedings have been replaced by domain 
name seizure procedures. Domain names can be seized 
by the National Intellectual Property Rights Coordination 
Center, which is responsible for anti-piracy and which 
reports to the Department of Homeland Security and 
the Department of Justice. In November 2017, as part 
of an operation called “In Our Sites” conducted jointly 
with Europol and Interpol, the IPR Center seized 20,520 
domain names offering counterfeited products or 
pirated cultural content.[7] When end users attempt to 
access these sites, they are taken to an educational 
page hosted by the IPR Center. 

In more targeted legal actions to prevent piracy of 
specific cultural or sports content, courts may also 
issue injunctions to domain name managers, which is 
what happened in the following cases:

•	 The Indian Cricket Premier League (TCL) accordingly 
obtained an order in May 2017 against various listed 
sites not to stream Indian Cricket Premier League 
matches[8]. Decision made provision for further 
injunctions against a group of payment and advertising 
intermediaries that work with the websites, and 
against hosting providers, CDNs, registrars and 
domain name registries that allegedly redirect users 
to them. As a result, they were required to cease all 
services to the websites until the end of the season; 
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•	 In 2015, and again in August 2017, American TV 
network Showtime took action to prevent illegal sites 
from streaming an eagerly awaited boxing match 
(Mayweather v McGregor). A federal court in California 
issued a preliminary injunction against 44 different 
domain names advertising the fight, to prevent them 
from streaming the match during a given period.

•	 In July 2017, a federal court in Florida ordered - at 
the request of a major player in the Philippine media 
industry - that the domain names of several infringing 
websites be temporarily seized and that funds to the 
sites (which are owned by advertising operators) 
be cut off[9]. In July 2018, the same right holder 
obtained an interim injunction against domain name 
registrars and registries to make the sites concerned 
inaccessible and against the advertising and online 
payment actors, to make the funds held for these 
sites unavailable and to provide the court with a 
detailed inventory of these funds.

In June 2017, the Southern District Court of New York 
ordered the transfer of domain names from the website 
Sci-Hub, which specializes in illegal sharing of articles 
for the benefit of the right holders of these articles. A 
separate judgement of the court of the Eastern District 
of the State of Virginia awarded a right holder €4.25 
million in damages.

[9] https://torrentfreak.com/images/fccb57c7-b666-4495-aa07-783c429e6613.pdf
[10] To do this, operators of massively infringing websites register hundreds or thousands of domain names in several jurisdictions, parti-
cularly those that provide little intellectual property right protection. Thus, mirror sites can easily be created, undermining the effectiveness 
of legal proceedings.
[11] In this case, the MPA would become a trusted notifier and would report suspected infringing websites to Donuts or Radix. Donuts or 
Radix would then conduct an investigation, starting by contacting the site. If the site fails to respond in a satisfactory manner, or does not 
respond at all, Donuts or Radix suspends the domain name.
[12] Internet Corporation for Assigned Names and Numbers, a body tasked with administration of the Internet, in particular for the mana-
gement of IP addresses and domain names, in connection with registries and registrars.

INVOLVING DOMAIN NAME REGISTRARS

The intellectual property protection programme published 
in December 2016 was based on the observation that 
operators of massively infringing websites switch 
domain names (a practice known as “domain name 
hopping”[10]) as soon as a name can no longer be used 
because it has been either blocked or suspended. 
Consequently, the United States had announced that 
it would continue to monitor abusive domain name 
registrations with a view to taking action against such 
practices. 

With this in mind, in February 2016, the MPA entered 
into an agreement with domain name registry Donuts, 
which manages several extensions including “.movie”. 
In May 2016, it signed an agreement with the Radix 
registry in Dubai, which also manages several 
extensions, including “.website” and “.online”. These 
agreements provide for the possibility of suspending 
the domain names of massively infringing sites notified 
by the MPA[11]. According to the administration’s 2020 
intellectual property action plan, the success of these 
agreements could allow the private sector to increase 
their number and scope.

In the same vein, the published action plan in 2020 
announces that the United States will continue to work 
with ICANN[12] to find a solution between personal data 
protection requirements, as provided for in particular by 
the European General Data Protection Regulation, and 
publication of the identification and contact information 
of the holders and managers of domain names in the 
WHOIS database, with the aim of enabling third parties 
with legitimate interests (such as police services and 
intellectual property right holders) to identify those 
responsible for using domain names for illegal purposes. 
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[13] MasterCard, Visa International, Visa Europe, PayPal, MoneyGram, American Express, Discover, PULSE, Diners Club and Western Union.
[14] www.iacc.org/online-initiatives/rogueblock
[15] Media, Adtegrity, AOL, Condé Nast, Google, Microsoft, SpotXchange and Yahoo!.
[16] The Association of National Advertisers and the American Association of Advertising Agencies partnered with the IAB to create the 
Trustworthy Accountability Group (TAG).
[17] In October 2015, a new programme called “Verified by TAG” was set up to create a list of approved advertisers and media. In June 
2017, TAG launched a tool to help its members not to advertise on mobile applications that illegally make protected content available. In 
October 2017, TAG published a study entitled “Measuring Digital Advertising Revenue to Infringing Sites”. The study found that advertising 
revenue to major infringing websites was an estimated $111 million, 83% of which came from non-premium advertisers. The study also 
found that had the industry not taken action, these websites would have received between 48% and 61% more ad revenue
[18] https://cdn2.hubspot.net/hubfs/2848641/TAG_WhitePaper_AntiPiracy_005.pdf

INVOLVING SEARCH ENGINES

In both the United States and the United Kingdom, 
Google has talked to right holders about optimising 
demotion, an algorithm that moves websites down in 
the search rankings according to the number of infrin-
gement notifications received. As stated in the report 
“How Google fights piracy”, Google uses a functionality 
to give more weight to take down notices concerning, 
for example, audiovisual works that have not yet been 
released or are still showing in cinemas.

The 2020 intellectual property defence programme 
notes that progress has been made both in the 
demotion of search results on the Internet for infringing 
sites and of links to illegal content themselves.  

The United States is calling for search engines to continue 
updating and improving their demotion tools and working 
with right holders to make it more difficult to spread 
infringing content.

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

In the US, right holders and the administration advocate 
voluntary agreements with as many intermediaries as 
possible in addition to online payment and advertising 
operators, for example hosting providers, registries, 
registrars, CDNs and search engines. 

INVOLVING 
PAYMENT INTERMEDIARIES

In May 2011, with the support of the Obama 
administration, a number of agreements were concluded 
between right holders and payment intermediaries to 
prevent both copyright infringements and trademark 
counterfeiting.[13] Pursuant to these agreements, the 
RogueBlock initiative[14] was developed to stop the 
provision of payment methods to infringing sites.  

As part of this initiative, the International Anti 
Counterfeiting Coalition (IACC) - which is made up of 
intellectual property right holders - developed a secure 
platform to receive notifications from right holders. 
According to the IACC, over 200,000 websites have 
been reported to date (on the grounds of both tra-
demark counterfeiting or copyright infringement). 
Since 2015, sites that host unlawfully shared content 
(cyberlockers) have also been targeted under the Ro-
gueBlock initiative. However, the system does not seem 
to be widely used by copyright holders who prefer to 
establish relationships of trust directly with payment 
intermediaries.

INVOLVING ONLINE ADVERTISING PLAYERS

In July 2013, several advertising networks[15] signed 
a charter of best practices (Best practices guidelines 
for ad networks to address piracy and counterfeiting).

In February 2015, the Trustworthy Accountability Group 
(TAG) [16] launched the Brand Integrity Program Against 
Piracy, which offers tools and services to identify and 
prevent the risk of advertising being placed on infringing 
sites. Multiple tools and programmes were then regu-
larly launched [17], the latest being a white paper entitled 
“Winning the Fight Against Ad-Supported Piracy”[18], 
which aims to give online advertising intermediaries a 
number of tools and recommendations to ensure that 
their advertisements do not appear on an illegal site.

More recently, TAG signed the European MoU on online 
advertising and intellectual property rights.
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[19] https://ustr.gov/sites/default/files/2016-Out-of-Cycle-Review-Notorious-Markets.pdf
[20] https://ustr.gov/sites/default/files/files/Press/Reports/2017%20Notorious%20Markets%20List%201.11.18.pdf
[21] Digital Citizens Alliance, “Enabling Malware”, July 2016: 
http://www.digitalcitizensalliance.org/clientuploads/directory/Reports/2017_7The_Gateway_Trojan.pdf
http://www.pandasecurity.com/mediacenter/src/uploads/2017/02/Pandalabs-2017-Predictions-en.pdf
https://www.symantec.com/security_response/publications/monthlythreatreport.jsp
[22] https://ustr.gov/sites/default/files/2019_Review_of_Notorious_Markets_for_Counterfeiting_and_Piracy.pdf

THE	PUBLICATION	OF	BLACKLISTS	

Every year, the US Administration publishes the fol-
lowing lists via the United States Trade Representative 
(USTR), a Government agency that coordinates US 
trade policy:

•	 the Special 301 List, which is provided for by law 
and identifies countries that do not provide effective 
protection of intellectual property rights;

•	 The Out-of-Cycle Review of Notorious Markets, or 
Notorious Markets List, which identifies websites 
and physical marketplaces that clearly engage in or 
enable infringement of intellectual property rights. 
The list is collated in complete transparency from 
data supplied via a website by anyone who wishes to 
contribute, wherever they happen to be in the world. 
Whereas previously the list was only aimed at markets 
outside the United States, the 2020 list targets local 
Amazon hubs, a company still based in the United 
States. Only services for which multiple pieces of 
corroborating information has been received make 
their way onto the list. The markets lists are services 
that have been the subject of the fight against piracy 
or which should be investigated. The primary motiva-
tion of the Government agency is to make operators 
of these markets and Governments react, and also 
to mobilise local Governments. The list authorises 
advocacy work in a similar way to the Special 301 
list. It also aims to warn consumers to avoid illegal 
services and the risks they could incur if they use them.  
The list is published and updated every year.

All actors involved, directly or indirectly, in the commis-
sion of an act of infringement can be listed. 

Each year, the report highlights a specific issue, which 
may be a particular challenge in the fight against coun-
terfeiting or a new method of piracy such as stream 
ripping, which was the subject of a dedicated focus 
in the 2018 report[19].

[20]In 2017, the USTR focused on “Illicit Streaming 
Devices” or ISDs, a term created specifically to 
describe devices pre-loaded with piracy-enabling 
add-ons. In the United States, a reported 6.5% of 
households have purchased such devices and 106 
million users subscribe to an illegal television service. 

And the numbers are rising. Subsequent reports 
continued to focus their concern on the use of these 
devices and set out the criminal actions taken in  
the world against networks illegally streaming television 
channels and resellers of applications or configured 
boxes. The various reports also focus on the actions 
of the domain name registrars, which continue their 
efforts to combat abuse, in particular domain name 
registrations associated with infringing sites. The report 
also often focuses on revenue from piracy. 

For several years the reports from the USTR have 
recalled fact that the listed services, in addition to 
enabling copyright infringements, may be dangerous 
for end users in terms of personal data theft and 
cyberattacks. Several sources are cited in support 
of this[21]. Moreover, the information published on 
many of the listed services includes an update on 
the malwares they are likely to spread. It is therefore 
logical that the report for 2019[22] focuses on malwar-
es present on sites and services dedicated to piracy.  

This point had already been discussed in relation to 
several sites, including the file hosting provider located 
in France 1Fichier, listed for several years by the USTR. 
The report states that the only way to avoid being 
infected by these malwares, both from applications 
and from advertisements appearing on piracy sites, is 
to consume legally. 

The 2019 and 2020 reports also emphasised the 
complexity of the piracy ecosystem and the decisive 
role played by each of the players (domain name 
registrars, hosting service providers, advertisers and 
advertising placement networks, payment players, 
social networks and search engines), which can greatly 
contribute to facilitating or reducing piracy. Accordingly, 
for the first time, an advertising agency, Propeller Ads, 
was identified in 2019 as a notorious market for its 
role in financing piracy sites. In 2020, the Israel-based 
advertising network RevenueHits, was listed and 
presented as one of the most popular advertising 
networks among pirate sites, especially cyberlockers, 
since most its advertisements target a European au-
dience.

This initiative is bearing fruit. While the Notorious 
Markets List list has little or no impact on the most 
prolific perpetrators, the more minor offenders and 
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those who consider their activities as a simple means 
to earn money have ceased their activities. Above all, 
the most significant impact of the list is on legitimate 
services who tolerate this type of activity and with 

[23] Lenz v. Universal Music Corp., 815 F.3d 1145, 1154–55 (9th Cir. 2016), cert.deniedsub name.,Universal Music Corp. v. Lenz, 137 S. 
Ct. 2263(2017).
http://cdn.ca9.uscourts.gov/datastore/opinions/2015/09/14/13-16106.pdf

whom the US administration is now working to get 
them to enter into licensing agreements. The list is 
also used to prompt discussions with intermediaries 
involved in infringements such as payment services.

 MAKING CONTENT-SHARING PLATFORMS ACCOUNTABLE  

The report of the aforementioned Copyright Office 
shows that the right holders have expressed a wish to 
have a provision similar to that of Article 17 of the new 
copyright Directive. The Copyright Office considers that 
such an amendment would require a substantive reform 
of the current liability regime, which could limit freedom 
of expression and have adverse consequences for 
competition. It is therefore considered that these ques-
tions would require more research so that Congress 
can look at them. As previously stated, the first draft 
reform of the DMCA published in December 2020 for-
mulates different avenues for reform, and proposes in 
particular the introduction of a stay down obligation 
for platforms, without specifying the means to be used 
for this purpose. 

The report also states that a balance should be found 
between the ban on imposing a general surveillance 
obligation on operators and a “limited search duty” on 
online services that does not correspond either to actual 
knowledge or proactive surveillance. Congress is being 
asked to update the legislation to reflect this, with the 
standard having to be flexible enough to accommodate 
different types and sizes of online service providers. In 
addition, with respect to profits from illegal activities, 
the report indicates that an updated interpretation of 
this concept could be to examine whether the existence 
of illegal content material is the main reason for the 
appeal of the service to its users.

The Copyright Office proposes examining ways to 
facilitate new voluntary initiatives to combat online 
offences, as well as to help identify a standard of technical 
identification measures that can be adopted in some 
sectors. It is also suggested that the National Institute 
of Standards and Technology, a Government agency, 
should lead a multi-stakeholder working group for this 
purpose. 

With regard to the benefit of exceptions, the report 
notes that case law has ruled that a right holder must 
take into account possible cases of fair use[23] (a form of 
equivalent in the common law of copyright exceptions) 
when notifying content that it considers illegal. This 
decision has generated a lot of controversy, particularly 
regarding the role of detection and content recognition 
tools and its capacity (or not) to identify cases of fair 
use. The report therefore recommends that Congress 
monitor the impact of this decision, particularly for 
right holders, and consider any clarification that may 
be necessary. 
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With regard to by right holders’ take down notices to the 
platforms and the possibility that these notices will be 
challenged in court, the Copyright Office recommends: 

•	 that the minimum standards required for take down 
procedures no longer be provided for by law but 
determined by regulations, which would allow the 
Office to set more flexible rules and prevent the law 
from becoming obsolete in the face of technical 
developments; 

•	 shortening of litigation processing times relating 
to content notified by right holders by adopting an 
out-of-court dispute resolution scheme such as 
arbitration, as a faster and cheaper alternative to 
court proceedings. 

It should also be noted that the action plan publi-
shed in 2020 indicates that the removal of certain 
copyright-protected content, such as sports match 
streams, must be able to take place within minutes to 
prevent substantial economic harm. In this context, has 
been announced that it will be essential to review and 
adopt new technologies, including content recognition 
technologies and intelligence to improve the identifi-
cation and rapid removal of this content.

Finally, a law, promulgated in December 2020, provides 
that a court attached to the Copyright Office will 
be responsible for resolving small claims conflicts. 
The cost of referring a case to this court would be far 
lower than that of bringing it to a conventional court.  

The amount of damages awarded would be between 
approximately €11,000 and €26,000. This court could 
in particular be tasked with resolving disputes relating 
to the unlawful use of photographs and music on the 
Internet, and litigation in connection with demands to 
take down content from platforms such as YouTube. 
Some also fear that it would be used to take action 
against end users who have illegally shared content 
on the Internet.
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2020	KEY	FIGURES
DEMOGRAPHICS

67.9    POPULATION[1]

in millions 94.8 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

3.3    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 51     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER

69.7 18.2 12.1

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.

The UK has many, often innovative, anti-piracy 
tools and is often presented as a model in terms of 
combating piracy, which is due in particular to the 
fact that Internet service providers, who are often 
also right holders, work together with right holders.

The United Kingdom is very active in raising 
awareness among end users, with various cam-
paigns carried out in this respect, including a 
campaign to send educational emails. 

With regard to the fight against infringing services, 
the United Kingdom is working to activate all levers: 
implementation of the so-called “Follow the money” 
approach, agreements between right holders and 
search engines under the auspices of the Govern-
ment, dynamic blocking orders issued by a judge 
and, most recently, so-called live blocking orders, 
in particular in response to the mass influx of boxes 
configured to facilitate piracy, and more particularly 
illegal viewing on the Internet of pay television 
channels and live streaming of sporting events. 

ACTIONS TARGETING END USERS

END USERS 
WARNING SYSTEM  

The Government, via the Intellectual Property Office 
(IPO), a Government agency attached to the Ministry 
of Business, Energy and Industrial Strategies, and 
responsible for registering industrial property rights and 
intellectual property strategy, supports the Creative 
Content UK private initiative, which is the result of a 
voluntary agreement between right holders and Internet 

service providers for an (initial) period of three years 
and which, in particular, has implemented a mechanism 
for sending emails to end users without sanction 
(Voluntary Copyright Alert Programme) from early 2017 
to mid-2019. 

Internet service providers may use an email template 
provided by the right holders, but have full control over 
the content. A warning may refer to several events and 
the emails contain links to the referrals (specifying 

UNITED-KINGDOM
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the work(s) concerned) and to a site featuring, among 
other things, advice for users on how to secure their 
Wi-Fi connection. 

The programme has reportedly received positive 
feedback, particularly from the press, and has enjoyed 
extensive media coverage. Details of the cost - and 
how it was shared between Internet service providers 
and right holders - have not been disclosed. 

However, it was decided to terminate the notification 
programme, for reasons that have not been made 
public, and the sending of emails ceased in mid-2019. 

A COMPENSATION SYSTEM BASED ON 
FORMAL NOTICES  

Right holders may petition a court[4] to obtain the identity 
of an end user who has shared cultural content illegally, 
and whose IP address has been used on peer-to-peer 
networks. Once the user’s contact details have been 
obtained, right holders may send him or her a letter 
claiming financial compensation. Otherwise, it is stated 
that the end user may be prosecuted.

In practice, the system is mainly used by right holders 
in the pornography sector.

In 2012, the “Golden Eye” ruling (named after a 
pornographic film-maker) provided a framework for 
such action and provided that[5]:

•	 the right holder's letter must explain that, despite the 
injunction to reveal the end user’s identity, the latter 
is not yet regarded as a counterfeiter;

•	 the end user must respond without undue delay.

[4] According to a common law scheme called Norwich Pharmacal Order.
[5] High Court of Justice, 26 March 2012, Golden Eye: www.bailii.org/ew/cases/EWHC/Ch/2012/723.html
[6] Martin Brassell FRSA, Dr Ian Goodyer, Inngot Limited, “Penalty fair? Study of criminal sanctions for copyright infringement under the 
CDPA 1988”, Intellectual Property Office, February 2015.
[7] www.getitrightfromagenuinesite.org
[8] https://www.gov.uk/Government/publications/online-copyright-infringement-tracker-survey-8th-wave

TOUGHER PENALTIES FOR ONLINE 
COPYRIGHT INFRINGEMENT

The Digital Economy Act 2017, which came into force 
in October 2017, amended the maximum custodial 
sentence for online copyright infringement and states 
that a person who infringes copyright has committed 
an offence if he or she knows or has reason to believe 
that such infringement will cause loss to the right 
holder. The sentence has increased from two to ten 
years, bringing it into line with provisions for physical 
counterfeiting. The possibility of aligning the sanctions 
for copyright infringement and physical counterfeiting 
had been under discussion since 2014.[6]

AWARENESS-RAISING	ACTIONS

As part of the Creative Content UK initiative, an 
awareness campaign has been underway since 
November 2015.

Actions taken have included an advertising campaign 
called “Get it Right from a Genuine Site”, featuring TV 
ads and a website[7] that contains a list of so-called 
“genuine” sites and various animated films to raise 
awareness of legal content for young people. By 
December 2016, the “Get it Right from a Genuine Site” 
campaign had reached one out of four end users. 
17.5% of those users said that it had changed their 
views of piracy. However, according to the annual study 
carried out by Kantar Media for the IPO[8], the proportion 
of end users who have consumed illegal content in 
recent months has remained steady (25%). 

In 2016, on the initiative of Creative Content UK, 
teachers were provided with educational resources 
focusing on what would happen to an actor (for 
example) if all film viewers engaged in piracy.
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A new youth awareness campaign was launched in 
January 2018, with funding from the IPO and the music 
industry. It consists of a series of cartoons called 
“Nancy and the Meerkats”[9], based on a radio series 
of the same name.

On 28 March 2018, the UK Government announced 
a “Creative Industries Sector Deal” with the Creative 
Industries Council[10], the purpose of which is to invest 
in cultural and creative businesses. 

According to the “Industrial Strategy” report: Creative 
Industries Sector Deal”, which sets out the objectives 
pursued, indicates that the Government will fund 
the “Get it Right” campaign to the tune of £2 million 
(approximately €2,270,000) over three years.

These actions aim to change a range of behaviours, 
directing consumers towards legal offers, particularly 
paid for offers, changing the perception of infringement 
of creators’ rights on the Internet, in particular the 
fact that this is considered acceptable and without 
risk, and lastly to provide information on how creative 
industries work. 

The “Get It Right from a Genuine Site” campaign 
thus played on the emotional connection between 
young people and the content they love and tries 
to convey the following message: if you like this 
content, you should reward those who created it 
and the efforts they made by going for legal offer.  

The messages highlight the time, investment and the 
creative effort that creators put into their work. The 
campaign has also endeavoured to highlight not just 
the stars, but also the ‘behind the scenes’ collaborators 
who have contributed just as much to the work. The 
tone of the campaign is neither blaming nor threatening, 
but instead seeks to guide the consumer to change 
their mindset in favour of choosing the legal offer. To 
achieve this, the campaign uses films disseminated 
over multiple channels, for example commercials and 

[9] The episodes are available on the Cracking Ideas website, set up in November 2016 by the IPO:  
https://crackingideas.com/third_party/Nancy+and+the+Meerkats
[10] The Creative Industries Council was created specifically to represent the creative industries and promote their growth. Its members 
come from all areas of the creative industries: television, gaming, fashion, music, art, publishing and cinema. 
https://www.gov.uk/Government/groups/creative-industries-council
[11] The IPO has also conducted a campaign to raise awareness of the terminology relating to this new form of piracy; it introduced terms 
such as “illicit streaming device” to describe any equipment that enables access to infringing content.
[12] https://www.gov.uk/Government/publications/online-copyright-infringement-tracker-survey-9th-wave

YouTube videos and advertisements broadcast during 
football matches. The aim of this campaign was to 
portray legal consumption in a positive light, make 
content obtained illegally less desirable and prompt 
the public to reflect on their behaviour. Lastly, it has 
paved the way for a direct mail campaign which has 
been widely accepted.

In late 2017/early 2018, the IPO joined forces with 
creative industry stakeholders and the non-profit 
organisation Crime Stoppers to launch an awareness 
campaign on the use of pre-loaded set-top boxes 
to access content illegally (particularly live TV 
programmes)[11]. The campaign consists of four YouTube 
videos that call public attention to the dangers of such 
practices (malware infection, identity theft, risks to 
young people) and urge members of the public to report 
vendors of pre-loaded set-top boxes to the authorities. 

As part of its strategy against online infringement, 
the UK Government is considering sharing more data 
concerning anti-piracy actions with stakeholders and 
public authorities. For example, it is thinking about 
publishing court rulings to assess their impact.

The UK Government also believes that developing 
solutions to the problem of intellectual property 
infringement requires understanding of what motivates 
consumers to infringe such rights. Since 2014, the IPO 
has financed regular research on consumer behaviour 
and attitudes on the Internet by conducting an annual 
study on piracy indicators called the Online Copyright 
Infringement (OCI) Tracker. This study, the ninth edition 
of which was published in February 2020[12], shows 
that the overall level of infringement is constant, with 
approximately 25% of consumers using an illegal 
source. The survey, carried out in 2019, shows that 
where substantial quantities of content are legally 
available (via streaming subscription services), the 
probability and perceived need for infringement are 
significantly lower.
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ACTIONS TO COMBAT ILLEGAL SERVICES 

[13] https://www.fact-uk.org.uk/files/2017/09/Cracking-Down-on-Digital-Piracy-Report-Sept-2017.pdf
[14] For example, Sky TV has sued some of its customers for streaming content illegally: one customer was ordered to pay £16,000 in 
legal fees and damages, while two publicans - who did not have a licence to stream Sky television content to their customers - were fined 
£20,000 in damages. Likewise, ACE TV - a company incorporated under English law, which provided premium IPTV subscriptions - ceased 
trading in April 2018 after being threatened by the FAPL. As the FAPL had requested a settlement payment of £600,000, the company 
went into court-ordered liquidation. It also transferred its customers’ personal data to the FAPL.
[15] https://torrentfreak.com/uk-pirate-site-blocks-opaque-poorly-administered-180603/

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

A new form of piracy has grown significantly in recent 
years and has become a key priority for stakeholders 
in the fight against piracy, and in particular the London 
police unit dedicated to combating counterfeiting: 
the sale and use of boxes equipped with applications 
enabling access to content made illegally available 
on sites and/or television programmes not accessible 
without a subscription.

According to the police, the Federation Against 
Copyright Theft (FACT - a professional body created to 
protect the intellectual property rights of its members) 
and the IPO, pre-loaded set-top boxes are very popular 
in the United Kingdom, especially for gaining free 
access to pay-TV channels. In its report “Cracking 
Down on Digital Piracy”[13], FACT estimates that one 
million pre-loaded set-top boxes have been sold in the 
United Kingdom in the last two years. 

Sellers of these illicit streaming devices are regularly 
arrested as a result of coordinated action by FACT, the 
police and the IPO. These arrests and the subsequent 
convictions are reported in the press, the intention being 
to send a strong message to people who may think 
that such devices are legal, and to stem the problem. 
Penalties can range from the payment of a fine of 
several tens of thousands of euros to prison sentences. 
Three people who sold boxes to access football 
matches the Premier League were sentenced to 17 
years in prison in March 2019. They reportedly sold 
more than 1,000 subscriptions, including to pubs, clubs 
and homes.

The stakeholders’ actions are not confined exclusively 
to those who sell the devices. They also target those 
who stream paid-for content without authorisation, or 
who develop illegal applications specifically for piracy 
purposes.[14]. 

JUDICIAL	BLOCKING	MEASURES	

Since 2011, UK courts have issued numerous 
blocking orders against Internet service providers.  

With regard to copyright, blocking orders have thus far 
stated that Internet service providers must bear the cost 
of implementing blocking measures, with right holders 
paying procedural and evidence gathering costs. 

To ensure the effectiveness of blocking decisions, it 
is provided that Internet service providers and right 
holders may subsequently agree on any updates to 
the websites concerned without going back to court. 

However, a study conducted by the Open Rights Group 
and published in June 2018 shows that: 

•	 some websites blocked by court order no longer 
contain any unlawful content and therefore should 
no longer be blocked; 

•	 the list of blocked sites varies from one Internet 
service provider to another, creating an unclear 
picture of the ecosystem. Apparently, Internet service 
providers do not update their lists in the same way. 
According to the Open Rights Group, the situation 
could be improved by asking courts to insist that 
Internet service providers publish updated lists of 
blocked sites[15]. No list of blocked sites is published 
at present, mainly because the stakeholders are 
already seeing an upsurge in the number of end users 
bypassing blocking orders. 

•	
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[16] The Football Association Premier League Ltd v. British Sky Broadcasting Limited & Ors [2013] EWHC 2058 (Ch), 16 July 2013: http://
www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2013/2058.html & query=(premier)+AND+(league)
[17] The Football Association Premier League Ltd v. British Telecommunications Plc & Ors [2017] EWHC 480 (Ch), 13 March 2017: 
http://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2017/480.html & query=(football)+AND+(association)+AND+(pre-
mier)+AND+(league)
[18] The Football Association Premier League Ltd v. British Telecommunications Plc & Ors [2018] EWHC 1828 (Ch), 18 July 2018: http://
www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2018/1828.html&query=football+association+premier+league
[19] English Premier League, “Premier League awarded High Court Blocking Order”, 25 July 2017.
[20] https://torrentfreak.com/new-premier-league-blocking-disrupts-pirate-iptv-providers-170814/
[21] Union of European Football Associations v British Telecommunications Plc & Ors [2017] EWHC 3414 (Ch), 21 December 2017: 
//www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2017/3414.html&query=union+des+associations+europ %E9ennes+de+football
[22] Union of European Football Associations v British Telecommunications Plc & Ors [2018] EWHC 1900 (Ch), 24 July 2018:
http://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2018/1900.html & query=union+des+associations+europ 
%E9ennes+de+footbal
[23] Matchroom Boxing Limited v. British Telecommunications Plc & Ors [2018] EWHC 2443 (Ch), 20 September 2018: 
 https://www.bailii.org/ew/cases/EWHC/Ch/2018/2443.html

ADMINISTRATIVE	BLOCKING	 
MEASURES

The Government report, “Industrial Strategy: Creative 
Industries Sector Deal” announced that discussions 
would be held in 2019 on the effectiveness of the exis-
ting blocking system, and the possible introduction 
of an administrative blocking system. The IPO thus 
assessed the effectiveness of the system currently 
implemented to block illegal sites. Stakeholders in-
dicated that they considered the existing system 
effective and did not feel that there was a real need 
to introduce an administrative blocking system.  

In addition, the IPO believes that the system has been 
continuously improved and is adequately equipped to 
address future challenges of blocking infringing content.

FIGHTING PIRACY  
OF SPORTS CONTENT

The Football Association Premier League (FAPL) runs 
the Premier League, the leading professional football 
league championship in England. In 2013, it obtained 
a court order to block a live streaming site[16]. 

In March 2017[17], it obtained the first live blocking order 
requiring the UK's main Internet service providers to 
directly block servers that deliver streams of match 
footage illegally. 

The order was valid only for the last two months of 
the 2016-2017 FAPL season, i.e. from 17 March to 
22 May 2017. The blocking measures ordered by the 
court in this case were intended as a test to assess 
the system’s effectiveness and inherent risks. Hence 
their short-term nature. 

The court approved the FAPL's petition to implement 
the system, ruling that the servers targeted by the 

FAPL's temporary blocking request were performing 
an unauthorised act of communication to the public. 
The fact that the servers were aimed specifically at the 
general public was clearly demonstrated with the help of 
the Internet service providers, some of which conducted 
observations of their network and concluded that a 
significant volume of traffic to the servers in question 
came from local subscribers. They also found that 
traffic was significantly higher during FAPL matches 
or other sports events. 

The July 2017 ruling this time covered the 2017-2018 
season in full, stating that on each match day, Internet 
service providers must block servers that have 
unlawfully streamed live matches over the period in 
question or have illegally streamed the content of a 
TV channel scheduled to broadcast an FAPL match. 
At the end of each period, the FAPL must contact the 
ISPs to ensure that they lift the blocking measures as 
soon as possible. The injunctions were then renewed 
for the coming seasons[18].

In a statement dated 25 July 2017, the FAPL said that 
it had blocked more than 5,000 IP addresses that were 
being used to stream sports content illegally[19]. The 
first blocking orders caused a great deal of disruption 
among Internet service providers [20], with some 
suggesting that their customers use VPNs. 

In December 2017, the Union of European Football 
Associations (UEFA) obtained a similar order covering 
the period from 13 February 2018 to 26 May 2018[21]. 
This was also extended in July 2018[22]. 

These injunctions are no longer limited to football 
because in September 2018, the judge granted 
Matchroom the possibility, for two years, of requesting 
the blocking of services illegally streaming boxing 
matches in the United Kingdom[23]. The terms of this 
injunction are however different given that the injunction 
has a very long lifespan and that the slots for broad-
casting matches are not as fixed in advance as for 
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broadcasting a football season. Accordingly, the 
applicant must notify the Internet service providers 
at least four weeks in advance that a match will be 
broadcast during a given time slot. The injunction 
in favour of Matchroom was renewed at the end of 
2020 until 2022[24], allowing Matchroom and its agents 
to block the IP addresses of servers when they are 
used to transmit images of Matchroom during events 
or during a "pre-surveillance period" immediately 
preceding such events. 

Internet service providers did not oppose these proce-
dures. On the contrary, they supported them, probably 
because most of them are FAPL licensees themselves. 
The July 2017 decision also specifies that Internet 
service providers can only be expected to do their 
best to block notified services, depending on their 
network set-up and their resources. They can also carry 
out work on their network that will prevent them from 
implementing the blocking measures, but they must 
inform right holders of this work as soon as possible 
and make sure it is completed within a reasonable 
timeframe.

THE RIGHTS OF THE SPORTS ORGANISATIONS 
IN QUESTION 

FAPL has been actively protecting its rights against 
piracy for a long time[25]. It is gradually changing things 
so that it can claim intellectual property rights over the 
broadcasting of matches it organises. Thus, the FAPL 
is asserting its rights over: 

[24] Matchroom Boxing Limited v. British Telecommunications Plc & Ors [2020] EWHC 2868 (Ch), 21 October 2020: 
https://www.bailii.org/ew/cases/EWHC/Ch/2020/2868.html
[25] CJEU, C 403/08 and C 429/08, Football Association Premier League Ltd, NetMed Hellas SA, Multichoice Hellas SA v QC Leisure et 
al., 4 October 2011.
The CJEU has been petitioned for a preliminary ruling following proceedings brought by the FAPL: on the one hand against players who 
have provided decoder equipment and cards enabling reception in the United Kingdom of Premier League matches broadcast by foreign 
broadcasters (in this case, a Greek broadcaster); and on the other hand against café-restaurants which have shown Premier League matches 
to their customers via a decoding device enabling reception of matches broadcasts by foreign broadcasters. 
[26] A broadcaster is tasked with recording matches for the domestic audience.
[27] The March 2017 proceedings that led to the first live blocking decision were supported by the following: i) British Broadcasting Corpo-
ration and BBC Worldwide Ltd; ii) DFL Deutsche Fußball Lega GmbH; iii) Liga Nacional de Fútbol Professional; iv) The Football Association 
Ltd; v) The Scottish Premier League Ltd; vi) The Football League Ltd; vii) England and Wales Cricket Board Ltd; viii) PGA European Tour; 
ix) The Professional Darts Corporation Ltd; and x) Rugby Football Union.
Friend MTS: https://www.friendmts.com/about-us/customers/
[28] Friend MTS: https://www.friendmts.com/about-us/customers/

•	 Clean Live Feed captured by its licensees[26], provided 
that it includes a replay of the match highlights; 

•	 matches recorded for an international audience, 
provided that they are recorded by a national licensee 
before being broadcast abroad; 

•	 graphics and logos included in footage aimed at 
international audiences.

UEFA is taking similar action in the UK, claiming 
intellectual property rights over television broadcasts 
and any match highlights, logos and music included 
therein.

Moreover, one of the main impediments to blocking 
these types of sites is that the rights are held by several 
actors. This is why, in order to give more weight to their 
action, the Premier League specifically mentioned in 
this procedure the support of other right holders[27]. 
The procedure initiated by UEFA was supported in 
the same way by the FAPL as well as by Formula One 
World Championship Ltd.

WEEKLY	UPDATING	OF	THE	FRAMEWORK	LIVE	
BLOCKING	INJUNCTION

Pursuant to the framework injunction ordered by the 
court, every week the FAPL and its service provider[28] 
identify servers that stream sports content via various 
channels (social networks, illegal playlists, live streaming 
applications, pre-loaded set-top boxes, etc.). The 
servers’ IP addresses are then forwarded to Internet 
service providers so that they can put IP blocks in place.
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On match days, the Internet service providers block 
the servers on the list. The list may be updated in real 
time, manually if necessary. However, some Internet 
service providers have developed an automatic blocking 
system. In practice, the list of servers to be blocked is 
circulated via a secure platform and is updated at least 
twice on each match day. Decisions do not contain 
any provisions on cost sharing arrangements, which 
therefore remain confidential. 

Some provision has been made to ensure the 
system is fair. For example, server hosts must be notified 
of intended blocking measures so that affected third 
parties can take legal action[29]. Within ten working days 
of implementing the aforementioned decision, Internet 
service providers must inform their subscribers by 
electronic means that access to a number of servers 
involved in the illegal streaming of matches has been 
blocked by a court decision, and that similar measures 
will be taken for the coming season. End users are also 
informed of the identity of the party that obtained the 
blocking order and of the fact that they can refer the 
matter to court. 

INVOLVING SEARCH ENGINES AND 
EXTENSION	TO	OTHER	INTERMEDIARIES

On 9 February 2017, after more than two years of talks 
led by the IPO, an agreement was reached with search 
engines[30] and right holders[31]. The agreement is a code 
of conduct, which is voluntary and legally non-binding. 

Thus far, the search engines have committed to 
demoting illegal offer in UK search engine results 
(e.g.google.co.uk) by June 2017. Websites considered 
to be illegal are not deleted from the search index but 
their pages rank lower in search results. Websites are 
classed as illegal based on information exchanged 
between search engines and right holders. For exa-
mple, the stakeholders have agreed on a set of targets 
(in the form of percentages) that search engines must 
meet. These targets should relate to neutral key word 
searches by consumers who are not specifically looking 
for illegal content.

[29] Notifications must include: information that the address has been blocked following a decision by a UK court; the identity of the party 
that obtained the injunction; a link to the court decision, advice that operators affected by the decision may take legal action.
[30] Google, Microsoft (Bing) and Yahoo search engines
[31] The British Phonographic Industry (BPI) for the music industry, and the Motion Picture Association (MPA) for the audiovisual sector.
[32] It would seem, for example, that iTunes and Netflix still do not have an SEO strategy and do not appear in search engine results. They 
prefer end users to search directly in their applications, rather than using search engines.
[33] For example, one of the problems is that the number of notifications submitted varies from sector to sector. The music sector is much 
more active than the publishing sector (due mainly to the number of tracks on an album) and more easily has works demoted. Domain 
and sub-domain name changes are also a problem, as they “wipe the slate clean” and it takes a while for the new site to be demoted.
[34] https://www.gov.uk/Government/publications/creative-industries-sector-deal

Promoting or presenting legal offer in a separate 
section is ruled out, as it raises legal questions regar-
ding free competition.

As a counterpart to the commitments made by search 
engines, right holders[32] will ensure that legal offer ranks 
higher in search engine results by improving their SEO 
(Search Engine Optimisation) and increasing the online 
visibility of specific legal content.

The agreement is deemed to have produced satisfactory 
results, although some adjustments are still needed to 
make the system more effective.[33] Therefore, the IPO is 
working with stakeholders on how to resolve the issue 
of new domain names, prioritise notifications regarding 
cinema releases, and better coordinate search and 
auto-complete functions. 

A service provider monitors compliance with the agree-
menton a quarterly basis. At the end of March 2018, 
the Government published a report called Industrial 
Strategy - Creative Industries Sector Deal.[34] The report 
outlines the Government's plans to extend the approach 
adopted with search engines by organising several 
roundtables between right holders, social media and 
UGC platforms, the online advertising industry and 
online marketplaces. 

The topics addressed are as follows: improving the 
effectiveness of notice and take down, encouraging 
illegal sites to stop engaging in online infringement, 
and reducing the costs incurred by right holders to 
protect their rights. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

In September 2013, the City of London Police set up 
a unit specialised in intellectual property crime: the 
Police Intellectual Property Crime Unit (PIPCU). PIPCU 
deals with copyright and trademark infringements 
(covering tangible and digital goods with the exclusion of 
medicines), as well as online infringements.
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The unit is subsidised by the IPO[35] and right holders 
provide both human and financial support (especially 
FACT, which mainly represents right holders in the 
audiovisual sector). The police may be assisted in their 
investigations by specialised investigators employed 
by right holders.

Agreements have been concluded between PIPCU, 
right holders[36] and the online advertising industry[37] 
with a view to setting up an online portal with a list 
of massively infringing sites (Infringing Website List) 
and taking action against them (Operation Creative). 
The MPA is now involved in this operation.

Under the terms of this agreement, right holders report 
massively infringing websites to the police, providing 
evidence to back up their claims. To determine whether 
a website is massively infringing or not, they use a 
statistical method to establish the percentage of illegal 
content it contains. The percentage must be above 50% 
(mainly infringing). The right holders also inform PIPCU 
if, to their knowledge, a website has been blocked in 
Europe. 

[35] The City of London Police received £2.56 million in 2013 when PIPCU was created, and an additional £3 million in 2014 to keep the 
unit up and running until mid-2017. A further payment of £3.32 million should keep it going until 2019.
[36] The Federation Against Copyright Theft, the British Recorded Music Industry, the International Federation of the Phonographic Industry 
(IFPI) and the Publishers Association.
[37] The local Internet Advertising Bureau (IAB), the Incorporated Society of British Advertisers and the Institute of Practitioners in Advertising.
[38] In January 2017, PIPCU paid visits to eight online advertising actors (advertisers, advertising agencies, advertising intermediaries). 
PIPCU has declared the system a success, with any residual advertising coming from the pornography and/or gambling sector.

With the aim of effectively processing files relating to 
contentious sites, a dedicated portal has been created 
where right holders or their representatives can identify 
a service and provide evidence of its illegal activity, in 
particular information on the payment service used, 
and if applicable, the hosting provider. If the site uses 
Cloudflare (which masks the identity of the site’s real 
hosting provider), the private sector should in turn 
identify the site's real hosting provider. In this way the 
portal collects any pieces of information that could be 
used in criminal proceedings. 

PIPCU then examines the information provided, 
conducts its own investigations and decides whether 
or not to pursue the case further. The criteria used by 
the police are confidential. The police contacts the site 
and asks it to regularise its activities within fourteen 
days or, failing that, to cease operations. If the site does 
not respond, it is added to the Infringing Website List. 
No court action is necessary. 

The list contains over 1,000 infringing websites, and 
the (nearly) 250 partners involved in the operation can 
access it via an automated interface. The list mainly 
includes link sites (financed essential by advertising 
revenue) and a few content hosting sites (cyberlockers).  

This list could be used for the World Intellectual 
Property Organization’s centralised database which 
aims to implement "Follow the money" approach wor-
ldwide. 

A PIPCU contractor (Pathmatics) monitors the site, 
using dedicated software (AdRoutes) to trace the chain 
of advertisers that place ads on the site. It informs any 
non-partner advertisers that they may be regarded as 
accomplices in the infringement of intellectual property 
law[38]. 
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PIPCU has contacted the authority responsible for 
issuing gambling and betting licences (the Gambling 
Commission). The latter has informed licensees that 
their licence could be revoked if they advertise on illegal 
websites[39]. According to the police, the number of 
licensees advertising on illegal websites has dropped 
sharply (87% from June 2016 to June 2017).

PIPCU is also working on the financial aspects: it is 
collaborating with right holders to identify bank accounts 
of operators of illegal sites who receive payments from 
income generated by online advertising, and is preventing 
cyberlockers from illegally offering subscriptions to 
access streaming or direct download content.

PIPCU is also working with technical intermediaries 
to complicate activities arising from illegal services. 
When a website is added to the list, a letter is also 
sent to the relevant registrar or to the organisation 
that manages the extension under which the domain 
name is registered, requesting that the domain name 
be suspended. This approach has met with mixed 
success among organisations located outside the 
United Kingdom (the most frequent scenario). In this 

[39] Gambling commission, licence conditions and codes of practice, January 2018: Article 16.1.1 - Licence condition: responsible pla-
cement of digital adverts (all licences): “1) Licensees must: a) ensure that they do not place digital advertisements on websites providing 
unauthorised access to copyrighted content”.

respect, PIPCU criticises the fact that the international 
nature of online piracy raises jurisdictional issues that 
make it more complex to take action against criminals 
beyond the borders of the United Kingdom. However, 
PIPCU seeks out intermediaries connected to the 
service and identifies possible actions. This ensures 
cooperation between local and international bodies. 
So when the City of London Police seize domain 
names, registering the local suffixes ‘.uk’ and ‘.london’ 
(Nominet) does not require any court injunction. Local 
registration sites have also been informed of the risks 
that can be incurred when they deal with illegal services. 
Following the implementation of General Data Protection 
Regulation (GDPR), which provides that identifying 
information relating to domain name holders should 
no longer be made public, PIPCU approached foreign 
registers that managed local suffixes and registration 
sites. With regard to hosting providers, PIPCU does not 
require the removal of individual content but instead 
asks right holders to request the suspension of sites in 
their entirety. PIPCU has also got Cloudflare to make 
a dedicated address available through which it can 
notify them of sites en masse and obtain information 
regarding their hosting providers.
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2020	KEY	FIGURES
DEMOGRAPHICS

97.3    POPULATION[1]

in millions 68.7 %     INTERNET PENETRATION RATE 
(2019)[2] 

ILLEGAL USES[3]

3.6    NUMBER OF VISITS TO ILLEGAL SERVICES 
in billions 53     NUMBER OF VISITS TO ILLEGAL SERVICES 

PER WEB USER

STREAMING

DIRECT DOWNLOAD

PEER-TO-PEER: 1.6

58.8 39.6

Breakdown	of	illegal	uses	by	access	method	in %

[1] United Nations Population Fund (UNFPA)
[2] International Telecommunications Union (ITU)
[3] MUSO.
[4] https://vietnamnews.vn/sunday/features/379196/tv-film-piracy-remain-big-concern-in-vn.html#p8IIRd0OqHf78Vky.97
[5] According to the Measuring the Information Society Report 2017 at the following link: 
www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2017/MISR2017_Volume1.pdf, the percentage of people using the Internet 
in Vietnam increased from 43.5% in 2015 to 46.5% in 2016, and in 2016 there were approximately 47 broadband subscriptions per 100 
Vietnamese residents.
[6] Circular No. 07/2012/TTLT-BTTTT-BVHTTDL on the provisions relating to liability of intermediary service providers concerning the pro-
tection of copyright and related rights on the Internet and telecommunications networks.

In 2017, the MPA noted that illegal Vietnamese sites 
received 105 million visitors a month while the legal 
offer sites received less than two million[4]. 

Piracy has increased because a growing majority of 
the population has broadband access[5]. 

In this context, the Government has become 
involved in the fight against piracy. A 2017 decree 
(decree no. 17/2017/ND-CP) thus authorises the 
Ministry of Information and Communication (MIC) to 
instate measures against online offences. 

The Ministry also published decision no. 1278 / 
QD-BTTT, which authorised a project intended 
to “strengthen the capacity of the MIC to fight 
against online infractions and offences”. As part 
of this project, implemented from 2017 to 2020, it 
was planned that the Ministry and other authorities 
would change regulations to improve protection 
of rights, introduce technical training and work on 
institutional reform. 

ACTIONS TARGETING WEB END USERS

The Ministry of Information and Communication 
may issue fines of up to 250 million dong (US$ 
10,000) for a natural person and 500 mil l ion 
dongs (over US 19,000) for a legal entity.

In addition, a 2012 joint circular of the Ministry of 
Information and Communication and the Ministry of 
Culture, Sport and Tourism[6] requires social media 
operators, in addition to deleting disputed content, 

 VIETNAM 
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to send a warning to their users who have breached 
copyright, raising awareness about the possibility of 
them being asked to remedy civil harm caused by 

these violations and the possibility of administrative 
sanctions and criminal prosecution.

ACTIONS TO COMBAT ILLEGAL SERVICES 

ACTIONS AGAINST ILLEGAL SERVICES  
AND THEIR OPERATORS

Whereas Vietnam may have been cited as a country 
that hosts popular illegal sites, the the use of its existing 
tools does not seem to effectively combat these 
services. For example, an administrative complaint was 
filed in 2016 against the website Chiasenhac, which 
illegally offered musical works, and which belongs to a 
Vietnamese company. Following this complaint to the 
Ministry of Information and Communication, the site 
was ordered to pay a fine and to remove any infringing 
content. However, its illicit activities have continued 
since then. The same was true of the 123movies site, 
where US rights holders provided evidence of violations 
to the Department of Public Safety. The site then closed 
but its operators were not prosecuted and many "mirror" 
sites were subsequently launched.

ADMINISTRATIVE	BLOCKING	 
MEASURES 

In 2012, the Ministry of Information and Communication 
and the Ministry of Culture, Sports and Tourism 
(MCST) issued a circular requiring intermediary 
service providers – i.e. Internet service providers, 
hosting service providers, search engines,platforms 
and social networks – at the request of these 
ministr ies or that of any other Governmental 
authority to remove or disable access to disputed 
content and to stop the provision of their services 
when copyright and related rights are threatened. 
In November 2018, a website illegally streaming sports 
matches was blocked. 

“FOLLOW	THE	MONEY”	MEASURES 
TO CUT OFF INCOME STREAMS

The Vietnam Content Alliance – bringing together 
Vietnamese and international content producers and 
distributors, particularly in the US, set up a list of illegal 
sites, which is used as part of a joint effort by the private 
sector and the Government to prevent placement of 
advertisements on the listed websites. 







164

HIGH AUTHORITY FOR THE DISSEMINA-

TION OF WORKS AND THE PROTECTION OF 

RIGHTS ON THE Internet

4 rue du Texel - 75014 Paris - France
www.hadopi.fr


