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Summary  
 

 

The illegal consumption of cultural goods is one of the greatest 

challenges the cultural and creative industries are facing. By their 
very nature, these practices often remain opaque and sources of 

information related to the players involved in this kind of usage 

are relatively limited, whether it concerns financing or the 

relationships that they maintain between themselves. 

Furthermore, as with all services in the digital economy, usage and behaviours change 

quickly, analyses very quickly become obsolete and the need for updates is constant. 

The study carried out by consultancy firm EY (Ernst & Young) aims at analysing the economic models 
of sites and services that illegally offer cultural contents, along with that of the players of the digital 
cultural goods commercial counterfeiting ecosystem and, more broadly, map this ecosystem. It covers 
all the ways in which digital cultural products can be accessed without respect for copyright, whether 
audiovisual content (films, TV series, television programmes, music), books or video games, etc. The 
study is part of a broader observation and analysis carried out by key players within the sector, in order 
to underpin the work of public bodies in their actions and reflections on the fight against online 
commercial piracy. 

Four lessons, in particular, stand out from analysing the ecosystem and assessing the stakeholders’ 
economic models. 

 

A multitude of different players should now be considered stakeholders in this ecosystem 
of illegal practices 

The piracy ecosystem has grown significantly in recent years. We can see that many different players 
are now involved. In light of this observation, this study was tasked with creating an up-to-date map 
of the entire ecosystem, attempting to categorise players according to their role in the distribution and 
consumption supply chain of pirated contents.  

While referral sites and content hosting providers continue to be at the heart of these illegal practices, 
many new players are positioning themselves within this environment. Service providers have entered 
the illicit market to meet the specific needs of offenders or have specialised in this sector themselves. 
For example, many players now position themselves as intermediaries, working somewhere between 
the illegal sites and the traditional service providers. As such, they allow the illegal sites to hide their 
identities, conceal their illegal activities and benefit - despite the monitoring procedures put in place 
by the traditional players - from the desired services (e.g. link shorteners). Furthermore, some 
advertising agencies and payment solutions providers have almost exclusively specialised in the illicit 
market. We have also seen many players emerge at the other end of the value chain, positioning 
themselves as close as possible to the consumer. They make it possible, for example, to improve or 
facilitate illegal practices without their services being ‘natively’ positioned in this domain. However, 
their use is markedly associated with illegal practices. For example, the development of VPN services 
shows that the market for services ‘around illegal practices’ is doing very well. 
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More and more interactions are taking place between the players involved, making their 
operations increasingly opaque 

In recent years, copyright-infringing websites have been the target of numerous measures aimed at 
limiting their commercial relations with virtuous stakeholders. A charter signed by advertising 
companies in 2015 was designed to identify infringing sites and exclude them from relations with 
professionals in the sector, with the goal of drying up their financial resources. Many traditional 
stakeholders are also individually committing to combating illegal sites by refusing to allow those same 
illegal sites to use their services (e.g. payment solutions providers). 

However, to counter these measures, the techniques used by the illegal sites are becoming increasingly 
sophisticated. At the same time, the operating methods of the various players involved are also 
becoming increasingly intertwined. Many partnerships or private agreements are being formed 
between the players. All these interactions tend to make the ecosystem even more difficult to decode.  

Given the development of legal content publishing solutions (in particular, OTT or Over The Top 
solutions, which use the infrastructure of telecoms operators to provide their services), data hosting 
and data transport players have changed what they offer. The establishment of CDN networks 
(Content Delivery Networks), which are made up of various points of presence around the world to 
locally redistribute server content, has become widespread. They make it possible to manage large 
traffic flows whilst improving user experience. The use of a CDN operator also appears to be a 
widespread practice amongst illicit websites. At the same time, all suppliers have extended and 
enhanced the range of services they offer, providing more comprehensive, turnkey solutions covering 
all of a website’s infrastructure needs.  

 

The economic model of referral and hosting sites is still mainly based on advertising and 
subscriptions, but new sources of revenue, while low, are emerging 

The illegal consumption of cultural goods sector remains highly competitive. Website revenue depends 
mainly on two things: advertising and subscriptions. The advertising model, based on a website’s 
audience, remains a key pillar of the economic model for all websites. Because of the actions taken to 
combat piracy, the advertisers here are very specific and the content of their advertisements is 
generally focussed on a few recurring themes, including online games, meeting sites and false alerts 
to computer viruses.  

Subscription solutions are still available on download sites but are rarer on streaming sites. They 
promote the offer of faster download times and a lack of visible advertisements for the end consumer. 
Without going as far as a monthly subscription, some sites now offer consumers the same benefits in 
exchange for a donation. It is worth noting that the share of consumers who subscribe to subscription 
offers is nevertheless now relatively limited. 

Due to declining advertising revenue, the sites are looking for new sources of income. In particular, 
this study highlights the fact that some copyright-infringing content hosting providers include scripts 
on their websites that can be used to mine cryptocurrency. However, this practice remains very 
marginal.  

 

Illegal streaming of live TV programmes is increasing but remains limited 

These so-called live streaming and illegal IPTV practices, even if relatively recent, benefit from high 
exposure to the general public. They are widely relayed on social networks, making them more easily 
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accessible to a wide audience. Furthermore, the providers of these solutions now use different online 
services to distribute their products, for example, through online e-commerce websites and consumer 
marketplaces. 
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Framework of the study 

This report is the result of the ‘Study on the Illicit Ecosystem of Digital Cultural Goods’ commissioned 
by Hadopi (the French Supreme Authority for the Distribution and Protection of Intellectual Property 
on Internet) and assigned to EY. This work was overseen by a steering committee made up of Hadopi 
and the French General Directorate of the Media and Cultural Industries (DGMIC).  

Carried out between February and April 2018, this study focussed on two main objectives: 

► studying the ecosystem around the commercial piracy of digital cultural goods in the broad 
sense (films, music, TV series, books, sports content, etc.); 

► decoding the economic models of the players contributing to the distribution of these cultural 
contents.  

This study therefore positions itself from the perspective of the services making possible or 
facilitating the unauthorised distribution of cultural goods. It provides a complementary perspective 
to existing studies, which deal with the illegal consumption habits of web users or the loss of earnings 
generated by these practices. For example, a study published by EY in June 2018 revealed that 
2.13 billion of audiovisual works were illegally consumed in 2017, leading to a loss of earnings of 
€1.18 billion for society (including the State, jobs, creators and copyright holders, audiovisual 
companies, as well as the distribution and marketing industries). 

The work carried out for this study, however, provides a new insight, since it focused on the economic 
models of players involved in the illegal content distribution supply chain.  

The central focus of these analyses are the services and websites primarily organised with a view to 
facilitating the unauthorised distribution of content, including referral sites that list links to available 
content, hosting sites that provide video, music, text or streams of television channels, along with 
content aggregation services, which offer search engines and the associated illegal files within the 
same interface. The latter have been designated as ‘key central players’ within this ecosystem, to 
which contributors to copyright-infringing sites must also be added, along with the generalist platforms 
(UGC or User Generated Content type platforms, social networks, storage platforms, etc.) and, finally, 
the distributors (app stores, online marketplaces and retailers), who are not subject to any specific 
analysis within the framework of this study. 

This report also examines the role of the stakeholders providing the services used by the central 
players, who are positioned ‘upstream’ of content distribution, as well as the stakeholders providing 
the services used by web users to improve or facilitate access to these central players, known as 
‘downstream players’. 

Finally, it is important to note that the consumption behaviours of French web users formed the basis 
of this work by providing a framework prior to any structural analysis of the ecosystem. Many studies 
pre-date this work, some of which were carried out by Hadopi and are available on the institution's 
website, which may be referred to for comprehensive information on online cultural practices, by 
sector of creation. For the specific needs of this study on the economic models of illegal sites and 
services, a specific study was carried out in partnership with Médiamétrie//NetRatings. The majority 
of the figures cited in this document are therefore derived from this study, in order to guarantee a 
certain homogeneity of the sources used.  
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This report is structured in four parts:  

► the first part provides a state of play of digital cultural consumption in France; 

► the second part presents the ecosystem and the players involved;  

► the third part analyses trends, offers and the key ‘central players’; 

► the fourth part looks at the economic models of all the players within the illicit ecosystem.  
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1 | Consumer practices and behaviours in terms of digital cultural goods 
in France 

1 - 1 | The cultural goods industry in France 

The economic and social value of the cultural and creative industries in France is well established. 
While they contribute significantly to France's appeal and influence, they also represent a considerable 
source of value and jobs for the country. In this section, the focus will be on analysing the consumption 
of cultural goods by outlining the trends and value generated on both the physical and digital markets. 
Overall, we can see that, when taken as a whole, this industry saw revenue growth between 2016 
and 2017, with some differences remaining amongst the various sub-sectors (music, video games, 
video, books), and this growth was largely driven by digital. 

In 2017, total revenue from music recordings (physical and digital sales, related rights and 
synchronisation) grew by 3.9% to €723 million1, with revenue almost equally divided between the 
digital market and the physical market - €285m and €298m respectively. Although this particular 
market experienced a sharp fall in revenue from the early 2000s, the development of legal digital 
platforms has enabled it to gradually return to growth, particularly thanks to music applications such 
as Deezer, Spotify, Apple Music and Qobuz.  

In the video games sector, turnover in the software market was estimated at €2.1 billion with 16% 
growth in 20172. 31% of revenue is generated through the sale of physical gaming media for consoles 
or PCs, but 39% is made through the sale of digital software (console or PC) and a further 30% through 
the sale of mobile games. This sector is undergoing profound transformation linked to the 
phenomenon of ‘gamification’, which is reaching the whole French society. Today, nearly 68% of the 
French population plays at least occasionally, and while the 10-24 age group remains the most active, 
playing video games now involves all age groups. The increase in media (tablets and smartphones) and 
the development of ‘nomadic’ games were undoubtedly strong contributors to this change in 
behaviour.  

Just like music, the video industry has seen a profound transformation in consumption methods. In 
2017, revenue from the sale of video via physical media continued to dominate, representing some 
€537m3, down 9.8% compared to the previous year. But we also see that digital video has increased 
by 32% and now generates €485 million in revenue. The digital market is strongly supported by the 
development of the wide range of video-on-demand services, whether offered on demand or via a 
subscription offer.  

Finally, the books sector, unlike other cultural markets, is still very much driven by the consumption of 

physical goods. Book sales (both physical and digital, with all editorial categories combined) 
increased overall by 4.5% between 2015 and 2016 for a total turnover of €2.7 billion in 20164. Digital 
publishing, mainly driven by growth in academic and professional publishing, generated €234 million 
in 2016 and represented 8.7% of the total revenue from book sales. 

Based on these figures, we can see that the consumption of digital cultural goods is growing in all 
sectors. It involves nearly three out of four French web users aged 15 and above5, or 27.8 million web 

                                                           

1 SNEP, 2017 report on recorded music 
2 SELL, the fundamentals of video gaming, 2017 figures for the French video games market 
3 CNC data 
4 SNE Data 
5 Médiamétrie//NetRatings quantitative study carried out in March 2018 



 

The illicit ecosystem of digital cultural goods 10 
 

 

 

users in total. It becomes widespread and involves all types of profiles (gender, age, socio-professional 
category, geography), even though the predominance of 15-39 year-olds remains strong. This digital 
consumption growth reaches all cultural goods, even though some segments are much more 
developed than others are. Music remains the most widely consumed content in digital form by 54% 
of web users (and 70% of web users who consume digital services), followed by films and TV series. 
Digital consumption of books remains poorly established amongst web users6.  

 

Figure 1: Types of cultural goods and services consumed online (total base of web users) 

(Médiamétrie//NetRatings quantitative study carried out in March 2018) 

 

As shown by the ‘usage barometers’ regularly published by Hadopi, this consumption has been on the 
rise for several years for certain types of goods, such as music or films. Among the many reasons that 
may explain this growth, the development of multi-screen devices (televisions, tablets, telephones) 
most certainly acts as a driver of this dynamic, as do subscription services, which have grown 
significantly in the music and video sectors. More and more web users are able to access or view 
cultural content wherever they are and at any time. While two thirds of web users continue to use 
computers to consume cultural contents and services online, mobile phones and tablet devices are 
now widespread and are used by 42% and 22% of web users respectively. The consumption of digital 
material is therefore increasing as a result. 

  

                                                           

6 Note that web users do not necessarily consume all types of cultural goods. 



 

The illicit ecosystem of digital cultural goods 11 
 

 

 

1 - 1 | Unlawful consumption practices of digital cultural contents  

In France, it is estimated that in 2018 there were 13 million web users aged between 15 and 69 
involved in illegal practices, i.e. 35% of web users in this age group consumed at least one cultural work 
illegally online over the last twelve months. This practice is therefore widespread and all cultural 
markets are affected. On the other hand, copyright-infringing practices are very rarely exclusive and it 
should be noted that web users turn to both legal and illegal solutions, depending on their needs at 
the time. The consumption of cultural goods therefore usually involves a mixed approach of legal and 
illegal practices. 

More specifically, among those who occasionally consume material illegally are 55% who consume 
films, 50% who consume TV series, 36% who consume books and comics, 27% who consume music, 
22% who consume video games and 29% who consume sport. 

 

Figure 2: Breakdown of consumer behaviour regarding digital cultural goods among consumers  

(Médiamétrie//NetRatings quantitative study carried out in March 2018) 

 

Ways of consuming digital cultural goods vary according to the legal and illegal offers available. Web 
users are not exclusive in their modes of consumption and can use illegal solutions on a more or less 
regular basis.  

Some cultural goods are more exposed to illegal consumption than others are. Almost half of all 
consumers of films and TV series sometimes watch this content illegally online. For digital books and 
comics, more than a third of consumers of this type of material sometimes do so illegally. Conversely, 
almost three out of four web users now say they only consume music legally. The development of 
attractive solutions in this sector, through services such as Spotify, Deezer and Apple Music, has most 
certainly played a role in changing usage behaviours. Video games are also not widely accessed 
illegally, as illegal practices are more difficult in this segment.  

On average, it is estimated that 10 to 30% of all digital cultural goods consumed is done so illegally. 
Based on the proportion of consumers of each type of cultural good and the amount of such goods 
consumed by each of these populations, average consumption volumes have been calculated 
(compared to the entire base of copyright-infringing consumers) for each type of content. The 
hypotheses used for these simulations are presented below.  
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Figure 3: Volume of goods consumed per month by an ‘average’ illegal consumer 

 

Regarding copyright-infringing content, it is important to note that goods are not always consumed in 
full. Therefore, for more than 8 in 10 web users who illegally consume films and TV series, content is 
not systematically watched in full, either because of the poor quality of the videos or because the 
content does not correspond to the film or TV series sought. 

Have you ever been unable to watch a film or TV series in full online, whether streaming or 
downloading? 

Figure 4: Illegal viewing of TV series and content 

 

One of the reasons given for not viewing content is quality, which can sometimes be unsatisfactory. As 
such, we note that half of all copyright-infringing consumers of films and TV series watch this content 
in high definition (HD) while a quarter of them generally do not pay attention to the quality of the 
content they are downloading or streaming. 
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Figure 5: Distribution of the quality of films and TV series watched illegally 

 

Several methods of illegal consumption coexist and are constantly evolving, in particular as they 
adapt to the restrictive measures put in place by the authorities. We are therefore seeing a 
diversification of ways of accessing content that is distributed without permission. Streaming remains 
the most common method used by consumers (68%), while 42% declare to use direct downloading 
and 25% peer-to-peer sharing. Beyond these traditional methods, other practices are emerging, such 
as watching paid TV channels without a subscription, which is practised by 14% of illegal consumers 
nowadays. This is where we are seeing solutions offering illegal access to IPTV packages and viewing 
via live streaming sites developing. 
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Figure 6: The methods of illegally consuming cultural goods among illegal consumers of cultural goods and 
services online  

(Médiamétrie//NetRatings quantitative study carried out in March 2018) 

 Finally, web users remain reluctant to pay for access to illegal content. As such, only 1 in 10 illegal 
consumers of TV series and films has ever paid using an illegal platform. In 2018, 7% of web users 
engaging in copyright-infringing viewing paid for an unlimited subscription - with nearly 70% of them 
paying less than €10 - and 6% for on time access to content. 

 

Figure 7: Propensity of illegal consumers to pay for illegal content (films and TV series) 
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2 | The illegal consumption ecosystem and its stakeholders  

For several years now, we have seen multiplication and diversification amongst the players offering 
services directly related to illegal solutions.  

In the rest of this report, the services that we refer to as ‘central services’, which are at the origin of 
the illicit sharing and allow the mass distribution of copyright-infringing content, will be at the heart of 
the analysis (see figure on the next page). These mainly involve content hosting providers and link 
referral sites, but other players have recently emerged, such as link aggregators, which are designed 
to improve a consumer’s user experience by combining multiple referral sources of 
copyright-infringing content within a single service.  

Other entities play a role in these types of usage, without necessarily engaging in ‘natively’ illegal 
activity. These entities provide various services - technical or otherwise - used by the central players 
and therefore benefit indirectly from illegal consumption by web users. These are known as the 
ecosystem’s ‘upstream players’. 

Finally, we must also consider the ‘downstream players’, whose services are used by web users 
because they facilitate illegal access to content or services or allow them to conceal their illegal 
activities. 
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2 - 1 | Overview of the players 

The central players fall into six categories:  

► referral sites are those that group together links to hosted contents or files available, including 
on peer-to-peer networks. This can also involve sites that offer illegal streams of live TV 
programmes (i.e. access to lists of IPTV channels or links to content that is live streamed); 

► link aggregators appear in two ways. They can be video aggregators, i.e. services that can scan 
and exploit many different sources of content (such as the referral sites mentioned above) in 
order to offer users a richer and more complete unified solution. They can also be electronic 
devices connected to a TV set that have been configured by the seller to illegally offer a range 
of content via a single interface, on demand or live, again, using multiple sources; 

► content hosting providers allow users to get the content they are looking for. These hosting 
platforms, for example, store content that can be consumed in a number of different ways, 
whether through direct download or streaming. They may also involve servers that occasionally 
or continually re-broadcast live streams or TV programmes, whether sports broadcasts or 
otherwise. In general, it is the referral sites or the aggregators mentioned above who redirect 
web users to these specialised hosting services; 

► contributors, who help to enrich the ‘catalogues’ of content hosting providers and referral sites 
dedicated to direct download, streaming and peer-to-peer sharing. They may also be 
‘uploaders’, which means they upload content to hosting platforms or post links on referral 
sites, or offer additional services (for example, subtitling content available in a foreign 
language); 

► mainstream platforms (video distribution or simply content-sharing services) are traditional 
players in the digital economy whose services may be used from time to time by users to 
distribute or relay cultural content without permission. They can often be found at the heart 
of copyright-infringing practices, despite the implementation of monitoring policies;  

► distributors are those who facilitate the distribution or marketing of products or applications 
involved in illicit services. These may be physical distributors (e.g. computer shops where you 
can buy configured TV boxes) or, increasingly frequently, digital platforms (online marketplaces 
and e-commerce platforms). 
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The service providers used by illegal websites and ‘upstream players’ allow the central players to 
operate, both technically and in relation to the monetisation of services. 

► technical players provide security, transport, hosting and storage solutions and today offer an 
increasingly rich range of products and services, both for legal and illegal sites. Domain name 
registrars and registries are also part of the services required to create a website; 

► new players have appeared within this category because they meet the specific needs of the 
piracy ecosystem. These service providers are not essential but have become highly useful. 
These include, in particular, link shorteners, who camouflage links provided by referral sites 
and make their identification and detection by rights holders and by anti-piracy vendors more 
difficult; 

► some players have also positioned themselves within the ‘massification’ of sharing copyright-
infringing content, such as multiuploaders, which allow content to be uploaded to several 
different hosting platforms ‘in one click’; 

► finally, financing, payment and advertising services play a key role for the central players at the 
heart of this study, as they are essential intermediaries in the monetisation of the various 
activities involved.  

 

The intermediaries used by web users to access content illegally are generally players that are 
directly targeting individual consumers. 

► they offer web users many different services that can be used to support them in their illegal 
consumption of content. Some, for example, offer to anonymise user’s online activities, both 
legal and illegal, in order to avoid being identified. These include VPNs, proxies and seedboxes; 

► other players facilitate usages by providing premium access to different hosting platforms at a 
lower cost (e.g. multi-host download services), by facilitating the recovery or preservation of 
content illegally distributed via streaming (a.k.a. stream-ripping) or by providing access to 
content on a variety of devices via multimedia software (e.g. VLC and Kodi); 

► finally, other traditional players play a role in directing web users towards illegal content by 
allowing them to search for content, by improving the visibility of the central players and by 
sharing information or tutorials that enable web users to learn about various pirating 
techniques. Social networks and user-generated content platforms have therefore become 
major conduits in the spread of copyright-infringing behaviour.  

Live streaming 

In the context of illegal practices, live streaming allows consumers to watch video content 
that is broadcasted in real time, usually from a pay-per-view TV channel. The content 
broadcast usually concerns sporting and other live events. The audience of live streaming 
websites remains limited so far and the supply is relatively dispersed, but this practice is 
growing significantly nowadays.  

For this type of service, the distinction between the referral site and the source of the 
content is more complicated than for other means of access, as video content is often 
directly integrated within the referral site page. This makes it sometimes difficult to easily 
identify the origin of the video stream (which can, moreover, often change). 
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2 - 2 | Trends within the ecosystem 

By mapping the players involved, we can identify a number of trends.  

Firstly, the referral sites and content hosting providers remain at the centre of the ecosystem and 
their interdependent operations remain the cornerstone of piracy offers. As such, even if other 
players, such as contributors, play a very important role in the ecosystem, their existence only has 
value alongside the presence of referral and hosting sites. These players therefore remain the main 
driver of illicit activity. 

This key market is however highly fragmented and highly competitive. As explained below, two types 
of players coexist. Some sites, which have a broad audience base, operate with commercial objectives 
and seek out a sustainable and viable economic model. As such, they sometimes operate 
internationally. But there are also a many smaller players with more ambiguous ambitions. Indeed, 
some sites, for example, are developed by computer enthusiasts, of all ages, who see it as an 
additional source of income or simply a challenge, rather than a real ‘professional’ activity. From the 
contributors’ point of view, they may also be motivated by the ‘philosophy’ of promoting the free 
distribution of cultural goods, rather than the search for profit. There is therefore still a real duality in 
this market between those who make piracy a genuine economic activity and those who consider it a 
‘leisure’ pursuit. The fact remains that the competition between all players is strong. The closure of 
one site provokes an almost immediate reaction from competing sites, which seek to attract its 
audience by collecting content or even appropriating similar domain names. 

Another noteworthy feature of the ecosystem is that new usage behaviours, particularly in relation to 
the diversification of ways of consuming the material (anywhere, anytime and on any device), have 
encouraged the emergence of new players. This is the case, for example, with link aggregators 
operating via mobile applications. These players have positioned themselves to meet a very specific 
need for consumers who already benefit from high-quality legal solutions. On an easy-to-use and 
highly ergonomic application, they gather together services provided by referral sites and content 
hosting providers. Search, navigation within catalogues and access to content are greatly facilitated 
for consumers who can access copyright-infringing content in just one click and, sometimes, free of 
charge.  

We can also see a growing prevalence, alongside the central players, of players whose lawful activity 
is misused by consumers or providers of copyright-infringing services. These include, for example, 
platforms dedicated to the distribution of self-produced content by end consumers that are also used 
by certain consumers to make content available without respect for copyright. Some resellers have 
invested in the traditional markets to distribute pre-configured TV boxes for mass illegal consumption, 
alongside selling these devices in specialist computer ‘shops’. This also applies to the marketing of 
illegal IPTV solutions. Resellers promote their products online, via social networks, high-traffic websites 
and traditional e-commerce sites. These new channels enable them to attract a much wider audience. 
As such, the key players in the digital economy are now providing, despite their best efforts, significant 
exposure to illegal content and services. Sometimes, given their market positioning, they even give 
them an air of ‘legitimacy’.  

The ecosystem has also grown by players positioning themselves as close to consumers as possible. 
They support consumers with their illegal practices by helping them circumvent surveillance measures 
or facilitating their access to illegal sites. Without offering genuinely illegal services themselves, 
however, they largely contribute to the illegal practices of consumers. Some aren’t afraid to promote 
their services by highlighting the benefits provided to illegal practices. 
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Overall, we can see that the ecosystem is becoming more complex and flows between the various 
players involved (B2B – business-to-business flows) are increasing. There are growing numbers of 
service providers supporting the central players, as the techniques used by illegal sites are becoming 
increasingly sophisticated, requiring an increasing number of intermediaries. The boundaries between 
suppliers are no longer as clearly defined as they once were, and players are expanding throughout 
the supply chain to offer a much wider range of services. Finally, interactions between upstream, 
central and downstream players are multiplying. There is significant overlap in their operating 
methods, in terms of partnerships and, more simply, mutual agreements that are concluded between 
various players. For example, there is increasing cross-promotion taking place between copyright-
infringing sites and their ‘partner’ service providers (e.g. VPNs, download optimisation services, etc.). 
As such, the number of stakeholders within this ecosystem is growing and the relationships between 
them are multiplying.  
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3 | Central players 

“Central players” refers to all the websites and online services that operate primarily to enable web 
users to illegally access content directly, whether on demand or in real time. This category therefore 
covers, in particular, websites that host illegal content and websites that refer users to illegal content.  

There are two main types of services:  

► those that provide access to illicit delinearised content, in particular via streaming, direct 
downloads and via peer-to-peer sharing; 

► those who provide access to illicit linear content in real time, such as IPTV solutions. 

These two types of services have different features and economic models.  

There are other players directly involved in this central link in the content distribution chain.  

► including, in particular, contributors, also often referred to as uploaders, who upload most of 
the content available on the hosting platforms and then index it on referral sites. There are two 
types of contributors. Sometimes, they are individuals acting autonomously and not 
necessarily motivated by economic or commercial reasons. However, other contributors are 
organised as part of complex, sophisticated and well-organised groups7. Their members can 
live in different countries and take great care to conceal their identities. They compete to post 
exclusive content as quickly as possible. Some groups specialise in a given type of content (TV 
programmes, films, etc.) and develop genuine marketing strategies to gain recognition and a 
reputation for the reliability and quality of the content they provide. At times they are 
suspected of also being involved in other types of cybercrime (hacking personal data, etc.). 
Ultimately, their activity depends exclusively on the existence of the central players and their 
services;  

► community-based generalist or content-sharing platforms. They often appear to play a 
significant role in the illegal distribution of content, but they are diverted from their primary 
focus and instead implement, for the most part, actions aimed at containing and preventing 
offending use of their services. 

In terms of hosting providers and referral sites, we can see that most of the players massively involved 
in the illicit distribution of content operate anonymously. Information to identify the structures 
operating behind these sites is very difficult to obtain. No legal notices or genuine street addresses can 
be found on the websites and they may also use services to hide information linked to their domain 
names. As a result, analysing the origin and structures of these sites is made very difficult. 

                                                           

7 According to a Hadopi study carried out on replication of the website Zone Téléchargement (October 2017), it appears that 
publishing content on the main copyright-infringing websites is actually done by a very small number of people. 
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3 - 1 | Interactions between content hosting providers and referral sites  

The content hosting providers and referral sites that provide access to content via streaming and 
direct download have interconnected operations. Most content hosting sites do not offer ‘search 
engine’ features allowing users to find the desired pirated content. Moreover, their pages are not 
indexed on traditional search engines. Consumers of copyright-infringing material therefore use sites 
- also referred to as directories - that offer referenced and categorised links, depending on the type of 
cultural good, its language, its quality and the access channel - peer to peer, direct download, 
streaming, etc. This decision to separate, on the one hand, the referencing of content and, on the 
other hand, pure hosting is presumably done with the aim of protecting, as far as possible, the hosting 
platforms themselves (which benefit from limited liability protection, provided that they are not aware 
of the illicit nature of the content they host). By deliberately limiting the public exposure of stored 
content, these platforms can shield themselves from criticism that they cannot ignore what is on their 
servers. 

  

Live streaming 

Players involved in live streaming offer content similar to that provided by IPTV players, 
i.e. live broadcasts of linear content. However, they have a way of operating that’s closer 
to that of players in on-demand streaming.  

Their economic models are based almost exclusively on advertising. There are also 
specialist sites (mainly broadcasting sports content) that act as referral sites and integrate 
video content, via third-party services, directly on their website. It is therefore difficult to 
identify the hosts of this content without carrying out more in-depth research on the topic.  
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Interactions can be represented as follows:  

 

a contributor ‘uploads’ a file onto a hosting site and gets a URL link;  

they ‘post’ this link on a referral site; 

an online consumer wants to access a file, so they connect to a referral site;  

they find the file’s URL; 

they click on the URL, which connects them to a hosting site; 

they download the file or watch it via streaming mode, depending on their preferred access 
method. 

Figure 9: Simplified overview of interactions between ecosystem players 

 

3 - 2 | Content hosting providers 

3 - 2 - a | Segmentation of players 

In France in late 20178, two groups of hosting providers stood out from the crowd in terms of their 
monthly generated traffic. Three players attracted more than a million unique visitors per month and 
accounted for nearly three-quarters of the total illicit audience in France. Other players in this market 
had a smaller audience share. For example, the hosting provider in 20th position recorded less than 
100,000 unique visitors per month.  

The players generating the most traffic were Uptobox, 1Fichier and Uploaded. These sites mainly offer 
direct downloads. On the other hand, for players with more limited traffic, such as Uptostream, 

                                                           

8 Analyses of web traffic were carried out in March 2018 on Médiamétrie//NetRatings figures from November 2017. While 
traffic for the sites involved may have evolved in one direction or another since this time period, with some sites disappearing 
and others appearing, the key lessons learned from the analysis of these audiences do not change. 
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Streamango and Estream, the main mode of access is streaming9. The download market is therefore 
relatively concentrated, whereas that of streaming, even though it is the most widely used mode of 
access, is more dispersed. 

 

Figure 10: Monthly unique visitors to a selection of hosting sites 

(not exhaustive - November 2017) 

 

3 - 2 - b | Content and trends 

Hosting providers are positioned through different access modes. Each access mode has its own 
specific features:  

► direct download allows to save a file directly on one’s own computer from a website;  

► streaming is an access mode that allows to view video content instantly (this may also involve 
audio, but is less prevalent in the context of illegal practices) on a website, without first having 
to download the entire file to one’s computer;  

► live streaming is an access mode that refers to watching a live broadcast of a video. Unlike 
streaming, live streaming involves watching a recording as it takes place in real time. As in the 
case of streaming, with live streaming it is not necessary to download any content in advance 
before watching it (not taking into account any temporary storage of the content on a 
computer, smartphone or tablet’s buffer memory). 

 

  

                                                           

9 It should be noted that this refers to the direct audience of the websites in question, i.e. the number of web users who visit 
these sites. However, in the case of streaming, many web users access the videos stored on these hosting platforms from 
referral sites (as the videos are integrated on the pages of referral sites) without having to visit the hosting platform sites 
directly - they are therefore not counted here. 
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In terms of the cultural content available, different types of cultural goods can be distinguished by 
access channel:  

► direct download sites offer the widest range of content, including films, TV series and music, 
as well as video games, books – mainly manga; 

► streaming sites mainly provide video content of films and TV series;  

► live streaming sites primarily broadcast sports-related video content. 

Furthermore, more and more specialist players are appearing with specific content, such as content 
focussed on manga and comic books, which are gradually developing but whose audiences are 
relatively small. Likewise, video games are often the subject of dedicated sites.  

 

In terms of content catalogues, there are several characteristics to note:  

► the scope of content varies depending on the players involved, especially when it comes to 
video, where content over 5 years old is less available on certain sites. Players operating within 
the piracy ecosystem naturally seek to generate as much traffic as possible and therefore focus 
on recent content that generates the biggest audience, particularly films that could be 
referred to as blockbusters. Some titles are available on copyright-infringing sites even before 
they are officially released in France, due to deferred release dates in the country; 

► the quality of files has increased, especially for direct download in formats of up to 4K. On 
some sites, users can select their desired format, ranging from low-quality (240p) to ultra-HD 
for very high quality; 

► live streaming has developed to focus mainly on live broadcasts of sporting events. The hosts 
are little known and difficult to identify because the videos are integrated into the broadcast 
site. The variety of content is very broad, but the quality of free content is sometimes poor 
(144p or 240p). 
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There are several types of access solutions available, depending on the chosen access method. The 
majority of solutions are free of charge or based on the freemium principle. Different offers exist 
depending on the access method, including:  

► exclusively free offers from live streaming players with generally low-quality content; 

► almost exclusively free offers from streaming players; one notable exception being 
Uptostream, which offers a fee-based formula that includes certain features;  

► an evolutive offer from direct download players: most players offer a free version but with 
many constraints. Subscribing to a paid direct download solution has several advantages for 
web users, including:  

– a lack of any limits on download speeds; 
– no restrictions on the number and frequency of downloads; 
– no advertising; 
– the option to download multiple files simultaneously; 
– increased storage capacities in the cloud. 

 

  

Figure 11: An illustration of Uptobox's premium solution  

 

3 - 2 - c | Examples of market players  

Market players can be divided into two categories. On the one hand, content hosting providers who 
are mainly focussed on direct downloads and, on the other hand, hosting providers with less audience 
but more diversified modes of access.  
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► Players with a monthly audience of more than 1 million French web users include:  

 (source: Médiamétrie//NetRatings audience data, EY research) 

 

► In terms of players achieving monthly audiences of less than 1 million web users, a non-
exhaustive list includes:  

(source: Médiamétrie//NetRatings audience data, EY research) 

 

Ways of 
accessing 

content (for the 
most part) 

Number of 
unique 

monthly 
visitors 

Main types 
of cultural 

goods 

Average time 
spent per user 

Premium 
subscription 

offer 

Uptobox 
Direct download 

2.55 million 

visitors 

Films, TV 

series, music, 

video games 

20 minutes 

From €4.20 to 

€6/month excl. 

VAT, depending on 

the length of 

commitment 

1fichier.com 
Direct download 

2.11 million 

visitors 

Films, TV 

series, music, 

video games 

7 minutes 

From €1 to €3 per 

month, depending 

on the length of 

commitment 

Uploaded 
Direct download 

1.01 million 

visitors 

Films, TV 

series, music, 

video games, 

books 

5 minutes Yes 

 
Ways of accessing 
content (for the 

most part) 

Number of 
unique 

monthly 
visitors 

Main types of 
cultural goods 

Average time 
spent per user 

Premium 
subscription offer 

Uptostream Streaming 
0.76 million 

visitors 

Films, TV 

series 
13 minutes 

From €4.20 to 

€6/month excl. 

VAT, depending on 

the length of 

commitment 

TurboBit Direct download 
0.73 million 

visitors 

Films, TV 

series, music, 

video games 

6 minutes 

From $3.75 to 

$25/month, 

depending on the 

length of 

commitment 

Openload Streaming 
0.67 million 

visitors 

Films, TV 

series, sport, 

music 

6 minutes No 

Streamango Streaming 
0.52 million 

visitors 

Films, TV 

series 
4 minutes No 

Rapidgator Direct download 
0.47 million 

visitors 

Films, TV 

series, video 

games 

3 minutes 

$8.33 to 

$14.99/month, 

depending on the 

length of 

commitment 

Vidlox Streaming 
0.22 million 

visitors 

Films, TV 

series 
6 minutes No 

Vidoza Streaming 
0.20 million 

visitors 

Films, TV 

series 
20 minutes No 

Estream Streaming 
0.16 million 

visitors 

Films, TV 

series 
18 minutes No 
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Please note this list is not exhaustive and other sites may be worthy of mention, such as vimple.me, 
speedvid.net, mystream.la, dl.free.fr, nitroflare.com, flashx.tv, waaw.tv, vshare.eu, vidup.me, 
hitfile.net, etc.  

3 - 3 | Referral sites  

3 - 3 - a | Segmentation of players 

In France in late 2017, two groups of referral sites stood out from the crowd in terms of their monthly 
generated traffic. We can see that 6 players attracted more than 1 million unique visitors per month 
and accounted for nearly three-quarters of the total illegal audience in France. Other players in this 
market had a smaller audience share.  

The players generating the most traffic were Zone-Téléchargement, VoirFilms, Torrent9, 
StreamComplet, LibertyVF and Papystreaming. There are a large number of players with a lower 
audience, such as DPStream, Papstream, T411 and YggTorrent. Some sites have since been the subject 
of legal proceedings and may have been blocked. 

 

Figure 12: Monthly unique visitors to a selection of referral sites  

(not exhaustive - November 2017) 

 

3 - 3 - b | Offers and trends 

It is relatively easy for illicit consumers to find the content they are looking for. Referral sites clearly 
list links and offer several means of access to certain types of cultural goods. We can see that the offer 
is increasingly broad, with consumers having the possibility to choose content according to specific 
criteria. Some sites offer a very wide spectrum of content, others, on the contrary, are more specialised 
in a certain type of content. Finally, in order to cope with changes in their environment in terms of 
controls related to illicit content, sites implement solutions to guarantee the relevance and reliability 
of their listings. 

The main referral sites offer a ‘rich catalogue’ of links with multiple access methods to content. The 
main sites with a high audience in France are in French and offer ‘French versions’ or ‘original language 
versions subtitled in French’ content. 
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Referral sites can take several forms, including:  

► generalist referral sites with search engines that allow users to access a wide variety of content 
according to different access methods; 

► specialist referral sites that focus on a specific type of content, for example, several sites 
specialise in video games or manga;  

► ultra-specialist referral sites that focus on a single work. These are generally sites dedicated to 
a TV series that bring together a community of fans (e.g. american-horror-story-
streaming.com, simpson-en-streaming.com or the-big-bang-theory-streaming.net). These 
sites are often based on the same model. These types of sites are rarer and, by their very 
nature, have a limited audience. Nevertheless, the overall audience of all these sites can 
amount to hundreds of thousands of unique visitors per month. 

 

The availability of content changes significantly over time, in particular due to actions taken by rights 
holders and authorities to limit the development of illicit content offers:  

► rights holders make numerous withdrawal requests to content hosting providers, which these 
are legally required to handle; 

► as a result, the links found on referral sites can quickly no longer work, particularly in the case 
of high-audience films that are specifically monitored and therefore frequently deleted by the 
hosting providers;  

► referral sites regularly implement techniques both to prevent too much content being detected 
and to ensure that when a link is inactive it is replaced as quickly as possible. Two techniques 
have been identified: 

– use of link / URL shorteners, which are services used by referral sites to avoid providing 
direct links to hosting platforms from their site. Link shorteners act as an intermediary 
service or site between the referral site and the hosting platform, requiring any visitors 
to perform a manual operation on this intermediary site before displaying the 
hypertext links to the hosting platform. This technique is used to complicate the 
automatic collection of links by rights holders, thereby making it more difficult to 
identify and remove illegal content. The use of link shorteners also makes it possible 
to display more advertising, by adding steps on the web users’ path to illegal content; 

– use of bots, which automatically update links identified as ‘inactive’. The quality of 
referenced content is a key element in the value referral sites offer their users, so it is 
essential for these sites to ensure that the content they promote is available. Just like 
a search engine, illegal sites use bots to regularly scan links and ensure that they are 
always active and not faulty. Any faulty links can then be replaced very quickly with an 
active link (possibly created pro-actively by having uploaded backup copies of files in 
advance), which makes it possible to maintain good availability of content. 
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3 - 3 - c | Examples of market players  

We can see that only one player offers a premium subscription (Dpstream), with an offer focused 
mainly on films and TV series with all modes of access available. The offer of cultural goods is more 
diversified on peer-to-peer referral sites than on streaming link referral sites, which are almost 
exclusively devoted to films and TV series. The amount of time spent on each site by web users varies 
enormously, with a higher average time for sites with higher audiences and, naturally, for streaming 
video referral sites, because web users are likely to stay there as long as they are watching the videos. 
For example, Voirfilms has an average visit time of 77 minutes per user, while web users spend an 
average of just 3 minutes on Torrent 411. 

Players with a monthly audience of more than 1 million French web users include:  

 

(source: Médiamétrie//NetRatings audience data, EY research) 

 

  

 
Ways of accessing 
content (for the 

most part) 

Number of 
unique 

monthly 
visitors 

Main types of 
cultural goods 

Average time 
spent per user 

Premium 
subscription offer 

Zone 

Téléchargement 
Direct download 

2.93 million 

visitors 
All 23 minutes No 

Voirfilms 
Streaming 

Direct download 

2.85 million 

visitors 

Films, TV 

series 
77 minutes No 

Torrent9 P2P 
2.07 million 

visitors 

Films, TV 

series, video 

games, music 

25 minutes No 

Stream Complet Streaming 
1.85 million 

visitors 

Films, TV 

series 
14 minutes No 

Liberty VF 
Streaming 

Direct download 

1.74 million 

visitors 

Films, TV 

series, books, 

video games 

16 minutes No 

Papystreaming Streaming 
1.13 million 

visitors 

Films, TV 

series 
28 minutes No 
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In terms of players achieving monthly audiences of less than 1 million web users, a non-exhaustive 
list includes:  

(source: Médiamétrie//NetRatings audience data, EY research) 

 
Please note that this list is not exhaustive and other sites may be worthy of mention, such as 
filmstreamvk.co, filmcomplet.tv, enstreaming.org, serie-streaming.cc, sokrostream.tv, filmvf.biz, full-
serie.biz, extreme-down.pro, viva-stream.info, voir-films.stream, etc. 

 

 

 

 
Ways of accessing 
content (for the 

most part) 

Number of 
unique 

monthly 
visitors 

Main types of 
cultural goods 

Average time 
spent per user 

Premium 
subscription offer 

YggTorrent Peer-to-peer 
0.94 million 

visitors 
All 43 minutes No 

FrenchStream.co 
Direct download 

Peer-to-peer 

0.66 million 

visitors 

Films, TV 

series 
9 minutes No 

PapStream.co Streaming 
0.47 million 

visitors 

Films, TV 

series 
17 minutes No 

Torrent411 Peer-to-peer 
0.42 million 

visitors 
All 3 minutes No 

DPStream Streaming 
0.39 million 

visitors 

Films, TV 

series 
18 minutes 

€1.50 to €3 per 

month 

Emule Island Peer-to-peer 
0.37 million 

visitors 
All 7 minutes No 

Film Streaming Streaming 
0.32 million 

visitors 

Films, TV 

series 
4 minutes No 

WawaCity Streaming 
0.16 million 

visitors 

Films, TV 

series 
10 minutes No 
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Live streaming sports content 

In 2018, live streaming audiences were still limited but the offer was starting to be structured 
around a few flagship sites. According to audience figures for sites broadcasting live streams in 
late 2017, of the 136 sites identified, only 6 exceeded the threshold of 50,000 unique visitors per 
month. 

However, whilst the overall audience remained limited to around 1.2 million web users per month 
– around 5% of all web users aged 15 and above who watch sport illegally online – audience 
numbers for these sites can significantly increase during major sporting events, such as the 
Olympic Games, World Cups or the Champions League in football, none of which are entirely 
broadcast for free (e.g. Football World Cup group stages). A single event can bring in as much as 
200,000 to 300,000 live streaming spectators. The FC Barcelona - Paris Saint-Germain match in 
March 2017 saw 229,000 people watch the live stream of the match and the Paris Saint-Germain 
- Olympique Lyonnais match in March 2017 saw 334,000 offending web users watch a pirate 
broadcast.  

National sporting events are the most illegally watched (81%). International events are watched 
illegally by more than half of all sports fans who engage in illegal practices. And almost half of all 
fans are illegally watching both national and international events. 

Some sites enrich their offer by providing replays or video summaries of games. Alternative 
streaming offers are therefore growing, based on live streaming.  

December 2017 audience rankings: 

 
Ways of accessing 

content (for the most 
part) 

Number of unique 
visitors in December 

2017 

Main types of 
cultural goods 

Livetv.sx Live streaming 285,000 visitors Sport 

Streaming-foot.xyz Live streaming 232,000 visitors Sport, mainly football 

Livetvcdn.tv Live streaming 177,000 visitors Sport 

Footstream.tv Live streaming 172,000 visitors Sport, mainly football 

Sportingvideo1.com Live streaming 145,000 visitors Sport 

Streamonsports.com Live streaming 127,000 visitors Sport 

(source: Médiamétrie//NetRatings audience data, Canal+ interview, EY research) 

 

In the months leading up to December 2017, other sites had more than 50,000 unique visitors 
over a period of one month, including streaming-foot.club, streaming-football.org, beinsport-
streaming.com, beinsport-streaming.club, beinsport-streaming.info, rojadirecta.me, stream-
foot.fr. 

In 2018, live streaming sites continued to attract new visitors. For example, in autumn, several 
sites enjoyed an audience of around 500,000 unique visitors per month, with a peak of 
750,000 unique visitors for streamonsports.com in October 2018. 
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3 - 4 | Specific features of the IPTV model 

3 - 4 - a | Interactions between players 

Illegal IPTV offers distributed in the form of channel packages are growing. We often talk about 
playlists or M3U files10 here, because these offers usually appear in the form of lists of thousands of 
URLs, each one on the list corresponding to a TV channel or specific content. On some websites, one 
can find playlists free of charge, but the quality is not always great and the lifespan of these free lists 
of channels is generally very short. Quality offers are almost exclusively paid for and are accessed via 
applications, multimedia players or electronic boxes that have a user interface similar to a classic TV 
package. The players offering these illegal IPTV subscriptions have a different economic model to the 
hosting providers and referral sites introduced above, with complex revenue flows between players.  

 

Figure 13: The roles of IPTV ecosystem players 

 

► the providers of so-called IPTV solutions: 

– record the broadcasts of various TV channels that are either free of charge or available 
on subscription using the maximum amount of stream sources as possible. They then 
recreate new TV packages by aggregating these streams and rebroadcasting all of them 
from specialist servers; 

– the TV feeds are sold to distributors in the form of packages or as single ‘units’, with 
distributors then assembling their own packages; 

– revenue from their activity is mainly based on selling subscriptions, while advertising 
represents a minor factor in the total revenue generated. 

                                                           

10 M3U is a file format for storing lists of URLs, audio files and video files 
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► the distributors, who offer end users subscriptions to illegal TV channels. They derive most of 
their income from subscriptions sold to individuals, and possibly also from advertising on their 
website. These players can be divided into two categories: 

– ‘reseller’ type distributors, who simply resell the TV packages already created by a 
host under their own brand; 

– ‘assembler-reseller’ type distributors, who copy the streams from the hosting 
providers’ servers onto their own servers to then create their own packages of 
channels, before distributing them to end users. 

► the suppliers of configured (pre-loaded) boxes that make it possible to view an IPTV stream 
on a television. Some boxes are sold specifically configured to view illegal content directly, 
while others also make it possible to view content on demand via streaming (particularly those 
configured with Kodi software supplemented by illegal add-ons). Some dedicated distributors 
offer subscription packages with a configured TV box included.  

► the suppliers of add-ons, i.e. extension modules that enhance the functionality of certain types 
of software, such as Kodi, and that generally allow users to access channel lists free of charge. 

► the software that facilitates creating, managing and reading various media, such as Kodi or 
VLC, and that also allows web users to read the content of illegal IPTV subscriptions to which 
they have subscribed. 

 

3 - 4 - b | Main players 

There is little data available that can be used to assess the subscriber base of these players. However, 
the audience for their ‘showcase’ websites gives an indication of the popularity of their services. As 
such, although in reality it is quite difficult to categorise the different solutions between those that are 
‘hosted’ and those that are simply ‘redistributed’ under a white label, it is possible to take a selection 
of the main players within the French market: 

► in terms of distributors and resellers targeting end users (but who, in some cases, may also 
operate their own IPTV solutions), the following websites are currently operating in France:  

– leading players: IPTV4Sat, WIKI IPTV, FreeTV, Devialetto TV; 

– secondary players: Premium TV, IPTV-France, Mega-IPTV, IPTV PRO, VolkaIPTV. 

► among IPTV solution providers, there are four emerging players, particularly in the French 
landscape: Abonnement Premium IPTV, Maestro Sharing, France IPTV and Maestro IPTV. 

 

3 - 4 - c | Offers and trends 

Illegal IPTV players offer their customers packages consisting of two offers, one made up of a series of 
channels and the other a ‘VOD’ offer, consisting of films and TV series. These include:  

► access to a vast catalogue of channels, traditionally available free of charge or with paid access, 
including international channels. Packages seen on the French market offer between 500 and 
5,000 different channels, a figure that is growing steadily; 

► access to a VOD film and TV series catalogue, which allows IPTV players to enhance the value 
they can offer. The scope of these catalogues, although constantly growing, is generally smaller 
than those of traditional illegal streaming solutions. They mainly contain the latest releases 
and blockbusters.  
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Players in illegal live streaming of TV programmes who offer a paid solution are attentive to the 
experience of their users, offering services similar to legal platforms, including:  

► the promise of ‘customer satisfaction’, with sales slogans such as ‘satisfaction or your money 
back’; 

► customer service available 24 hours a day; 

► on some sites, robots (‘chatbots’) help answer customer queries;  

► guarantees about certain boxes sold by IPTV players. 

 

Most illegal IPTV solutions are paid for, where there are two different types of formulas: 

► a package consisting of a subscription, often with a 6- or 12-month commitment, offering 
access to a package of channels for a cost varying between €4 and €12 per month; 

► a package consisting of a 12-month subscription and a TV box allowing to access the channels 
subscribed to directly on one’s television for a total cost of approximately €200 to €250. 

  

Figure 14: French IPTV offers 
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Some solutions are free of charge, which involves making M3U playlists available to the public. Several 
features characterise these M3U files:  

► they are addresses that, once integrated into software such as Kodi or VLC, provide access to 
channels free of charge; 

► as the content is free, the availability of links and the quality of the channels available can be 
random, especially as rights holders can more easily find these lists and try to neutralise them; 

► these channel lists are provided by specialist websites, such as Diavoletto-TV.com, which have 
an advertising-based business model. 

 

3 - 5 | Content aggregation services  

3 - 5 - a | Configured TV boxes 

The configured TV boxes are connected boxes that allow to broadcast an online stream or piece of 
content on a traditional television. These boxes can be configured, especially by using software such 
as multimedia readers or media centre, like ‘Kodi’, to facilitate the viewing of video content on the 
web user's own television. 

In terms of illegally consuming cultural goods, configured TV boxes offer three main benefits to web 
users: 

► they make it possible to read content on a device like a TV without the need for a computer; 

► the prices on offer are very competitive compared to subscribing to legal TV packages; 

► they provide access to content, either live or on demand, in a centralised and unique way 
which is available on many copyright-infringing websites whose catalogues are processed and 
aggregated automatically, without the constraints usually encountered when accessing similar 
sites (advertising, instability, quality issues, etc.). 

1.3%11 of French people who engage in copyright-infringing Internet usage owned a configured 
multimedia unit in 2017. The penetration rate here still remains low compared to other countries 
(for example, the UK has an equipment rate of approximately 11%). 

The configured TV boxes are 
increasingly available and easy to 
access, in particular through consumer 
e-commerce sites.  

However, growth prospects looking 
towards 2020 remain limited, and the equipment rate is estimated at 3-4% maximum in 2 years.  

Different types of configured TV boxes are available, including:  

► buying a box, with no channels included, from sites such as Amazon, eBay or Rakuten (formerly 
Price Minister) for an average cost of €40; 

► buying or renting a box that also includes an IPTV offer, from a specialist online retailer. The 
average price of these offers varies significantly, depending on the length of commitment and 
the channels included in the package. Prices range from €16 to €23 for 12 months. Some boxes 
are also sold with lifetime subscriptions for a few hundred euros. 

                                                           

11 Hadopi internal study carried out in 2018. 
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3 - 5 - b | Video aggregator apps and software programs  

Video aggregators are apps or software programs that make it very easy to access content illegally 
(e.g. Mobdro, Stremio, EverStream, Showbox, Moviebox, Cinema Box, Popcorn Time, etc.). 

One of their features is that they can almost natively integrate copyright-infringing content without 
any action on the part of the web user - no need to install add-ons, for example. It is also fairly difficult 
to find out precisely where the videos offered by these aggregators come from (content is either 
hosted in multiple dedicated storage spaces or automatically identified and collected on third-party 
copyright-infringing sites). 

In terms of illegally consuming cultural goods, video aggregators offer three main benefits to web 
users: 

► they allow web users to benefit from similar content quality to that provided by legal platforms, 
unlike illegal streaming platforms, which can provide a deceptive experience for users because 
of the quality of the content, etc.; 

► in some cases, they allow content to be downloaded and custom libraries to be created; 

► they make it possible to avoid – in part – advertising, which is sometimes very prevalent on 
streaming sites and can be a real source of annoyance for users. 

 

Content aggregation video platforms have an emerging and relatively recent reputation among those 
engaged in illegal behaviour: 

► only 15-22% of consumers of music, films or TV series are aware of these players; 

► over 50% of the users of these services have been active for less than a year; 

► these platforms, mainly operating in the form of apps, are well adapted to the development of 
multimedia behaviour (computers, tablets, smartphones, electronic boxes, etc.). For example, 
Stremio users report using an almost equal proportion of their PCs, mobile devices and 
connected televisions to access the app. 

 

 

 

In France, 6-8% of consumers of cultural goods have used these services before. 

Several of these players use a freemium model, offering both a free version and a premium version:  

► the free version is based on an advertising economic model, usually with advertisements 
present throughout the user’s experience, or with a banner at the bottom of the screen; 

► the paid version may offer some additional features, but the main selling point is the lack of 
advertising for the customer. The cost of premium applications generally varies between €3 
and €5. 

For Showbox and Mobdro, however, as the app is free, the main source of revenue seems to be 
advertising.  
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4 | The economic models of players in the illegal ecosystem 

4 - 1 | The economic models of services used by the central players 

Two types of service providers are required for the traditional functioning of a hosting provider or a 
referral site for illegal content. On the one hand, technical intermediaries involved in the content 
provision or distribution chain and, on the other hand, intermediaries enabling the monetisation of 
usage.  

Pirate sites involve the same technical requirements as legal sites. They must therefore call on third 
parties to respond to their security issues, to transport and route data, to store and host content and 
to manage their domain names. 

The intermediaries in advertising, payment and anonymisation services, whose services are used by 
offending sites, are now relatively specific and often different from those working with legal sites.  

In terms of advertising, there are numerous advertising agencies and affiliation platforms whose 
business is almost entirely dedicated to illegal activities. This trend has intensified since 2015, as the 
main affiliation platforms and advertising agencies signed the charter on ‘best practice for online 
advertising and compliance with copyright and related rights’, as part of the French government’s 
action plan to combat piracy in 2015. This charter, which is designed to limit the funding sites engaged 
in illegal activity receive through advertising, has largely limited the number of players working in the 
illegal market.  

In the same way, in terms of payment intermediaries, key players such as PayPal have committed to 
no longer offering their services to copyright-infringing sites. Other payment intermediaries have 
therefore specialised in this type of activity by offering ‘turnkey’ solutions for copyright-infringing sites. 
The latter have also found ‘workaround solutions’, for example, by creating intermediate sites that 
allow them to continue using the more widespread means of payment familiar to Internet users. 
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Figure 15: Illustration of the various intermediaries required to operate a copyright-infringing service 

 

4 - 1 - a | Technical service providers 

Interactions between central players and technical intermediaries 

Illegal content hosting providers engage in four different steps to distribute their content. 

► firstly, players must obtain content, which will be fed into the catalogues of referral sites. 
Content is integrated into the platforms via different channels, either by the web users 
themselves, by groups of organised individuals, or by the hosting entity itself; 

► then, once the upload is complete, encoding allows users to view content directly on the 
website. This service may be provided by three types of players:  

– specialist players, such as Bitmobin, encoding.com and Zencoder;  
– cloud service providers for hosting and storage, such as Amazon, Microsoft, Google, IBM, 

etc.;  
– CDN-type transport operators (see ‘transport services’ below), such as Akamai. 

► the uploaded content must then be stored on servers; 

► finally, the content must be transported to the end user, regardless of the access channel 
involved. This service can be optimised using CDN-type services. 

 

As such, the technical chain can be globally represented from obtaining the content to its distribution 
among web users, according to different modes of access, namely live streaming, direct download and 
streaming:  
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Figure 16: Architecture of a content distribution channel according to modes of access  

 

To meet the technical needs of those involved in hosting and distributing content, technical service 
providers have developed what they are able to offer. As such, we have seen two major trends 
emerging in recent years. Firstly, service providers have extended their positioning to cover their 
customers’ needs as much as possible and offer them complete solutions, covering all the sites’ 
infrastructure needs. For example, service providers historically positioned in data transport are now 
offering both storage and security services. At the same time, players traditionally focussed on hosting 
services are now offering transport and security services. Secondly, with the development of ways in 
which cultural goods are consumed, the market prices of these various services have tended to fall 
sharply, particularly for transport by CDN.  

Both of these trends, the origins of which are based on changes in the needs of legal players, have also 
benefited illegal players. 

 

Transport services 

Transport services are generally provided by CDN operators. 

With the development of video usage, CDN infrastructure has developed throughout the world. These 
networks make it possible to optimise and shorten content routing pathways by dynamically 
duplicating data on servers positioned as closely as possible to web users. A CDN therefore allows users 
to quickly access content from a website regardless of its server location and eliminate latency times 
related to the distance between the hosting server and the end user. This results in an increase in the 
speed of distribution and the fluidity of reading content.  

While this infrastructure was deployed first and foremost to meet the needs of legal players, it now 
also benefit players in the illegal ecosystem. 
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Figure 17: CDN architecture  

► Data centres store all the data by synchronising new content between the servers. 
Intercontinental traffic corresponds to the replication of data and not to end-user 
consumption; 

►  Replicated content from the content origin is then stored in peering points, which are nodes 
spread out geographically; 

► The final level of the network at the edge, close to the users, can be integrated within telecoms 
operator networks thanks to peering agreements. 

 

One player – CloudFlare – is particularly active in this market, serving nearly two-thirds of content 
hosting sites and almost all referral sites. One notable advantage of the service offered by CloudFlare 
is that IP addresses and the real identities of website hosts can be hidden. Viewed from the outside, it 
is CloudFlare that appears to be hosting a particular site, whereas in fact, this service provider is 
actually primarily responsible for the transport and distribution of data from the real host to web users. 
This phenomenon considerably hinders anti-piracy operations, because it complicates the precise 
location of the website ‘hidden behind’ CloudFlare. 
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Figure 18: Penetration of CDN operators amongst piracy players 

 

Looking at the solutions offered by the main technical service providers, several dynamics emerge:  

► offers cover a very broad spectrum. The majority of players on the market provide, as part of 
the same offer, transportation via CDN, encrypted protection for SSL connections, protection 
against DDoS attacks or harmful behaviour via a web application firewall (see the ‘security 
services’ section below) and sometimes also domain name protection to prevent domain 
piracy;  

► offers evolve according to the needs of the websites, through basic offers integrating the main 
free basic services and optional services available for use;  

► fairly low prices. For the main services analysed and used by the copyright-infringing services, 
offers range from $20 to $600 per month.  
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Figure 19: Overview of additional services offered by CDN players  

 

Hosting and storage services  

Alongside traditional hosting providers (who host web pages of all kinds), there are specialist storage 
services enabling copyright-infringing sites to store their content on dedicated servers.  

Hosting providers generally offer several types of ancillary or complementary services, in particular on 
security and transport. Several trends should be noted in terms of hosting:  

► cloud services are booming and offer a double advantage. On the one hand, technical 
implementation is simplified compared to the physical installation of proprietary storage 
servers, since this task falls solely to the technical service providers. On the other hand, 
customers only ‘pay for what they use’, so the solution is perfectly adapted to their needs; 

► the cost of hosting data on servers is increasingly low, with an average fall in unit prices of 
nearly 40% over four years. This allows sites to increase the quality of hosted files or else 
increase the number of versions made available. 

The main hosts used by copyright-infringing sites are players whose services are used both by 
operators acting legally and those acting illegally.  

 

Security services 

Essentially, there is no player specialised in security whose services are used by the central players. 
However, we are seeing an increase in the number of offers integrating security services among those 
players involved in hosting or transport.  

The main website security services include:  

► DDoS protection, which is designed to protect against denial of service attacks by third parties 
attempting to render a service inaccessible; 
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► SSL protection, which is designed to create a secure channel between two machines 
communicating on the Internet. This makes it possible to encrypt communications between a 
website and the consumer's browser and therefore protect the information exchanged against 
possible malicious interception; 

► web application protection, which is designed to secure the server hosting the site against 
application or organised attacks. For example, they make it possible to block suspicious 
behaviour considered as likely attacks very early on and exclude any profiles engaging in 
behaviour deemed dangerous. Malicious traffic and requests are blocked upstream of the web 
servers, which are consequently genuinely well-protected. 

 

Domain name registrars and registries 

Domain name registrars and registries play an important role in accessing copyright-infringing 
services and sites, as it is generally the domain name of a service or site that is known to web users. 
Registrars are those that create and provide domain names to website administrators for a fixed period 
of time. As you might expect, administrators of the websites involved in piracy tend to use foreign-
based registrars, who may potentially be less cooperative in the event of complaints from national 
rights holders. 

As a result of efforts to prevent access to illegal sites by Internet service providers who block their 
domain names, the administrators of the services involved are increasingly buying new domain names 
to replace their previous ones. As part of these changes, the name of the site is generally retained but, 
most often, the domain name extension simply evolves. For example, instead of a traditional extension 
such as .com or .net, operators of copyright-infringing sites are adopting other more exotic extensions 
(such as .cc, .co, .ws, .me, and even now .world, .lol, .red, .blue, etc.), which are known to be less 
monitored and less regulated than extensions like .fr or .eu. 

In addition, domain name registrant and contact identification data (so-called ‘Whois’ data) is generally 
less easy to obtain for extensions dependent on regulatory havens, particularly since the introduction 
of the General Data Protection Regulation (GDPR) in Europe in 2018. In any case, the operators of 
illegal sites have become accustomed to providing registrars with fictitious or anonymised contact 
details. To do this, shadow companies, often based in Panama, offer to put their names and addresses 
in place of those of the real domain name holders, adding an additional layer of opacity in order to 
prevent rights holders or authorities from uncovering the administrators of an illegal site. 

 

Ancillary services of illegal activities  

These services facilitate the illegal activities of those operating massively copyright-infringing 
services. These can involve services that facilitate the simultaneous sending of content to multiple 
hosting platforms, such as multiupload services (see part 2 - 1), or services that specifically meet the 
needs of referral sites for content available for direct download, such as link shorteners.  

Using link (URL) shorteners offers several advantages to referral sites:  

► firstly, they facilitate an increase in lifespan for download links by hiding automated link 
searches carried out by rights holders or their anti-piracy service providers; 

► then, they make it possible to monetise pages by providing an additional layer of advertising 
that is not always easily identifiable by advertising agencies or by payment services. Most 
advertising agencies now avoid working with copyright-infringing sites, but link shorteners 
mean that sites located upstream cannot be easily identified. Similarly, payment platforms may 
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be vigilant about the copyright-infringing nature of the websites using their services, but link 
shorteners make it possible to conceal exchanges. Potentially up to 3 pop-ups may appear 
when a web user visits a link shortener page and the same web user may also have to watch a 
video or look at an image for 5 to 10 seconds before being able to access the content they 
want; 

► finally, link shorteners pay commission to referral sites based on advertising revenue received 
according to the traffic generated. 

Some referral sites, such as Zone-Téléchargement and LibertyVF, sometimes go so far as to create their 
own link shorteners.  

 

Figure 20: Interactions between link shorteners, referral sites and hosts  

the referral site obtains the various URL links available from the hosting providers’ sites for a 
given piece of content; 

the referral site uses a link shortener to hide the links (e.g. a link entitled 
1fichier.com/Matrix1999.mp4 becomes ouo.io/rfnhy). These are the new shortened links, 
which are then published on the referral site; 

web users wanting to access links from the referral site click on the shortened link that brings 
them to a page on the link shortener site, from which the ‘clear’ link to the content hosting 
provider is accessible.  

 

4 - 1 - b | Players in the advertising value chain  

A tripartite relationship  

The economic models of copyright-infringing sites are based on two pillars: firstly, revenue from 
subscriptions and, secondly, revenue from advertising.  

In terms of advertising, the relationship is tripartite between advertisers, publishers and the 
advertising agencies, who act as an intermediary. The roles and objectives for each of these players 
are different:  

► the advertiser can be a brand, an organisation or a company. Their objective is to carry out an 
advertising campaign to promote their products and brand to a specific target audience. As 
part of an advertising campaign, the advertiser seeks to maximise their visibility, generate more 
traffic, improve their reputation, attract new visitors and develop their sales. Campaigns are 
run on third-party websites that act as publishers;  

► the publisher is the owner or administrator of a website, who may also be referred to as an 
‘affiliate’ or ‘partner’. They are responsible for broadcasting the advertiser's advertisements on 
their website. The publisher seeks to monetise traffic on their website by providing advertising 
space that can take several forms. They receive commission for their efforts, which depends 
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on the traffic on their website and the nature of the advertising being displayed. As a general 
rule, the advertiser and the publisher do not communicate directly, they both deal with the 
same third-party: the advertising agency or the affiliate platform;  

► the advertising agency (or the exchange or affiliation platform) is a company whose objective 
is to market advertising spaces available from publishers. The advertising agency helps 
advertisers communicate on websites. The advertising agency’s main tasks are therefore to 
market publishers’ spaces, put together banners and visuals, check banners, schedule them on 
the advertising agency’s ad server, optimise web campaigns, deal with invoicing and the 
collection and redistribution of advertising revenue amongst publishers. There are two main 
approaches:  

– the advertising agency offers the advertiser a choice of spaces it wants from a range 
of publishers referenced on the platform; 

– the advertiser entrusts a campaign to the advertising agency, who will place the 
advertisements with the partner publishers.  

In addition to this tripartite relationship, payment intermediaries facilitate financial exchanges 
between the various players. There are generally two different transactions involved in an advertising 
campaign. One upstream, when the advertiser pays the advertising agency for the campaign carried 
out (or to be carried out) and another downstream, when the advertising agency - after taking their 
commission - pays the publisher.  

Since the signing of the Best Practices Charter in France in 2015, this systematic approach (which refers 
to a more or less automated way of purchasing advertising space selected as part of a media campaign) 
no longer seems to be followed by the central players identified in this study. However, it is likely that 
it is used marginally in some cases.  

 

 

an advertiser contacts an advertising agency or an affiliate platform to run an ad campaign; 

a publisher contacts an advertising agency or an affiliate platform to offer advertising space on 
their site; 

the advertising agency places the advertiser’s ads on the publisher’s site.  

 

Figure 21: Interactions between publishers, advertising agencies, payment platforms and advertisers  

 

Advertising agencies 

Various platforms dedicated to the illegal ecosystem have developed following the signing of the 
charter on ‘best practice for online advertising and compliance with copyright and related rights’ as 
part of the French government’s action plan to combat piracy in 2015. In this charter, which aims to 
exclude from the traditional advertising model - and therefore deprive of revenue - the players 
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operating within the ecosystem of pirating copyright material and related rights, it is set out that best 
efforts should be made to “encourage members and all players in their respective sectors not to offer 
for sale, nor advise on, nor purchase media space on sites that massively infringe copyright and related 
rights”. 

Furthermore, advertisers have developed a greater sensitivity to the question of their brand image, or 
‘brand safety’. The first challenge is to ensure that their brand does not appear in environments that 
could present a risk to their image. 

Advertising networks such as AdSense (Google), Lagardère Publicité and Orange Publicité state that 
they no longer work with referral or hosting sites for copyright-infringing content. On the other hand, 
with new emerging services such as video content aggregation applications, it is still possible to find 
‘traditional’ advertisements appearing from renowned sites, platforms and advertising agencies. 

The main advertising agencies identified on offending sites are PubDirecte (based in Switzerland), 
AdCash (Estonia), Adbooth (Spain), Toroadvertising (Spain), Friendlyduck (Italy), Europacash (United 
Kingdom) and DigitalNomadsMedia (Argentina).  

 

Types of advertising  

Format and content  

Advertising can sometimes be very prevalent on websites offering content illegally. Adverts can appear 
in a number of different forms, including:  

► advertising in the form of an image, which can involve fixed images located on a web page, 
images superimposed within video content during a stream or live stream (in the form of a 
banner) or otherwise in the form of a pop-up; 

► video ads, which promote products or services using a video and soundtrack. These can be 
integrated in the same way as advertising in the form of an image; 

► semi-animated advertisements, which are mainly found on a website’s homepage or at the 
same time as a pop-up appears. 

 

Advertising can be found at several different stages throughout the web user’s journey:  

► upon arriving at the copyright-infringing website: advertisements appear on the homepage, 
usually at the edges of the screen (at the top of the page, at the bottom of the page or on the 
sides) or else as a banner; 

► when browsing: advertisements will appear on pages the user looks at, but also generally in 
the form of pop-up windows whenever the user clicks to go from one page to the next. 
Interstitial advertisements are a new type of advertising that is much more intrusive. Their aim 
is to force consumers to view advertising content by means of a full-screen display during the 
transition between two web pages; 

► when consuming the content: with ads around the content being consumed or directly within 
content. In the case of live streaming or streaming, advertisements can be directly integrated 
within the video, forcing the user to click on the content and often leading to the appearance 
of pop-ups. 
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Given the protective measures taken by stakeholders in the advertising sector, pirate players are 
always looking for new ways to maintain their advertising revenue. Specific advertising agencies and 
affiliation platforms have developed to meet this need. The content of advertisements on offer has 
therefore evolved and, today, includes the following specific characteristics: 

► the content of advertisements has refocused on a few subjects, such as online games, meeting 
sites, false anti-virus alerts or even scams, etc.; 

► the advertisers present on these sites are often small players, hosted in countries that are not 
all that careful about copyright-infringing practices; 

► adverts can carry different unwanted programs, such as malware or ransomware, that collect 
and seize personal data, even extorting money from individuals in return for their data. 

 

 

 

Advertising pricing models 

A number of payment methods for advertising coexist: 

► Cost per Click (CPC) is a purchase method in which the advertiser pays the publisher when a 
web user clicks on their advertising banner; 

► Cost per Thousand (CPM) is a purchase method in which the advertiser pays the publisher for 
1,000 displays of their advertising on the publisher’s website; 
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► Cost per Lead (CPL) is a purchase method in which the advertiser pays in exchange for the 
acquisition of a new lead or prospect, for example, filling out a form or registering with their 
newsletter. This lead may be qualified to a greater or lesser extent (for example, entering an 
email address or completing a questionnaire is less valuable than someone entering their bank 
details);  

► Cost per Action (CPA) is a purchasing method in which the advertiser pays the publisher for 
performance, depending on whether the web user carries out an action determined 
beforehand by the advertiser. 

 

‘Advertising blockers’ are browser extensions or software that allow users to remove advertisements 
from websites, pop-ups in particular. These services are increasingly being used by web users in order 
to enjoy a browsing experience that is unpolluted by advertisements. The penetration rate of these 
services is estimated at 36%12 among French web users.  

These tools are having a direct impact on the visibility of advertisements and therefore on associated 
revenue. As advertising is one of the main sources of revenue for the central players, some sites are 
forcing their visitors to disable ad blockers to prevent their revenue from shrinking. 

 

4 - 1 - c | Payment service providers  

Payment services are mainly used for two distinct types of transactions. Firstly, they’re part of the 
relationship between web users and the central players. When subscriptions are offered by content 
hosting providers, the user will have to use a payment platform to sign up. Then, they’re part of the 
relationship between the central players and the advertising agencies, in order for the advertising 
agency to pay for an advertising campaign carried out on the illegal site.  

 

Payment platforms in the context of transactions between web users and central players  

The involvement of a payment intermediary between web users and a copyright-infringing website 
may be due to a number of reasons, including subscriptions to a premium service on a hosting site, 
making a donation, purchasing a particular piece of content or subscribing to an IPTV offer. In this 
context, different payment methods are available to web users:  

► via mobile, where payments are made by calling a telephone number that issues a code or via 
premium rate text message;  

► by credit card, which is one of the solutions favoured by copyright-infringing sites. The 
payment intermediary does not require prior registration from users and the service may, in 
some cases, be integrated as an API (i.e. directly integrated within the copyright-infringing 
website without having to go to the payment intermediary's website);  

► via electronic wallet, by crediting their ‘virtual portfolio’ with a credit card; 

► via prepaid payment coupons, which are valid on the sites for up to a few months;  

► the final method, more recently introduced by copyright-infringing sites, consists of making 
payments using cryptocurrencies. This removes any payment intermediaries for websites. 

                                                           

12 According to the IAB barometer published in 2016. 
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Pirate sites make public keys available to their blockchain, so that users can make donations or 
payments.  

The main payment services found on copyright-infringing sites are:  

► alloPass, a mobile payments specialist, either via a call to a premium rate number or by sending 
a text message to a premium rate number as well;  

► instantcode.co, takevoucher.com, keyinstant.com, premiumaccountz.com, who are coupon 
payment specialists; 

► skrill, AliPay and PayPal facilitate payments via electronic wallets, where users must open an 
online account on one of these players to pay for their online subscriptions or make a donation; 

► payza, which involves payment by bank card, where this platform integrates directly within the 
interface of the copyright-infringing site;  

 

 Figure 22: Positioning of payment intermediaries in a B2C transaction  

 

The majority of payment intermediaries carry out monitoring actions to prevent their services from 
being used by copyright-infringing sites but, as previously mentioned, these sites have developed 
techniques to circumvent such restrictions. Illegal sites, for example, will create a third-party site with 
a URL address that is completely different to the address of the illegal site. Interfacing with the 
traditional payment solutions provider will take place via this third-party site, which does not appear 
to be a copyright-infringing site and generally repeats codes from any other online sales site (e.g. a 
website selling flowers). In some cases, illegal websites will also use nominees who receive and transfer 
payments on their behalf, in return for a comfortable commission. In such cases, payment solution 
providers would find it very difficult to detect that the service is actually being used by a copyright-
infringing player.  

 

Payments in the context of the advertising revenue chain  

As part of the relationship between a copyright-infringing site and an advertising agency, the 
advertising agency uses a payment platform to pay the sites for any work associated with the 
campaigns. This payment intermediary may transfer money at the request of the copyright-infringing 
site. The main payment methods can be divided into two categories:  

► through a ‘traditional’ bank, using a bank card or via a bank transfer; 

► through another payment platform that will allow transfers to an electronic wallet, either in 
the form of cash or an anonymous prepaid card. 

To facilitate these financial transfers and to avoid being detected by monitoring authorities, some 
advertising agencies presumably offer to transfer the money directly to anonymous, prepaid bank cards 
used by illegal website operators. This is a recent practice, and little data is available on the subject.  
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The main payment services identified in transactions between a publisher and an advertising agency, 
as well as between an advertising agency and an advertiser are Skrill, Neteller, Paxum, Payoneer, 
epayment, Webmoney, Qiwi and PayPal. These intermediaries may either be players who are sensitive 
to the issue of illegal consumption of cultural goods, whose services are misused, or they have a 
dominant role in the exchange of money between copyright-infringing sites. Given the limited 
information available on the turnover of these intermediaries, it remains difficult to identify those 
whose activity is mainly linked to illegal players. 

 

Figure 23: Positioning of payment intermediaries in a B2B transaction 
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4 - 2 | Economic models of the central services 

In the context of analysing the central players, two specific sub-sets in terms of interactions and 
economic models stand out.  

► the first subset brings together players such as content hosting providers and illegal content 
referral sites, operating on the following modes of access: peer-to-peer, direct download, 
streaming and live streaming; 

► the second subset is more specific to IPTV services (providers of IPTV solutions and distributors 
of TV channel packages). 

 

In terms of the income sources of the central players as a whole, we can generally identify three main 
sources of income:  

► revenue from users, mainly concerning income related to subscriptions taken out by 
consumers of illegal content. These practices depend on the type of player and the mode of 
access involved. For content hosting providers, there has been a decline in this type of offer for 
several years now. Only direct download players still offer subscriptions to consumers. IPTV 
players generally offer packages of TV channels in exchange for a subscription, with or without 
a decoder;  

► advertising revenue, where a large proportion of central players use this method of financing. 
Advertising revenue is based on a website’s traffic, which is valuable to advertisers. The context 
of the advertising model has changed significantly in recent years, because players in the illegal 
ecosystem have been penalised by the monitoring actions undertaken by the main advertisers 
and advertising agencies. Many of the advertisements on copyright-infringing sites today come 
from ‘specialist’ advertising agencies, often at low cost. In the end, the copyright-infringing 
websites now have a much less attractive ‘display offer’ compared to other sites and are 
therefore much less valued. In response, over-the-counter advertising (which is directly 
negotiated between advertisers and the copyright-infringing sites themselves) has developed 
in the form of partnerships or direct agreements, without going through intermediaries; 

► income related to mining cryptocurrency, where some copyright-infringing content hosting 
providers include scripts on their websites that can be used to mine cryptocurrency for the 
duration of the time web users spend on their websites. However, this practice remains very 
marginal. 

Other sources of income exist but are more confidential or specific to certain modes of access and 
types of players, including donations, reselling personal data, etc. 

Exchanges and transactions can also take place between the central players, including: 

► between content hosting providers and illegal referral sites. For example, these include 
commissions that can be paid in exchange for the revenue generated by referral sites (when 
visitors to these sites subscribe to offers from hosting platforms). These may also include 
commissions linked to the success of files posted online and indexed by referral sites. In other 
words, the more content is viewed or downloaded on a hosting platform, the more money it 
can bring to the person who originally uploaded the file. Finally, the fees paid by hosting 
providers to referral sites can be set by means of ‘over-the-counter’ agreements, the terms of 
which are poorly communicated and therefore poorly understood.  

► between illegal IPTV players. Providers of illegal IPTV feeds charge white label resellers for 
this service, as well as other IPTV distributors who integrate their streams into their own offers 
(B2B subscriptions). 
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In terms of costs to which the central players may be exposed, we can identify two fairly generic 
categories: 

► financial transaction costs, for collecting revenue related to subscription sales or advertising, 
central players must use payment solution providers. These service providers are very varied 
and adopt different models (fixed fees per transaction or commission on the amounts 
transferred); 

► technical costs. To operate their sites, the various central players must make use of 
technological providers that provide them with different services, such as data transport, to 
which there are often associated options added to strengthen site security (invoicing according 
to the bandwidth consumed), data storage (invoicing according to the required disk space) and 
site hosting (invoicing according to the size and traffic of each site, plus maintenance costs). 

 Other operating costs may be considered within the economic models of the central players, 
including:  

► commissions paid by some content hosting providers to those who bring in new subscribers, 
as well as those who have uploaded successful content online (remuneration for 1,000 views 
varies depending on the country in which the content is viewed – for example, an American 
web user is deemed to be more ‘profitable’ than an Indian web user, the American being more 
likely to have higher purchasing power and therefore greater ability to subscribe to the service 
or consume a product once they’ve been exposed to an advertisement); 

► the purchase of illegal content by some central players. Indeed, there are ‘professional’ 
platforms for making content illegally available online, for content on demand, as well as for 
live TV programme streams. These platforms act as a kind of wholesaler and are few in 
number. Most often, these organisations are complex and sophisticated, with relays through 
several countries. Competition is rife in this ultra-specialist market. 

 

4 - 2 - a | Illegal content hosting providers 

Illegal content hosting providers have business models that depend on the type of access to the 
content offered.  

Sites that offer streaming content generally no longer apply any special restrictions on use. The 
premium account subscription model has gradually been abandoned by these players and most are 
now basing their business models on advertising displays or viewing. This has resulted in a major 
increase in advertisements appearing on websites and when browsing, particularly while viewing 
content.  

Paid models, in particular those via subscriptions, mainly involve players offering direct downloads. By 
subscribing or paying, the user can therefore remove any limits introduced as part of the free direct 
download models in terms of speed, number of downloads allowed, etc.  

Furthermore, beyond the traditional sources of income mentioned above, new uses are emerging, in 
particular with cryptocurrency mining activities, which are developing but remain marginal. Similarly, 
the profiling and monetising of personal data belonging to web users remains a practice whose value 
is very limited compared to the traditional sources of income of these players. 

To summarise, regarding the hosts of this ecosystem, their business model is mixed, combining 
subscriptions and revenue generated based on audience. There are three main sources of income, 
which include revenue from the sale of paid subscriptions, advertising revenue and, finally, any 
revenue linked to the mining of cryptocurrency. In addition, these central players must pay for up to 
five main cost items, which include costs related to the provision of technical services, financial costs 
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related to the monetisation of the hosting service, potential costs for purchasing content from 
wholesalers and commissions that are sometimes paid to the referral sites and to the contributors.  

 

 

Figure 24: Financial flows within the ecosystem of pirate content hosting providers 

 

4 - 2 - b | Referral sites 

As for referral sites, their business model is now essentially audience based so is chiefly based on 
advertising revenue. To maximise this revenue, sites focus their links on blockbuster type films, as well 
as TV series with big audiences. Other income, which is more marginal, comes from the commissions 
paid by content hosting providers for the illegal content. In addition, a minority of sites offer 
subscriptions or call for donations in a quid pro quo approach (particularly on torrent file referral sites). 
This practice is somewhat in decline. 

These players incur two main types of costs, related to the payment of technical services and payment 
services used to collect advertising revenue. 
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Figure 25: Financial flows within the ecosystem of pirate content referral sites 

 

4 - 2 - c | Illegal IPTV services 

The players within this ecosystem most often engage in two interlinked activities, that of providing 
IPTV solutions, and that of distributing IPTV solutions to web users. The interactions between these 
players are therefore much more complex to decipher. Moreover, there are many financial flows 
between the individual players, since it is not unusual for them to buy and sell each other’s content 
(subscriptions to packages of channels, for example). 

These two activities, provider or distributor, involve different economic models. For players that 
position themselves in distributing IPTV channel solutions or packages, two sources of income are 
worthy of note - advertising revenue and the subscriptions sold to end users: 

► the advertising model is mainly used by distributors who, for example, offer free Kodi 
extensions or the provision of free M3U files; 

► the majority of revenue comes from paid subscriptions, whether or not that includes rent for 
a TV box. 

For those who position themselves as providers of IPTV solutions, there is no advertising model. 
However, in addition to the subscriptions sold to end users, these players also offer B2B type solutions 
to IPTV distributors aimed at web users. These B2B offers come in two ways. Firstly, the ‘simple’ resale 
of subscriptions to IPTV distributors (which are then taken on as white label solutions) and, secondly, 
the sale of so-called ‘restreams’ to other IPTV solution providers. 
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Figure 26: Financial flows within the ecosystem of IPTV service players  

 

Content aggregation services (websites, applications and devices), which especially rely on the use of 
configured multimedia devices, combined with video content distribution platforms, are still little used 
and their economic models are not detailed here.  

According to investigations carried out by Hadopi, only 1.2% of copyright-infringing consumers use the 

services of a configured TV box, within which the vast majority (86%) have purchased a blank box (i.e. 

not part of any recurring paid subscription). 
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4 - 3 | Economic models of players who offer services used by web users to illegally 
consume content  

The ecosystem of services used by web users to illegally consume cultural goods has grown 
significantly in recent years. Three categories of ‘catalyst’ services have emerged. 

Firstly, we see there is a growing number of ‘technology’ services that allow users to optimise or 
secure their copyright-infringing behaviour. These technological services are mostly neutral. One of 
the challenges of the study was to assess to what extent offending usage behaviour can generate value 
for the players who offer such services - without concluding, however, that they themselves may be 
the drivers encouraging illegal uses. These technological services appear in two forms: providers of 
anonymisation services – who help web users consume cultural goods without being detected – and 
players facilitating illegal use by simplifying or improving access to offers from illegal players.  

Then, other players appear within the ecosystem, because they are used as information vectors for 
web users (video tutorials, social networks, etc.). These are quite often platforms that have been 
diverted from their primary use by web users, who use them to share and find illegal content more 
easily. In view of the specific questions raised by the role of these players, it has been decided not to 
carry out any economic modelling concerning this illegal use.  

 

4 - 3 - a | Providers of anonymisation services for web users 

Some services allow users to browse the Internet anonymously. As a result, they can consume cultural 
goods illegally, without their IP address being identified. These include VPNs, proxies and seedboxes. 
Use of these services by consumers engaged in illegal practices has developed over time, particularly 
in order to circumvent graduated response systems. Some websites even market VPNs as a way to 
avoid detection from Hadopi:  

 

 

 

  

Figure 30: Screenshot of a sales pitch by a website selling a VPN  
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VPNs 

Principle and benefits 

for illegal consumption 

A Virtual Private Network (VPN) is a private network that is built within public IT infrastructure. 
VPNs allow exchanges between two computers or servers to be encrypted and therefore 
unreadable by the rest of the network. 

VPNs are increasingly widespread within companies, in order to protect data sent by employees 
or to ensure that, in the event of a malicious attack, data will be unreadable to hackers.  

In terms of consuming cultural goods illegally, VPNs are used to create a kind of encrypted 
tunnel between the web user and an ‘exit point’ on the Internet, which can be located in 
another country. VPNs offer users three main benefits: 

► they allow web users to change IP address and therefore browse the web and download 
material anonymously without being identified on the network, particularly by the 
monitoring authorities; 

► they make it possible to circumvent restrictions on websites that limit the amount of time 
users can spend using and accessing their services; 

► they make it possible to circumvent geographical blocking measures, which can involve 
accessing blocked illegal sites or otherwise legal offers. For example, Netflix does not offer 
the same content in all countries. 

Usage trends 

 

The use of VPNs has been greatly simplified, which makes it possible to reach a non-technical 
audience. For several years, we have also seen a fall in the cost of paid offers and the 
emergence of free offers for the general public. These two phenomena have positive effects 
for the development of VPNs. 

In terms of usage, the decreasing prevalence of P2P has served to limit the use of VPNs recently, 
but this could be offset by the development of streaming and live streaming regionalised 
content. 

In 2017, in a sample of web publications around illegal subjects, 13% referred to the use of 
VPNs in the context of illegal activity, which shows this is a relatively important subject of 
discussion13.13 

Examples of suppliers  

 

 

 

 

Economic model The VPN market can be broken down into 2 types of offers14:  

► the first is a paid model, for 75% of offers observed with an average cost of around €4 per 
month. The time commitment of the offers varies considerably, depending on the players 
involved, with the commitment ranging from 15 days to 2 years;  

► the second is a freemium model, observed in 25% of offers, i.e. where the first level is free 
but the second level must be paid for. The purpose of these free offers is to encourage web 
users to eventually switch to a paid offer from the same supplier.  

  

                                                           

13 Of a total of 96,000 publications in French mentioning illegal access to digital cultural goods online. 
14 Average price taken from a selection of 9 VPNs with the lowest monthly pricing incurring a long-term commitment (12 to 
24 months) – exchange rate: $1 = €0.81153. Data from the Hadopi ‘Access Strategy’ study (April 2018) 
Please note, players offering both a free service and a paid service have been classified as ‘free’ players, the hypothesis being 
that a user who has the choice between a free offer and a paid offer will generally go for the free offer. 
Modelling hypotheses from a workshop with Hadopi and Médiamétrie//NetRatings data.  
Sources: Hadopi’s ‘Web Listening: Access to Digital Cultural Goods’ study and their "Strategic Study on Access to Digital 
Goods’, 2013 and 2018; documentary research, Global Web Index, EY analyses. 
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Proxies 

Principle and benefits 

for illegal consumption 

A proxy server, or simply proxy, is an IT component that acts as a communications relay 
between several machines on the Internet.  

Proxies were originally used for speeding up browsing, logging queries, securing a local 
network and, finally, filtering and enabling anonymity in discussions.  

In terms of the illegal consumption of cultural goods, proxies offer services similar to those 
provided by VPNs. They can be used to anonymise a web users' IP address and make it possible 
to circumvent blocking measures to access an illegal service. 

Usage trends 

 

Use of proxies is a decreasing trend, as their use presents disadvantages in the context of 
illegal use:  

► some software is incompatible with the use of a proxy; 

► anonymity is not necessarily preserved and can be circumvented by use of specific cookies; 

► traffic is not encrypted, meaning exchanges between the two points cannot be protected; 

► one cannot use proxies when data is being sent from or to certain countries. 

Examples of suppliers  

 

 

 

 

Economic model In France, approximately 1.8% of copyright-infringing consumers claim to use a proxy. 

The proxy market can be broken down into two types of offers:  

► the first is based on a paid model, for 60% of offers observed, with an average cost of 
approximately €13 per month15. The time commitment of the offers varies considerably, 
depending on the players, with the commitment ranging from 1 month to 12 months;  

► the second is based on providing a free service, observed in 40% of offers. In this context, 
players who provide proxies can be remunerated thanks to advertising (on average, one 
advertisement on the homepage of each player). 

 

  

                                                           

15 Average price taken from the top 4 proxy providers listed on Google with the lowest monthly pricing (requiring a 
commitment of 1 to 12 months) 
Modelling hypotheses from a workshop with Hadopi and Médiamétrie//NetRatings data. 
Sources: Hadopi’s ‘Web Listening: Access to Digital Cultural Goods’ study and their ‘Strategic Study on Access to Digital 
Material’, 2013 and 2018; documentary research, Global Web Index, EY analyses 
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Seedboxes and affiliates 

Principle and benefits 

for illegal consumption 

A seedbox is a private computer server dedicated to sending and receiving files. We also talk 
about Virtual Private Servers (VPS). 

When used for pirating purposes, these servers are dedicated to sharing and downloading 
peer-to-peer files (P2P). To do so, a BitTorrent-type client must be set up, which is responsible 
for sharing and downloading files instead of the web user. 

Usually these servers are directly ‘housed’ among hosting providers, which allows them to 
benefit from a large download capacity. 

In terms of illegally consuming cultural goods, seedboxes offer two main advantages: 

► they allow web users to hide their identities and, consequently, make it less likely they 
will be identified as web users engaged in illegal practices; 

► peer-to-peer networks operate on the basis of reciprocity and the ability of everyone to 
share content, where the amounts that can be shared by users are much greater, thanks 
to these servers, which means there are no limits regarding the speed of downloading 
files. 

Usage trends 

 

► Use of seedboxes remains confidential, reserved for web users engaged in illegal 
practices and tech experts; 

► As P2P usage has been in decline over recent years, the need for software and hardware 
such as seedboxes logically should also decline; 

► In 2017, in a sample of web publications around illegal subjects, 8% referred to the use 
of a seedbox in the context of illegal activity, which makes it a less widespread topic of 
conversation than VPNs, for example16. 

Examples of suppliers  

Economic model In France, 0.20% of copyright-infringing consumers claim to use a seedbox. 

The market for seedboxes can be broken down into two types of offers:  

► the first is based on a paid model for 90% of offers observed, with an average cost of 
around €30 per month16. However, the average price of seedboxes changes dramatically 
depending on capacity, ranging from 40GB to 4TB17; 

► the second type is a freemium service, observed in 10% of offers within the selection.  

 

4 - 3 - b | Services facilitating illegal use 

Other services, known as ‘facilitators of illegal use’, as mentioned in the rest of the report, have also 

developed in recent years. For example, they make it possible to access numerous platforms for illegal 

access to content at a lower cost (multi-host download services) or to access content in offline mode 

(converters or stream-ripping applications). 

                                                           

16 Of a total of 96,000 publications in French mentioning illegal access to digital cultural goods online. 
Please note, players offering both a free service and a fee have been classified as ‘free’ players, the hypothesis being that a 
user who has the choice between a free offer and a paid offer will generally go for the free offer. 
 
Modelling hypotheses from a workshop with Hadopi and Médiamétrie//NetRatings data. 
 
Sources: Hadopi’s ‘Web Listening: Access to Digital Cultural Goods’ study and their "Strategic Study on Access to Digital 
Material’, 2013 and 2018; documentary research, Global Web Index, EY analyses. 
17 Average price taken from a selection of 6 seedbox providers based on 1TB of available memory, as listed on Google. 
Modelling hypotheses from a workshop with Hadopi and Médiamétrie//NetRatings data. 
 
Sources: Hadopi’s ‘Web Listening: Access to Digital Cultural Goods’ study and their "Strategic Study on Access to Digital 
Material’, 2013 and 2018; documentary research, Global Web Index, EY analyses. 
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Multi-host download services 

Principle and benefits 
for illegal consumption 

Multi-host download services allow users to circumvent the limits imposed by some Internet 
hosting platforms, such as viewing limits on streaming sites and download limits on direct 
download sites. 

Multi-host download services buy several premium subscriptions from the content hosting 
providers where content is available for direct download or streaming and then pool them 
between their users. They can also function in the same way as a proxy, whereby the web user 
subscribes to a multi-host download service, asks them for the cultural content they want, then 
the multi-host download service downloads this content onto the hosting site and then 
redistributes it to the web user who originally requested it.  

Multi-host download services offer web users three main advantages: 

► they make it possible to enjoy a download speed similar to that of a premium account 
holder; 

► they make it possible to run simultaneous downloads on the same hosting provider as 
part of a direct download; 

► multi-host download services, whether free or paid-for, allow a single account to benefit 
from premium access to multiple sites.  

Usage trends 

 

6% of web users engaged in illegal consumption use a multi-host download service.  

Use of multi-host download services may have stabilised or even started to regress. This 
change is the result of how streaming sites have changed, where the new models are almost 
exclusively free, whereas previously subscriptions were necessary for web users to be able to 
benefit from unrestricted access to films and TV series.  

As such, in 2018, only one site offers a premium subscription to the 8 main content hosting 
providers of streamed content. In 2012, most streaming sites placed restrictions on usage and 
encouraged subscriptions to paid solutions. 

The use of multi-host download services therefore primarily concerns direct downloads. 

Multi-host download services involve several disadvantages, which can curb their 
development:  

► for the most part, they must be paid for, and some require subscriptions or else limit 
download capacities; 

► in some cases there are reliability issues, with occasionally overloaded servers, the 
presence of viruses, highly intrusive advertising and longer waiting times than on classic 
premium accounts taken out directly with hosting providers.  

Examples of suppliers  

 

 

 

 

Economic model In France, 22% of illicit consumers claim to have used a multi-host download service before. 

The multi-host download service market can be broken down into two types of offers:  

► the first is a paid model, for 75% of the offers observed, with an average cost of 
around €7.50 per month. The time commitment of the offers varies considerably, 
depending on the players, with the commitment ranging from 15 days to 2 years18; 

► other offers are based on a freemium or free model, for 25% of the solutions 
available. Some suppliers offer purely free offers based on advertising. On average, 
there are 4 advertisements per multi-host download service and per act of 
consumption. 

                                                           

18 Average price taken from a selection of 5 multi-host download services for a one-month subscription. 
Please note, players offering both a free service and a paid service have been classified as ‘free’ players, the hypothesis being 
that a user who has the choice between a free offer and a paid offer will generally go for the free offer. 
 
Modelling hypotheses from a workshop with Hadopi and Médiamétrie//NetRatings data. 
 
Sources: Hadopi’s ‘Web Listening: Access to Digital Cultural Goods’ study and their "Strategic Study on Access to Digital 
Material’, 2013 and 2018; documentary research, Global Web Index, EY analyses. 
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Special case: format converters 

Format converters involve making a permanent copy of a video from a streaming platform, which is 
called stream-ripping. This is generally not allowed and the legality of this practice depends, among 
other things, on the legality of the source material – a condition that is often lacking – and the way 
in which the copy is made. Indeed, with the exception of massively copyright-infringing sites, 
platforms can legitimately - subject to agreement of the authors - block certain ways of copying 
material by means of technical protection measures. Platforms also generally remind web users in 
their General Terms and Conditions of Use (Ts&Cs) that copying is prohibited.  
As such, the overview and current framework of usage, as presented below, should not be 
considered de facto as part of copyright-infringing practices. 
 
Principles and benefits for consumers 
A format converter is a website or application that makes it possible to copy and store content 
streamed online for offline use. This practice also makes it possible to capture audio and video 
streams, as well as the option to convert video streams into audio streams.  
 
Usage trends 

► format converters are very easy to use. In France, there has been a sharp increase in such 
practices with, in 2017, 35% of web users claiming to have engaged in stream-ripping before, 
i.e. a 30% increase compared to 2016; 

► 22% of web users claim to engage in stream-ripping at least once a month;  
► development remains moderate in comparison to other countries, such as the UK, which has 

seen an increase of +143% over 2 years.  
 
Example suppliers 

 

 
 

Sources: Hadopi ‘Access Strategy – April 2018’ study – EY analyses 
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Case study: Amerigo’s economic model  

The Amerigo app facilitates the creation of content libraries via a web browser specially designed for 
smartphones and mobile devices. This app makes it possible to reference web pages, as well as to 
download audio and video files from traditional content platforms (e.g. YouTube) or from remote 
storage solutions (e.g. Dropbox, Onedrive) and to manage them, even in offline mode.  

Amerigo has two types of business models, which allow users to access dedicated features:  

► the free app is based on an advertising model. There are three types of advertisements: an 
8-second video on opening, a fixed (interstitial) ad and banners at the bottom of the screen. It 
should be noted that the advertising agency providing the advertisements is AdSense (Google); 

► a paid-for app without advertising is available for a purchase price of €4.49 on the Appstore, 
or €2.89 on the Google Playstore. 

The app’s number of downloads are not available on the Appstore. On Google Playstore, download 
numbers are estimated at over one million, regardless of the model (free version or paid version). 
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4 - 3 - c | Configurable multimedia players 

Other players position themselves around aggregating content, i.e. they offer to group, via an 
ergonomic interface, a variety of cultural goods, whether acquired legally or illegally. As such, users 
can enjoy a personalised catalogue with very easy navigation. 

 

Principle and benefits 

for illegal consumption 

Content aggregation services can be configured multimedia players (or media centres). Kodi 
– like VLC – is a connected and open source multimedia player. With the help of add-ons 
(software extensions) that users must download and install, it becomes possible to access a 
great deal of content illegally and directly from the multimedia player. One of the main 
advantages of this type of software for web users is its compatibility with several types of 
equipment, such as computers, tablets and smart TVs.  

 

Usage trends 

 

Like other content aggregation services, configured multimedia players are still emerging.  

They are especially used for viewing packages of illegal IPTV channels.  

Moreover, for several years now, increasing sales of equipment, such as preconfigured TV 
boxes with Kodi and its add-ons, have allowed content to be pirated.  

Examples of suppliers   

 

 

Economic model In France, 6-8% of consumers of cultural goods have used these services before. 

Kodi’s business model, distributed in open source and originally created for Xbox game 
consoles, is based on free access. Most software extensions are also available free of charge.  

 

 

4 - 3 - d | Web user information and guidance services 

Some services facilitate the illegal consumption of content by making them accessible to all web users, 
regardless of their level of technological skill. 

 

 

Figure 27: Screenshot of a forum discussion about downloading 
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There are four types of players who help guide web users towards copyright-infringing practices, 
despite the introduction of a range of methods to combat the use of their services for piracy purposes.  

► Social networks facilitate the exchange of information on illegal practices, but this use 

remains marginal compared to the traditional purpose of these services. For example, there 

were 33,600 posts on Twitter and Facebook related to access to illegal content.19 One post per 

approximately every 1,300 accounts. Similarly, Facebook groups and pages dedicated to illegal 

content are only followed by 5,800 followers or subscribers, on average. As such, only 15% of 

copyright-infringing consumers claim to visit a social network frequently (at least once a 

month) to find illegal content; 

► Search engines allow any web user, through simply entering the title of a cultural work, to end 
up on a site offering a multitude of illegal access to that content in ‘just one click’. A search 
engine feature, known as auto-complete at Google, has even been the subject of legal action 
by rights holders, insofar as it can lead, based on the popularity of previous research, to offering 
web users suggestions that can encourage piracy (e.g. title of a film + torrent); 

 

► Platforms for streaming UGC videos are vectors for the spread of copyright-infringing 
practices. In fact, they are used by web users to share their know-how in terms of piracy, 
including awareness-raising tutorials concerning relatively complex illegal practices, such as 
how to circumvent protection measures or install add-ons for multimedia readers, 
communicating ‘good addresses’ for accessing illegal content, etc.; 

► Collaborative forums can also serve as broadcast media for illegal content. On the other hand, 
we can see a marginalisation of publications on this topic. For example, when entering the 
keywords ‘streaming’, ‘pirate’, ‘IPTV’ and ‘Kodi’ on the 01Net forum, only 150 messages were 
detected, out of approximately 9 million messages in total. This player has put in place a 
charter to regulate discussions on the forum and created a moderator group to identify and 
delete content that goes against it; 

► Instant messaging (potentially encrypted) has, in the end, become a preferred channel for 
exchanging information with consumers using illegal access methods, but this is chiefly aimed 
at a highly technical audience and, sometimes, even other ecosystem players (site owners, 
hosting providers, etc.). These messaging systems have not, to date, implemented a single 
measure to moderate this practice.  

 

As such, certain essential services within the digital economy are acting as ‘user guidance services’ for 
illegal practices. These services are not taken into account in the piracy ecosystem given the very 
specific model of these players and their status as a generalist platform.  

 

 

  

                                                           

19 According to the Hadopi ‘Web Listening’ study, carried out over a period of one year between 2017 and 2018. 

Figure 32: Screenshot of a 
Google URL removal 

notification 
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5 | Annexes 

5 - 1 | Glossary 

 

240p 
Very low-quality video, providing a resolution of 
approximately 320 pixels in width by 240 pixels in height. 

4K 
‘Ultra-high definition’ quality video content, providing a 
resolution of close to 4,000 pixels in width. 

Adblocker 
Software designed to block advertisements being displayed 
on a web page. 

Add-on Developers 

Agents who develop ‘software additions’ to expand existing 
software or content. Many add-ons for Kodi software allow 
illegal content viewing. 

Advertiser 

In terms of advertising, an advertiser is an agent who tries to 
communicate information about a product, its brand, its 
website, etc., on a third-party site. 

Advertising Agency 

An organisation responsible for selling advertising space on a 
given type of media, on a range of different media or for a 
media group. 

Advertising Intermediaries Advertising agencies and affiliation platforms. 

Affiliation Platforms 

A technical solution allowing a website (the affiliate) to 
promote its activities using a third-party website (the 
affiliated), which is compensated if it allows the affiliate to 
conclude transactions or bring in traffic. 

Anonymisation Services 
Services aimed at anonymising an individual, player or piece 
of content. 

Appstores A virtual ‘store’ providing access to smartphone applications. 

Bitcoin A type of cryptocurrency. 

Brand Safety 

An approach designed to avoid damage to an advertiser's 
image by ensuring that its advertisements do not appear on 
sites that are harmful or contrary to its principles. 

CDN Operators 

Content Delivery Network. A network of devices (computers 
and servers) that work together to optimise the availability of 
content to users. 

Central Players 
Players at the origin of illegal sharing and who make the mass 
distribution of copyright-infringing content possible. 

Chatbot Instant messaging with a robot. 

Cloud Services 
Cloud services are remote services where, in the case of data 
hosting, users (either companies or individuals) are no longer 
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obliged to have their own servers but can use the servers of 
a third-party company instead. 

Configurable Media Center 

Open source software that can be configured with add-ons 
developed by third parties. Some add-ons make it possible to 
view content that has been illegally made available via 
streaming, on demand or live broadcasts, in the case of IPTV 
solutions. 

Content Hosting Providers 
Sites hosting copyright-infringing files, most often uploaded 
by their users. 

Converter 

A converter is a website or piece of software that makes it 
possible to copy and store content offline that has been 
broadcast via an online live stream. This practice allows users 
to capture music and video streams and transform video 
streams into audio ones. 

CPA 

Cost Per Action. An advertising purchase method in which the 
advertiser pays the publisher for performance, depending on 
whether the web user carries out an action determined 
beforehand by the advertiser. 

CPC 

Cost Per Click. An advertising purchase method in which the 
advertiser pays the publisher when a web user clicks on their 
advertising banner. 

CPL 

Cost Per Lead. An advertising purchase method in which the 
advertiser pays in exchange for the acquisition of a new lead 
or prospect, for example, filling out a form or registering with 
their newsletter. 

CPM 

Cost Per Thousand. An advertising purchase method in which 
the advertiser pays the publisher for 1,000 displays of their 
advertising on the publisher’s website. 

Cryptocurrency 
Digital currency that can be used on decentralised, 
peer-to-peer digital networks. 

DDL Direct Download. See direct download. 

DDoS Protection 
Protection against attacks aimed at weakening a website by 
sending mass requests (Distributed Denial of Service). 

Direct download 
A way of accessing content that involves consumers 
downloading content permanently to their device. 

Encoding 
Encoding refers to the transformation of data so that it can 
be distributed or read by a third-party. 

Freemium 
A free copy of some software or a product that is missing 
some features that are only available in the paid version. 

Instant Messaging 
A software or application used to instantly exchange content 
(messages, voice files, data). 
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Internet Service Providers 

Companies whose servers, which are permanently connected 
to the Internet, allow their subscribers to make use of all the 
services available on the network. 

IPTV 
A type of access that allows users to watch TV channels over 
the Internet. 

IPTV Distributors Players who sell access to IPTV content. 

Link / URL shorteners 

Intermediate services mainly used by referral sites to hide the 
URLs of copyright-infringing content hosted on third-party 
sites. Their use makes it difficult to detect and remove this 
content while maximising advertising revenue. 

Link Aggregator 

A service or application that provides access through a 
platform to copyright-infringing content coming from a 
variety of sources without having to be redirected to a 
third-party site. 

Live streaming 

A way of accessing content illegally during the broadcast of a 
video in real time. Live streaming mainly involves sports 
content. 

M3U 

An acronym for Moving Picture Experts Group Audio Layer 3 
Uniform Resource Locator, a type of file allowing users, for 
example, to watch a range of illegal IPTV channels once 
loaded in their multimedia player. 

Malware 
A type of malicious software that attacks computers, mobile 
devices and connected objects. 

Mining 

A process by which Bitcoin transactions are secured. To do so, 
miners perform mathematical calculations for the Bitcoin 
network using their computer devices. 

Multi-host download service 

Multi-host download services are used to circumvent the 
limits imposed by some content hosting platforms, such as 
viewing limits for streaming sites and download limits for 
direct download sites. 

P2P See peer to peer. 

Payment Platforms and Services 
The players that facilitate financial transactions between two 
parties. 

Peer to peer 

A way of accessing content via sharing on an IT network 
model close to the client-server model but where each client 
is also a server. 

Pop-Ups 
Advertising displayed in the form of a new web browser 
window. 

  



 

The illicit ecosystem of digital cultural goods 69 
 

 

 

Proxies 

A proxy serves as a communications relay between several 
machines on the Internet. For example, a proxy may retrieve 
and transfer a web page or a specific piece of content hosted 
on a server on behalf of a web user. The use of a proxy 
therefore provides a degree of anonymity when browsing the 
Internet. It may also be a means of circumventing a measure 
to block an illegal service. 

Publisher 
In terms of advertising, the publisher is the website that hosts 
an advertiser’s advertisements. 

Ransomware 

Ransomware is malicious software that can block access to a 
computer or mobile device and even encrypt personal data 
to then extort money from its owner. 

Referral Sites 

Sites that reference links to content available online that can 
be accessed in different ways (peer-to-peer, streaming, direct 
download, etc.). 

Search Engines Sites used to find content via indexing. 

Seedbox 

A seedbox is a private server dedicated to sending and 
receiving files. Seedboxes generally use the BitTorrent peer-
to-peer protocol to send and receive data. Seedboxes are 
often offered by specialised providers and users connect 
remotely to their seedbox to retrieve downloaded content or 
to store content to share. 

Services Used by Web Users 
All the services used by web users to facilitate access to illegal 
content. 

Set-Top Box 

Set-top boxes are connected multimedia boxes allowing a 
user to broadcast an Internet stream or piece of content on a 
traditional television. 

SSL Protection 

A safety protocol (Secure Sockets Layer) that creates a secure 
channel between two machines communicating over the 
Internet or over an internal network. 

Streaming 
A way of accessing content whereby consumers view content 
without permanently downloading it to their device. 

Stream-Ripping See Converter. 

Transport Service 
A stakeholder who facilitates the transmission of data over 
the Internet. 

TV Boxes 

Equipment used to connect TVs to the Internet, which are 
usually equipped with multimedia reading software that can 
read pirate content or access IPTV channels. 
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UGC Platforms 

Platforms that are supplied with content posted online by 
their users (User-Generated Content) and not with content 
posted online by the platform operator. For example, social 
networks, platforms like YouTube and forums are UGC 
platforms. 

Uploader 

Contributor. Derived from the word ‘upload’, which means 
sending content to a network. In terms of illegal 
downloading, the term uploader is commonly used to refer 
to the person who makes pirate content available to others 
(the downloaders), particularly through online file storage 
platforms. 

URL 
The address of a website or content on the Internet (Uniform 
Resource Locator). 

VPNs 

A Virtual Private Network is a private network that is built into 
public IT infrastructure. A VPN allows exchanges between 
two computers or servers to be encrypted and therefore 
unreadable by the rest of the network, forming a kind of 
secure tunnel. For example, by accessing the Internet via a 
VPN located in Poland, a web user could be seen as being 
physically located in Poland – with a local IP address – 
whereas in fact they are located in France. 

Web Application Protection 
Protection designed to protect a website through a firewall 
capable of detecting suspicious or harmful behaviour. 
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5 - 2 | List of sources and studies used 

To carry out this study, a number of different sources were used, both to feed the analysis and to 
compare working hypotheses with different experts.  

 

5 - 2 - a | Interviews carried out as part of the project  

The experts involved all have significant expertise in the area of rights protection, legal monitoring and 
developments within the sector. As part of this study, they were asked to give their views on the illegal 
consumption of cultural goods, associated trends - both in terms of volume and new usage behaviours 
- and, finally, measures that would make it possible to combat illegal practices. 

 

► France’s National Publishing Association (SNE):  

– Julien Chouraqui (Legal Officer) 

► Blue Efficience (a company of experts in protecting films from unauthorised exploitation 
online): 

– Thierry Chevillard (Managing Director) 

► Association of Authors, Composers and Music Publishers (SACEM):  

– David El Sayegh (Secretary General) 

– Pierre-Yves Guessant (Sworn Investigator) 

– Anthony Sitbon (Sworn Investigator) 

► Press: 

– Marc Rees (Journalist) 

– Damien Bancal (Journalist) 

► Mediarithmics:  

– Grégoire Frémiot (Sales and Marketing Director) 

► BeIN Sports: 

– Arnaud Decker (Lobbying Consultant) 

► Canal+: 

– Céline Boyer (Head of Information Systems Security) 

– François Mazet (Anti-Piracy and Content Protection Project Manager) 

► PayPal:  

– Francis Barel (Head of Merchant Services) 

► Orange:  

– Bernard Tani (Head of Institutional Relations) 

– Fréderic Dublanchet (Security Manager for Orange Content) 
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5 - 2 - b | Documentary sources  

A number of different types of documentary sources were used, including purely quantitative studies 
aimed at quantifying copyright-infringing consumers, more qualitative studies to provide information 
on consumer usage behaviours, as well as studies on specific markets (i.e. pre-configured boxes). 

These documents and sources of information were provided by Hadopi, by third parties, particularly 
through qualitative interviews, by EY through previous projects and by Médiamétrie//NetRatings as 
part of a mandate assigned by EY. 

 

 

Hadopi: The Risks Posed by Illegal Websites 
June 2017 
 

Hadopi: Web Listening Study – Influences on 
Access to Digital Cultural Goods, in association 
with Linkfluence 
March 2018 
 

Hadopi: Study on Digital Goods Access 
Strategies, in association with Opinion Way 
May 2018 
 

EY: Study on Estimating the Loss of Earnings 
Linked to the Illegal Consumption of 
Audiovisual Content in France 
January 2017 
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Other sources used:  

Cisco; Kudelski Security; Muso and consumer booklets (Hadopi).  

Hadopi: Cultural Goods and Internet Use: 
Practices and Perceptions of French Internet 
Users, in association with Médiamétrie 
September 2017 

Médiamétrie//NetRatings/EY: Quantitative 
Study on the Consumers of Digital Cultural 
Goods 
September 2017 

EY: Public Report on Piracy in France - 
Estimating the Loss of Earnings Linked to the 
Illegal Consumption of Audiovisual Content 
February 2017 (1st edition) and June 2018 (2nd 
edition) 

Hadopi: Study on the Economic Models of Sites 
and Services Used for Streaming and Directly 
Downloading Illegal Content 
March 2012 
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